XiVO Solutions Documentation

Avencall

Jul 05, 2021






Contents

Introduction 3
L1 XAaVOHIStOry . . . o o e e e e e e e e e e e e 3
1.2 GDPR . . e 4
Getting Started 5
Installation & Upgrade Guide 11
3.1 XiVOInstallation & Upgrade . . . . . . . . . . . i i i i i e e e e e e 11
3.2 XiVOcc Installation & Upgrade . . . . . . . . . . o o i i i e e e e 55
3.3  XiVO Distributed System . . . . . . ... e e 77
Administrator’s Guide 85
4.1 XiVO AdminiStration . . . . . o v v vt e e e e e e e e e e e e e e e e e e e 85
4.2 XiVOcc AdminiStration . . . . . . . o v v i i e e e e e e e e e e e e e e e e 167
4.3 Troubleshooting . . . . . . . . . . . e e e e e 193
IPBX Configuration Guide 207
5.1 Advanced Configuration . . . . . . . . . . . L e 207
5.2 BossSecretary Filter . . . . . . . . . L 214
53 CallCompletion . . . . . . . . e e e e e 216
54  Call PermissSions . . . . . . . ot it e e e e e e e e e e e e 219
5.5 CallLogs . . v v v e e e e e e e e e e 221
5.6 Conference Room . . . . . . . . . . L e 222
5.7 CTIServer . . . . . o o i e e e e e e e e e e 225
5.8 Display customer informations . . . . . . ... L e e 229
59 DeVICES . . . . i e e e e 232
5.10 DIrectories . . . . . o v v v i e e e e e e e e e e e e e e e e 234
5.11 Directed Pickup . . . . . . . . o e 252
512 Entities . . . . o o e e e e e e e e e e e e e e e e 253
503 FaxX . .o o e 254
514 Graphics . . . . . o e e e 261
505 Groups . . v o e e e e e e e e e e e 261
5.16 Group Pickup . . . . . . . o e e e e e 263
507 Incall . . . . o e 263
5.18 Interconnections . . . . . . . . i it e e e e e e e e e e e e e e e e e e e 265
5.19 Imteractive Voice Response . . . . . . . . . .. L 279
520 MONIOTING .« . v v v vt e e e e e e e e e e e e e e e e e e e e e e e e e e e 289
521 MusiconHold . . . . . . . e 289
5.22 Outgoing Calls . . . . . . o o e e e e e e e 291
523 Paging . . . . e e 293
524 Parking . . . ... 293




10

5.25 Phonebook . . . . .. e e 297
5.26 Provisioning . . . . . . . i it e e e e e e e e e e e e e e e e e e 298
5.27 SCCP Configuration . . . . . . . . v i it it et e e e e e e e e e e 309
5.28 Schedules . . . . . . . L e e e e e e 315
529 Sound Files . . . . . . L. e e e e 315
530 Switchboard . . . . . . .. e 318
531 USEIS . v v v o e e e e e e e e e 341
532 Voicemail . . . . . . L e e e e 347
533 WebRTC . . . . . e 352
5.34 Web Services ACCESS . .« v v v v v i e e e e e e e e e e e e e e e e e e 354
Contact Center 359
6.1  AZENLS . . .. e e e 359
6.2 QUEUES . . . . o i e e e e e e e e 361
6.3  Contact Center Management . . . . . . . . . . ot v v i v vttt e e e e e 367
6.4 CCAgentEnvironment . . . . . . . . . . i i i it e e e e e e e 375
6.5 Call Qualifications . . . . . . . . . . . . i e e e e e e e 389
6.6  Recording . . . . . . . . e e e e 391
6.7 Callbacks . . . . . . . L e e e e 395
6.8  Profile Management . . . . . . . . .. L. e e e e 402
6.9 Skills-Based Routing . . . . . . . . . . . . e e e e e e 403
6.10 Reporting and statiStCs . . . . . . . . o L e e e e e e e e e e e e e e e 409
6.11 Reporting . . . . . . . o e e e e e e e e e e 423
XiVO Centralized User Management 429
7.1 Intended usage and features . . . . . . . . . L Lo e e e e e 429
7.2 Installation . . . . ... e e 431
7.3 Upgrade . . . . . ... 433
7.4  Configuration of Xivos for Centralized Routing . . . . . . . . ... ... ... .......... 435
7.5 Manualinstallation . . . . . . ... e e e 436
7.6 Webinterface . . . . . . . .. e e e e e e e e e 437
7.7 RESTAPL . . 445
User’s Guide 457
8.1 UCASSIStant . . . . . . o ot e e e e e e e e e e 457
8.2  Desktop Applications . . . . . . . ... L e e e e 472
8.3  WebRTC Environment . . . . . . . . . . . . i it e e e e e e e e e e e e e e 478
API and SDK 483
9.1 Unified Communication Framework . . . . . . .. ... ... ... ... o 483
9.2 Third Party Integration . . . . . . . . ... L e 526
9.3 Recording server REST ApPi . . . . . . . . . o i e 529
94 XiVOREST ADL . . . o oot o i e e e e e e e e e 535
9.5 XiVO Configuration MGT REST Api . . . . . . . . . . o i e e e e e e e 590
9.6 Subroutine . . . . . ... e e e e e e 599
9.7 Queuelogs . . . . . . . . e 602
Contributing 605
10.1 Contributing to the Documentation . . . . . . . . .. . ... ... 605
10.2 Debugging Asterisk . . . . . ... e 608
10.3 Debugging Daemons . . . . . . . . ... e e e e e e 611
10.4  Generate your OWN PrOMPLS . . v v v v v v v o v e e e e e e e e e e e e e e e e e e e e 612
10.5 XiVO Guidelines . . . . . . o oo it e e e e 613
10.6 Network . . . . o . e e 614
10.7 Debian packaging for XiVO . . . . . . . . ... o 614
10.8 Profiling Python Programs . . . . . . . . . . . .. .. 615
109 StyleGuide . . . . . . . . e 616
10.10 Translating XiVO . . . . . o o e e e e e e e e e e e e e 622
10.11 XiVO Package File Structure . . . . . . . . . . . . 0 e e e e 623




1012 CTIServer . . . . o o o e e e e e e e e e e e e e e e
10.13 DIagrams . . . o v v o v e e e e e e e e e e e e e e e e e e e e e e e e e e
10.14 Provisioning . . . . . . . o i i e e e e e e e e e e e e e e
10.15 SCCP . . . . e

11 Release Notes
11.1 Callisto (2019.05) . . . . . . . e e e
11.2 Callisto Bugfixes Versions . . . . . . . . . . ittt e
11.3 Callisto Intermediate Versions . . . . . . . . . . . . 0 v i i it e e e e e e e

12 Indices and tables

Index

679
679
681
692

697

699







XiVO Solutions Documentation

Important: What’s new in this version ?
* Outgoing Call Routing Management
* Improvements in Desktop Assistant
* Flashtext
* MDS Resilience
 Asterisk 16
* Postgres 11
* German translation

See Callisto (2019.05) page for the complete list of New Features and Behavior Changes.

XivO

open-minded voice platform

XiVO solutions developed by Avencall is a suite of PBX applications based on several free existing components
including Asterisk and our own developments. This powerful and scalable solution offers a set of features for
corporate telephony and call centers to power their business.

You may also have a look at our development blog for technical news about the solution

Contents 1
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cHAPTER 1

Introduction

XiVO solutions is a suite of PBX applications developed by Avencall, based on several free existing components
including Asterisk Play Akka and Scala. It provides a solution for enterprises who wish use modern communica-
tion services (IPBX, Unified Messaging, ...) api and application to businesses.

It gives especially access to outsourced statistics, real-time supervision screens, third-party CTI integration and
recording facilities.

XiVO solutions is free software. Most of its distinctive components, and XiVO solutions as a whole, are distributed
under the GPLv3 license and or the LGPLv3 license..

XiVO solutions documentation is also available as a downloadable HTML, EPUB or PDF file. See the downloads
page for a list of available files or use the menu on the lower right.

1.1 XiVO History

XiVO was created in 2005 by Sylvain Boily (Proformatique SARL). The XiVO mark is now owned by Avencall
SAS after a merge between Proformatique SARL and Avencall SARL in 2010. The XiVO core team now works
for Avencall in Lyon (France) and Prague (Czech Republic)

* XiVO 1.2 was released on February 3, 2012.

* XiVO 13.07 was the last version with Asterisk 1.8.21.0

¢ XiVO 13.08 includes Asterisk 11.3.0 in May 2013

e XiVO 13.25 is running under Wheezy in December 2013

* XiVO 14.02 is now called XiVO Five to celebrate the editor Sth year
* XiVO 15.13 runs Asterisk 13 in July 2015

¢ XiVO 15.20 is running under Jessie in January 2016

* XiVO 2016.02 starts the new versioning system including XiVO-CC and XiVO-UC modules in October
2016

* XiVO solutions 2016.04 includes new XiVO assistant, web edition, mobile edition and Desktop edition in
December 2016

* XiVO solutions 2017.03 in April 2017 is the first Long Term Support version known as Five.The main goal
is to offer a stable version every 6 months even if the team is still doing small and agile iterations of 3 weeks.



http://www.avencall.com/
http://www.asterisk.org/
http://www.playframework.com/
http://akka.io/
http://www.scala-lang.org/
http://www.gnu.org/philosophy/free-sw.html
https://readthedocs.org/projects/xivo-polaris/downloads/
https://readthedocs.org/projects/xivo-polaris/downloads/
http://www.avencall.com/
http://www.avencall.com/
http://www.avencall.com/
https://documentation.xivo.solutions/en/2017.03/
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¢ XiVO solutions 2017.11 in October 2017, second LTS release known as Polaris
* XiVO solutions 2018.05 in April 2018 third LTS release known as Aldebaran,

¢ XiVO solutions 2019.16 in October 2018 fourth, LTS release known as Borealis,
* XiVO solutions 2018.16 in April 2019 fifth, LTS release known as Callisto,

Next release is on the way, will be called XiVO Deneb and will be available in October 2019.

1.2 GDPR

XiVO architecture was redesigned to be GDPR compliant by being “privacy by design”, which is the GDPR DNA.
We have in this respect refined all the features since Polaris to be 100% compliant.

4 Chapter 1. Introduction


https://documentation.xivo.solutions/en/2017.11/
https://documentation.xivo.solutions/en/2018.05/
https://documentation.xivo.solutions/en/2018.16/
https://documentation.xivo.solutions/en/2019.05/

CHAPTER 2

Getting Started

This section will show you how to create a user with a SIP line. This simple use case covers what a lot of people
need to start using a phone. You can use these steps for configuring a phone (e.g a softphone, an Analog-to-Digital
switch or a SIP phone).

This tutorial doesn’t cover how to automatically provision a supported device. For this, consult the provisionning
section.

We first need to log into the XiVO web interface. The web interface is where you can administer the whole system.

When logged in, you will see a page with all the status information about your system. This page helps you
monitor the health of your system and gives you information about your network. Please note the IP address of
your server, you will need this information later on when you will configure your device (e.g. phone)

To configure a device for a user, start by navigating to the IPBX menu. Hover over the Services tab, a dropdown
menu will appear. Click on /PBX.

Select the Users setting in the left menu.
From here, press on the “plus” sign. A pop up will appear where you can click on Add.

We now have the form that will allow us to create a new user. The three most important fields are ‘First name’,
‘Last name’ and ‘Language’. Fill in the fields and click on Save at the bottom. For our example, we will create a
used called ‘Alice Wonderland’.

Afterwards, click on the “Lines” tab.

Enter a number for your phone. If you click inside the field, you will see the range of numbers you can use. For
our example, we will use ‘1000’.

By default, the selected protocol is SIP, which is what we want for now. Click on Save to create the line.
We now have a user named ‘Alice Wonderland’ with the phone number ‘1000’.

Now we need to go get the SIP username and password to configure our phone. Go back to the IPBX menu on the
left, and click on ‘Lines’.

You will see a line associated with the user we just created. Click on the pencil icon to edit the line.

We can now see the username and password for the SIP line. you can configure your phone using the IP for your
server, the username and the password.



https://documentation.xivo.solutions/projects/devices/en/latest/devices/official_devices.html
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AUTHENTIFICATION
XIVO PBX

root

Langue :

Anglais ¥

CONNEXION

Fig. 1: Logging into the XiVO

Login: reot

System information

cPU System
Percent User System wait Name xXivo-integration
u 7.10%  4.30% 2.40 % 0.40 % Operating system Linux

Kernel version 3.16.0-5-amd64
Network 1P address 192.168.85.232
Interface Received Transmitted Error Drop P 197 168 85 232
etho 1212 GiB 63.74 GIB 0 o T D) A
o 907868 9078 GIB o o Load average 0.58 0.81 0.85
docker0 0.00 byte 0.00 byte 0 [
vetha7d6174 18.43 MiB 6.10 MiB 0 o
br-76132108dB2 17.43 MiB 6.10 MiB o o
Device
Partition Percent Free Used Total
data-system — 4290% 0 18230.5 48177.8
data-var —_— 2290% © 182395 28177.8

Fig. 2: System informations
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Services~

IPBX
System injECIEH.

Call Center

Monitorin

Network
Interface
etho

lo

Anclearn

User

1230 % 770 %

Received

14.13 GiB

90.80 GiB

000 hute

System

420 %

Transmitted
63.75 GiB
90.80 GiB

000 huta

Wait

0.40 %

Error Drop
0 o

0 o

a n

Fig. 3: Menu IPBX

System
Name

Operating system
Kernel version

IP address

DNS address
Uptime

Load average

xivo-integration
Linux
3.16.0-5-amd64
192.168.85.232
192 168.85.232

6 day(s) 18:43:18

0.810.96 0.92

gin:root  Type: Root

General settings
SIP Protocol

1AX Prot
SCCP Protocol
mails
Phonebook

IPBX settings.
Device

voicemails
Conference rooms

Type
Agent

v

ser
Group

Queue
Conference room
Veicemail

SIP trunk

IAX trunk

Enabled
7%

%

Disabled
0

0

Fig. 4: Users settings

Action

@

P F

, R
digiurri| Asterisk
+ Software: Asterisk
+ Version: 813 19.0-1-xvoL+20180215.004754 bEfa422

Login: root

PBX

General settings

IPBX settings

Users

Importer un fichier
Mise a jour & parti de fichier

Exporter en CSV

Fig. 5: Adding a new line

Provisioning

Protocol

Phone number

Entity Action

xivo-aldebaran e®
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Users = Edit

General Lines No answer Services Voicemail Groups Func Keys
First name: Alice
Last name: ‘Wonderland
Mobile phone number:
E-mail:
Schedules: ¥
Ringing time: 20 seconds ¥
Simultaneous calls: 2 v
On-Hold Music: default ¥
Language: en Us ¥
Timezone: v
Caller ID: Alice Wonderland
Outgoing Caller ID: Default v
Preprocess subroutine:
User field :
XiVO Client
Enable XiVO Client: J
Login:
Password:
Profile: v
Description:
SAVE
Fig. 6: User information
General settings
SIP Protocol Users = Edit
IAX Protocol
SCCP Protocol -
Voicemails General No answer Services Voicemail Groups Func Keys
Phonebook
Hdvanced Entity: showroom ¥ @
IPBX settings Protecel Name Number Site Device Line (N°)
Devices
Lines No line

Users

Groups e
Voicemails

Conference rooms

Fig. 7: Lines menu
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Users > Edit
Lines
Protocol
sip v

General settings
SIP Protocol

[} Protocol
SCCP Protocol
Voicemails
Phonebook

A nced

IPBX settings
Devi
Lines
Users
Groups
Voicemails

Conference rooms

xivo-dev

Name Context

Configuration

loadtest ¥

Users > Edit

SAVE

Help  Contact

Number Site

[ 208 |

General Lines No answer
Protocol Name
SIP M

Func Ke

e

Device

local ¥ MAC

2298
2980

anoa

Fig. 8: Line information

Services Voicemail Groups Func Keys
Entity: showroom 7| @
Context Number Site
Appelsinternes ¥ 1000 local ¥

Fig. 9: Save

Device

MAC | IP

Line (N°)

Line (N°)

Login: root

Type: Root

IPBX

General settings
SIP Protocol

1AX Protocol
SCCP Protocol

Full name

6] > Alice Wonderland

Provisioning Protocol

625684 sip

Fig. 10: User added information

Phone number

RECHERCHER

xivo-aldebaran

Login: root

Action

e

Type: Root

IPBX

General settings
SIP Protocol

1AX Protocol
SCCP Protocol
foice mails
Phonebook
Advanced

IPBX settings

rooms

Identity

5] > B SIPi2xa3etge

Legend

8 Line associated to a device

£ Line not associated to a device

Protocol & Entity Provisioning

sip xivo-aldebaran 446765

Fig. 11: Lines information

User

Alice Wonderland

RECHERCHER

Phone number

1000

Login: reot

Action

@®

Type: Reot

IPBX

General settings
SIP Protocol
1AX Protocol
SCCP Protocol
Voicemails
Phonebook

ed

IPBX settings
Devices

Lines

Us:
Groups
Voicemails
Conference rooms

Identity $

@ S 8 SIPi2xaletge

Legend

8 Line associated to a device

€8 Line not associated to a device

Protocol Entity Provisioning

sip xivo-aldebaran 446765

Fig. 12: Edit line

User

Alice Wonderland

RECHERCHER

Phone number

1000

Action
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=3 + ~Context— ¥ RECHERCHER Q

General settings
Lines > Edit | Alice Wonderland <1000>

ol

General anced  IPBX Infos
Username: i21g3cfr
IPBX settings Password: qeysiiceh
Context: Apnels intemes (default ¥
Groups Language: '
Voicemails Caller ID: “Alice Wonderland” <1000~
Conference rooms
NAT: v

Gall management
Incoming calls DTMF:
Outgoing calls

Call permissions Monitoring: v
Call filters

Call pickups Codecs

Schedules

Calls Logs Customize codecs: L

Fig. 13: General line information
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CHAPTER 3

Installation & Upgrade Guide

In-depth documentation on installation and deployment of XiVO solution systems.

3.1 XiVO Installation & Upgrade

3.1.1 Installing the System

Please refer to the section Troubleshooting if ever you have errors during the installation.
There are two official ways to install XiVO:

* using the official ISO image

* using a minimal Debian installation and the XiVO installation script

XiVO can be installed on both virtual (QEMU/KVM, VirtualBox, ...) and physical machines. That said, since
Asterisk is sensitive to timing issues, you might get better results by installing XiVO on real hardware.

Warning: By default XiVO installation will pre-empt network subnets 172.17.0.0/16 and 172.18.1.0/24. If
these subnets are already used, some manual steps will be needed to be able to install XiVO. These steps are
not described here.

Installing from the ISO image

Note: Our ISO image does not support UEFI system

* Download the ISO image. (latest LTS version) (all versions)

* Boot from the ISO image, select Install and follow the instructions. You must select locale en_US.
UTF-8.

* At the end of the installation, you can continue by running the configuration wizard.

During the installation of Debian, only a proxy that supports proxying http/https requests may eventually be
entered. Otherwise GPG key of XiVO repository will not be installed and must be added manually:

11
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wget http://mirror.xivo.solutions/xivo_current.key -O - | apt-key add -

Installing from a minimal Debian installation
XiVO can be installed directly over a 64-bit Debian 9 Stretch. When doing so, you are strongly advised to start
with a clean and minimal installation of Debian Stretch.

The latest installation image for Debian Stretch can be found at https://www.debian.org/releases/stretch/
debian-installer.

Requirements

The installed Debian must:
* use the architecture amd 64
¢ have a default locale en_US.UTF-8
* use ext4 filesystem (for compatibility with docker overlay?2 storage driver)

* use legacy network interface naming eth#. To change the network interface naming to eth# use this
procedure:

- Edit /etc/default/grub, find line GRUB_CMDLINE_LINUX and set it to
GRUB_CMDLINE_LINUX="net.ifnames=0"

Run update-grub

Edit interface names in /etc/network/interfaces

Reboot the machine

Installation

Note: If your server needs a proxy to access Internet, configure the proxy for apt, wget and curl as docu-
mented in Proxy Configuration.

Once you have your Debian stretch properly installed, download the XiVO installation script and make it exe-
cutable:

wget http://mirror.xivo.solutions/xivo_install.sh
chmod +x xivo_install.sh

And run it:

./xivo_install.sh —-a 2019.05-latest

At the end of the installation, you can continue by running the configuration wizard.

Alternative versions

The installation script can also be used to install an archive version of XiVO (14.18 or later only). For example, if
you want to install XiVO 2018.05-1atest:

./xivo_install.sh —-a 2018.05-latest

When installing an archive version, note that:

12 Chapter 3. Installation & Upgrade Guide
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* versions 14.18 to 15.19 of XiVO can only be installed on a Debian 7 (wheezy) system
* the 64-bit versions of XiVO are only available starting from 15.16

You may also install development versions of XiVO with this script. These versions may be unstable and should
not be used on a production server. Please refer to the usage of the script:

./xivo_install.sh -h

Other installation methods

It’s also possible to install XiVO by PXE. It is not documented here.

3.1.2 Running the Wizard

After the system installation, you must go through the wizard before being able to use your XiVO. Open your
browser and enter your server’s IP address in the navigation bar. (For example: http://192.168.1.10)

Language

You first have to select the language you want to use for the wizard.

XiVO Installation Welcome

Licence
Configuration

Entities and contexts
Validation

Welcome into the XiVO installer.

Thanks for choosing XiVO. This installer will help you to configure a fully functional XivO

Let yourself be guided and don't forget to note informations you will set (i.e root password for XiVO administration interface login).
You can also get online help at http://documentation.xivo.solut

Have fun!

Step 1. Choose your language >>>

Language : English ¥

Fig. 1: Select the language

License

You then have to accept the GPLv3 License under which XiVO is distributed.

Configuration

1. Enter the hostname (Allowed characters are : a-z 0-9 -, do not user uppercase letter)

. Enter the domain name (Allowed characters are : a—~z 0-9 - ., do not user uppercase letter)
. Enter the password for the root user of the web interface,

. Configure the IP address and gateway used by the VoIP interface

. Modify the DNS server information if needed

[©) Y B VS N S

. And finally, choose (or not) to apply the default configuration for France (see: Default configuration for
France).

3.1. XiVO Installation & Upgrade 13
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XiVO Installation

Steps

Welcome

Licence
Configuration
Entities and contexts
Validation

License

License :

GNU GENERAL PUBLIC LICENSE
Version 3, 29 June 2007

Copyright (C) 2007 Free Software Foundation, Inc. <http://fsf.org/>
Everyone is permitted to copy and distribute verbatim copies
of this license document, but changing it is not allowed.

Preamble

The GNU General Public License is a free, copyleft license for
software and other kinds of works.

The licenses for most software and other practical works are designed
1o take away your freedom to share and change the works. By conirast,
the GNU General Public License is intended to guarantee your freedom to
share and change all versions of a program--to make sure it remains free
software for all its users. We, the Free Software Foundation, use the
GNU General Public License for most of our software; it applies also to
any other work released this way by its authors. You can apply it to
your programs, too.

When we speak of free software, we are referring to freedom, not
price. Our General Public Licenses are designed to make sure that you
have the freedom to distribute copies of free software (and charge for
them if you wish), that you receive source code or can get it if you

| accept the terms of this license : L]

Fig. 2: Accept the license

14
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XiVO Installation Configuration
Steps
Welcome < PREVIOUS m
Licence
Configuration
Entities and contexts
Validation Hostname

Hostname : Xivo 1

Domain name

Domain name : lan-limonest.avencall 2

WeblInterface root password

Password : 3

Re-enter password :

Interface VolP

Address : 192.168.18.29 (eth) r 4
Default gateway : 192.168.18.254 (ethD) ¥
DNS servers
Primary : 192.168.16.254 5
Secondary : 192.168.240.8

Default configuration

Apply default ¥ @ 6
configuration for
France :

Fig. 3: Basic configuration

3.1. XiVO Installation & Upgrade 15
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Entities and Contexts

Contexts are used for managing various phone numbers that are used by your system.
* The Internal calls context manages extension numbers that can be reached internally
* The Incalls context manages calls coming from outside of your system

* The Outcalls context manages calls going from your system to the outside

s e L Entities and contexts
Steps
Licence
Configuration
Entities and contexts
Validation Entity
* Display name : 1

Internal calls context

* Display name : Default
* Numbers interval start : 2

* Numbers interval end :

Incalls context

* Display name : Incalls
Numbers interval start : 3
Numbers interval end :

DID length : 4 7

Qutcalls context

* Display name : Outcalls 4

Fig. 4: Entities and Contexts

1. Enter the entity name (e.g. your organization name) (Allowed characters are : A-Z a-z 0-9 - .)

2. Enter the number interval for you internal context. The interval will define the users’s phone numbers for
your system (you can change it afterwards)

3. Enter the DID range and DID length for your system.

4. You may change the name of your outgoing calls context.

Validation

Finally, you can validate your configuration by clicking on the Validate button. Note that if you want to change
one of the settings you can go backwards in the wizard by clicking on the Previous button.

Warning: This is the last time the root password will be displayed. Take care to note it.

Congratulations, you now have a fully functional XiVO server.

To start configuring XiVO, see Getting Started.

16 Chapter 3. Installation & Upgrade Guide
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3.1.3 Default configuration for France

Note: This option was introduced in 2017.01 version.

During the wizard you can choose to apply a default configuration for France : see Wizard configuration step. This
option introduce a set of default parameters that will be useful particularly for a XiVO PBX installed in France.

The default parameters configured are listed in the sections below.

Default SIP parameters

In Services -> IPBX -> General settings -> SIP Protocol the following parameters are changed:
* for call presentation (in tab Default):
— Trust the Remote-Party-ID is set to Yes
— Send the Remote-Party-ID is set to PAT
» for codecs order (in tab Signaling): G.711 A-law > G.722 > G.729A > H.264 is the default order.

Outgoing call rules
A set of default outgoing call rules according to the French numbering plan is set up by default. In Services ->
IPBX -> Call management -> Outgoing calls two outgoing call rules are defined:

1. sortants-france: pattern for french numbering plan numbers,

2. urgences-france: pattern for french emergency numbers.

Note: For these outgoing call rules, a ‘void’ cutomized trunk named ‘Local/template_a_changer’ is defined. This
one must be deleted or modified according to your configuration.

Right call rules

Also, a set of right call is predefined according to the set of outgoing call rules. In Services -> IPBX -> Call
management -> Call permissions you will find the following preconfigured right call group:

Name' Action | Description

national Allow | Patterns for national numbers.
urgences Allow | Patterns for emergency numbers.
mobiles Allow | Patterns for mobile numbers.
numeros-a-valeur-ajoutee | Allow | Patterns for services numbers.
international Allow | Patterns for international numbers.
refuser-tout Allow | Patterns for all.

Default template device

The ‘Default config device’ template (in Configuration -> Provisioning -> Template device) has preconfigured
language and time zone.

! this name can be used when importing users. See Call permissions section in User import.
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3.1.4 Post Installation

Here are a few configuration options that are commonly changed once the installation is completed. Please note
that these changes are optional.

Display called name on internal calls

Note: Configured by default if you checked the Apply default onfiguration for France at the wizard time (see
Wizard configuration step).

When you call internally another phone of the system you would like your phone to display the name of the called
person (instead of the dialed number only). To achieve this you must change the following SIP options:

e Services — IPBX — General settings — SIP Protocol — Default:
— Trust the Remote-Party-ID: yes,

— Send the Remote-Party-ID: select PAT

Incoming caller number display

The caller ID number on incoming calls depends on what is sent by your operator. You can modify it via the file
/etc/xivo/asterisk/xivo_in_callerid.conf.

Note: The reverse directory lookup use the caller ID number after it has been modified by
xivo_in_callerid.conf

Examples:
* If you use a prefix to dial outgoing numbers (like a 0) you should add a O to all the add = sections,

* You may want to display incoming numbers in E.164 format. For example, you can change the
[nationall] section to:

callerid = ~0[1-9]\d{8}$
strip = 1
add = +33

To enable the changes you have to restart xivo-agid:

service xivo-agid restart

Time and date
» Configure your locale and default time zone device template => Configuration — Provisioning — Template
Device by editing the default template
» Configure the timezone in => Services — IPBX — General settings — Advanced — Timezone

¢ If needed, reconfigure your timezone for the system:

dpkg-reconfigure tzdata
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Codecs

Note: Configured by default if you checked the Apply default onfiguration for France at the wizard time (see
Wizard configuration step).

You should also select default codecs. It obviously depends on the telco links, the country, the phones, the usage,
etc. Here is a typical example for Europe (the main goal in this example is to select only G.711 A-Law instead of
both G.711 A-Law and G.711 p-Law by default):

e SIP : Services — IPBX — General settings — SIP Protocol — Signaling:
— Customize codec : enabled

— Codec list:

G.711 A-Law
G.722
G.729A
H.264

3.1.5 Telephony Hardware

This section describes how to configure the telephony hardware on a XiVO server.

Note: Currently XiVO supports only Digium Telephony Interface cards

The configuration process is the following :

Load the correct DAHDI modules

For your Digium card to work properly you must load the appropriate DAHDI kernel module. This is done via
the file /etc/dahdi/modules and this page will guide you through its configuration.

Know which card is in your server

You can see which cards are detected by issuing the dahdi_hardware command:

dahdi_hardware
pci:0000:05:0d.0 wchidxxp— dl61:0410 Digium Wildcard B410P
pci:0000:05:0e.0 wctdxxp— dl161:0205 Wildcard TE205P (4th Gen)

This command gives the card name detected and, more importantly, the DAHDI kernel module needed for this
card. In the above example you can see that two cards are detected in the system:

* a Digium B410P which needs the wcb4xxp module

* and a Digium TE205P which needs the wct 4 xxp module

Create the configuration file

Now that we know the modules we need, we can create our configuration file:

1. Create the file /etc/dahdi/modules:

touch /etc/dahdi/modules
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2. Fill it with the modules name you found with the dahdi_hardware command (one module name per
line). In our example, your /etc/dahdi/modules file should contain the following lines:

wch4xxp
wctdxxp

Note: Inthe /usr/share/dahdi/modules.sample file you can find all the modules supported in your
XiVO version.

Apply the configuration

To apply the configuration, restart the services:

xivo-service restart

Next step

Now that you have loaded the correct module for your card you must:
1. check if you need to follow one of the Specific configuration sections below,

2. and continue with the next configuration step which is to configure the echo canceller.

Specific configuration

This section lists some specific configuration. You should not follow them unless you have a specific need.

TE13x, TE23x, TE43x: E1/T1 selection

With E1/T1 cards you must select the correct line mode between:

* E1 : the European standard,

e and T1 : North American standard
For old generation cards (TE12x, TE20x, TE40x series) the line mode is selected via a physical jumper.
For new generation cards like TE13x, TE23x, TE43x series the line mode is selected by configuration.

If you’re configuring one of these TE13x, T23x, T43x cards then you MUST create a configuration file to set the
line mode to E1:

1. Create the file /etc/modprobe.d/xivo-wcte—-linemode.conf:

touch /etc/modprobe.d/xivo-wcte-linemode.conf

2. Fill it with the following lines replacing DAHDI_MODULE_NAME by the correct module name (wctel3xp,
wcted3x...):

# set the card in E1/T1 mode
options DAHDI_MODULE_NAME default_linemode=el

3. Then, restart the services:

xivo-service restart
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Hardware Echo-cancellation

It is recommended to use telephony cards with an hardware echo-canceller module.

Warning: with TE13x, TE23x and TE43x cards, you MUST install the echo-canceller firmware. Otherwise
the card won’t work properly.

Know which firmware you need

If you have an hardware echo-canceller module you have to install its firmware.

You first need to know which firmware you have to install. The simplest way is to restart dahdi and then to lookup
in the dmesg which firmware does DAHDI request at startup:

xivo-service restart

dmesg |grep firmware

[5461540.738209] wctdxxp 0000:01:0e.0: firmware: agent aborted loading dahdi-fw-
—~oct6114-064.bin (not found?)

[5461540.738310] wctdxxp 0000:01:0e.0: VPM450: firmware dahdi-fw-oct6114-064.bin
—not available from userspace

In the example above you can see that the module wct 4xxp requested the dahdi—-fw-oct6114-064.bin
firmware file but did not found it. But you now know that you need the dahdi-fw-oct6114-064.bin
firmware.

Install the firmware

When you know which firmware you need you can install it with xivo-fetchfw utility.

1. Use xivo-fetchfw to find the name of the package. You can search for digium occurrences in the
available packages:

xivo-fetchfw search digium

2. Find the package name which matches the firmware file you need. In our example,
we need the dahdi-fw-oct6114-064.bin file which is supplied by the package named
digium-oct6114-064:

xivo-fetchfw install digium-oct6114-064

Activate the Hardware Echo-cancellation

Now that you installed hardware echo-canceller firmware you must activate it in /etc/asterisk/
chan_dahdi.conf file:

echocancel = 1

Apply the configuration

To apply the configuration, restart the services:

xivo-service restart
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Next step

Now that you have loaded the correct module for your card you must:
1. check if you need to follow one of the Specific configuration sections below,

2. and continue with the next configuration step which is to configure your card according to the operator
links.

Specific configuration

This section describes some specific configuration. You should not follow them unless you have a specific need.

Use the Hardware Echo-canceller for DTMF detection

If you have an hardware echo-canceller you may want to use it to detect the DTMF signal (instead of asterisk).

1. Create the file /etc/modprobe.d/xivo-hwec—-dtmf.conf:

’touch /etc/modprobe.d/xivo-hwec—dtmf.conf

2. Fill it with the following lines replacing DAHDI_MODULE_NAME by the correct module name (wctel3xp,
WCtA4XXp ...):

’options DAHDI_MODULE_NAME vpmdtmfsupport=1

3. Then, restart the services:

’xivofservice restart

Card configuration

Now that you have loaded the correct DAHDI modules and configured the echo canceller you can proceed with
the card configuration. Follow one of the appropriate link below :

BRI card configuration
Verifications

Verify that the wcb4 xxp module is uncommented in /et c/dahdi/modules.

If it wasn’t, do again the step Load the correct DAHDI modules.

Generate DAHDI configuration

Issue the command:

dahdi_genconf

Warning: it will erase all existing configurationin /etc/dahdi/system.conf and /etc/asterisk/
dahdi-channels.conf files !
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Configure
DAHDI system.conf configuration

First step is to check /etc/dahdi/system. conf file:
¢ check the span numbering,
* if needed change the clock source,
See detailed explanations of this file in the /etc/dahdi/system.conf section.

Below is an example for a typical french BRI line span:

# Span 1: B4/0/1 "B4XXP (PCI) Card 0 Span 1" (MASTER) RED
span=1,1,0,ccs,ami

# termtype: te

bchan=1-2

hardhdlc=3

echocanceller=mg2, 1-2

Asterisk dahdi-channels.conf configuration

Then you have to modify the /etc/asterisk/dahdi-channels. conf file:

¢ remove the unused lines like:

context = default
group = 63

* change the context lines if needed,
¢ the signalling should be one of:
— bri_net
- bri_cpe
— bri_net_ptmp
— bri_cpe_ptmp
See some explanations of this file in the /etc/asterisk/dahdi-channels.conf section.

Below is an example for a typical french BRI line span:

; Span 1: B4/0/1 "B4XXP (PCI) Card 0O Span 1" (MASTER) RED

group = 0,11 ; belongs to group 0 and 11

context = from-extern ; incoming call to this span will be sent in 'from-extern
— ' context

switchtype = euroisdn

signalling = bri_cpe ; use 'bri_ cpe' signalling

channel => 1-2 ; the above configuration applies to channels 1 and 2

Next step

Now that you have configured your BRI card:
1. you must check if you need to follow one of the Specific configuration sections below,
2. then, if you have another type of card to configure, you can go back to the configure your card section,

3. if you have configured all your card you have to configure the DAHDI interconnections in the web interface.
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Specific configuration

You will find below 3 configurations that we recommend for BRI lines. These configurations were tested on
different type of french BRI lines with success.

Note: The pre-requisites are:
e XiVO >=14.12,

* Use per-port dahdi interconnection (see the DAHDI interconnections section)

If you don’t know which one to configure we recommend that you try each one after the other in this order:
1. PTMP without layerl/layer2 persistence
2. PTMP with layerl/layer2 persistence

3. PTP with layerl/layer2 persistence

PTMP without layer1/layer2 persistence

In this mode we will configure asterisk and DAHDI:
* to use Point-to-Multipoint (PTMP) signalling,
¢ and to leave Layerl and Layer2 DOWN

Follow theses steps to configure:

1. Before the line #include dahdi-channels.conf add,infile /etc/asterisk/chan_dahdi.
conf, the following lines:

layerl_presence = ignore
layer2_persistence = leave_down

2. Inthe file /etc/asterisk/dahdi-channels.conf use bri_cpe_ptmp signalling:

’signalling = bri_cpe_ptmp

3. Create the file /etc/modprobe.d/xivo-wcb4xxp.conf to deactivate the layer] persistence:

’ touch /etc/modprobe.d/xivo-wcbdxxp.conf

4. Fill it with the following content:

’options wcbédxxp persistentlayerl=0

5. Then, apply the configuration by restarting the services:

’ xivo-service restart

Note: Expected behavior:
* The dahdi show status command should show the BRI spans in RED status if there is no call,
* For outgoing calls the layerl/layer2 should be brought back up by the XiVO (i.e. asterisk/chan_dahdi),
* For incoming calls the layer1/layer2 should be brought back up by the operator,

* You can consider that there is a problem only if incoming or outgoing calls are rejected.
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PTMP with layer1/layer2 persistence

In this mode we will configure asterisk and DAHDI:
* to use Point-to-Multipoint (PTMP) signalling,
* and to keep Layerl and Layer2 UP

Follow theses steps to configure:

1. Before the line #include dahdi-channels.conf add,infile /etc/asterisk/chan_dahdi.
conf, the following lines:

layerl_presence = required
layer2_persistence = keep_up

2. Inthe file /etc/asterisk/dahdi-channels.conf use bri_cpe_ptmp signalling:

’signalling = bri_cpe_ptmp

3. If it exists, delete the file /etc/modprobe.d/xivo-wcbidxxp.conf:

’rm /etc/modprobe.d/xivo-wcb4xxp.conf

4. Then, apply the configuration by restarting the services:

’xivo—service restart

Note: Expected behavior:
* The dahdi show status command should show the BRI spans in OK status even if there is no call,

¢ In asterisk CLI you may see the spans going Up/Down/Up : it is a problem only if incoming or outgoing
calls are rejected.

PTP with layer1/layer2 persistence

In this mode we will configure asterisk and DAHDI:
* to use Point-to-Point (PTP) signalling,
* and use default behavior for Layer1 and Layer2.

Follow theses steps to configure:

1. In file /etc/asterisk/chan_dahdi.conf remove all occurrences of layerl_presence and
layer2_persistence options.

2. Inthe file /etc/asterisk/dahdi-channels.conf use bri_cpe signalling:

signalling = bri_cpe

3. If it exists, delete the file /etc/modprobe.d/xivo-wcbdxxp.conf:

’rm /etc/modprobe.d/xivo-wcb4xxp.conf

4. Then, apply the configuration by restarting the services:

’xivofservice restart

Note: Expected behavior:
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* The dahdi show status command should show the BRI spans in OK status even if there is no call,

¢ In asterisk CLI you should not see the spans going Up and Down : if it happens, it is a problem only if
incoming or outgoing calls are rejected.

PRI card configuration
Verifications

Verify that the correct module is configured in /et c/dahdi/modules depending on the card you installed in
your server.

If it wasn’t, do again the step Load the correct DAHDI modules

Warning: TEI3x, TE23x, TE43x cards :

* these cards need a specific dahdi module configuration. See TE/[3x, TE23x, TE43x: EI/TI selection
paragraph,

e you MUST install the correct echo-canceller firmware to be able to use these cards. See Hardware
Echo-cancellation paragraph.

Generate DAHDI configuration

Issue the command:

dahdi_genconf

Warning: it will erase all existing configurationin /etc/dahdi/system.conf and /etc/asterisk/
dahdi-channels.conf files !

Configure
DAHDI system.conf configuration

First step is to check /etc/dahdi/system. conf file:
* check the span numbering,
¢ if needed change the clock source,
* usually (at least in France) you should remove the crc4
See detailed explanations of this file in the /etc/dahdi/system.conf section.

Below is an example for a typical french PRI line span:

# Span 1: TE2/0/1 "T2XXP (PCI) Card 0 Span 1" CCS/HDB3/CRC4 RED
span=1,1,0,ccs,hdb3

# termtype: te

bchan=1-15,17-31

dchan=16

echocanceller=mg2,1-15,17-31
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Asterisk dahdi-channels.conf configuration

Then you have to modify the /etc/asterisk/dahdi-channels. conf file:

¢ remove the unused lines like:

context = default
group = 63

* change the context lines if needed,
¢ the signalling should be one of:
— pri_net
- pri_cpe

Below is an example for a typical french PRI line span:

; Span 1: TE2/0/1 "T2XXP (PCI) Card 0 Span 1" CCS/HDB3/CRC4 RED

group = 0,11 ; belongs to group 0 and 11

context = from-extern ; incoming call to this span will be sent in 'from-extern'
—context

switchtype = euroisdn

signalling = pri_cpe ; use 'pri_cpe' signalling

channel => 1-15,17-31 ; the above configuration applies to channels 1 to 15 and_
—17 to 31

Next step

Now that you have configured your PRI card:
1. you must check if you need to follow one of the Specific configuration sections below,
2. then, if you have another type of card to configure, you can go back to the configure your card section,

3. if you have configured all your card you have to configure the DAHDI interconnections in the web interface.

Specific configuration
Multiple PRI cards and sync cable

If you have several PRI cards in your server you should link them with a synchronization cable to share the exact
same clock.

To do this, you need to:

* use the coding wheel on the Digium cards to give them an order of recognition in DAHDI/Asterisk (see
Digium_telephony_cards_support),

* daisy-chain the cards with a sync cable (see Digium_telephony_cards_support),
¢ load the DAHDI module with the t imingcable=1 option.

Create /etc/modprobe.d/xivo-timingcable. conf file and insert the line:

options DAHDI_MODULE_NAME timingcable=1

Where DAHDI_MODULE_NAME is the DAHDI module name of your card (e.g. wctdxxp for a TE205P).
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Analog card configuration
Limitations

* XiVO does not support hardware echocanceller on the TDM400 card. Users of TDM400 card willing to
setup an echocanceller will have to use a software echocanceller like OSLEC.

Verifications

Verify that one of the {wctdm, wetdm24xxp} module is uncommented in /etc/dahdi/modules depend-
ing on the card you installed in your server.

If it wasn’t, do again the step Load the correct DAHDI modules

Note: Analog cards work with card module. You must add the appropriate card module to your analog card.
Either:

* an FXS module (for analog equipment - phones, ... ),

¢ an FXO module (for analog line)

Generate DAHDI configuration

Issue the command:

dahdi_genconf

Warning: it will erase all existing configurationin /etc/dahdi/system.conf and /etc/asterisk/
dahdi-channels.conf files !

Configure
DAHDI system.conf configuration

First step is to check /etc/dahdi/system. conf file:
* check the span numbering,
See detailed explanations of this file in the /etc/dahdi/system.conf section.

Below is an example for a typical FXS analog line span:

# Span 2: WCTDM/4 "Wildcard TDM400P REV I Board 5"
fxoks=32
echocanceller=mg2, 32

Asterisk dahdi-channels.conf configuration

Then you have to modify the /etc/asterisk/dahdi-channels. conf file:

¢ remove the unused lines like:

context = default
group = 63
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* change the context and callerid lines if needed,
* the signalling should be one of:

— fxo_ks for FXS lines -yes it is the reverse

— fxs_ks for FXO lines - yes it is the reverse

Below is an example for a typical french PRI line span:

; Span 2: WCTDM/4 "Wildcard TDM400P REV I Board 5"
signalling=fxo_ks

callerid="Channel 32" <4032>

mailbox=4032

group=>5

context=default

channel => 32

Next step

Now that you have configured your PRI card:
1. you must check if you need to follow one of the Specific configuration sections below,
2. then, if you have another type of card to configure, you can go back to the configure your card section,

3. if you have configured all your card you have to configure the DAHDI interconnections in the web interface.

Specific configuration
FXS modules

If you use FXS modules you should create the file /etc/modprobe.d/xivo-tdm and insert the line:

options DAHDI_MODULE_NAME fastringer=1 boostringer=1

Where DAHDI_MODULE_NAME is the DAHDI module name of your card (e.g. wctdm for a TDM400P).

FXO modules

If you use FXO modules you should create file /etc/modprobe.d/xivo-tdm:

options DAHDI_MODULE_NAME opermode=FRANCE

Where DAHDI_MODULE_NAME is the DAHDI module name of your card (e.g. wctdm for a TDM400P).

Voice Compression Card configuration
Verifications

Verify that the wct c4xxp module is uncommented in /etc/dahdi/modules.

If it wasn’t, do again the step Load the correct DAHDI modules.
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Configure

To configure the card you have to:

1. Install the card firmware:

’xivoffetchfw install digium-tc400m

2. Comment out the following line in /etc/asterisk/modules.conf:

’noload = codec_dahdi.so

3. Restart asterisk:

service asterisk restart

Next step

Now that you have configured your Voice Compression card:
1. you must check if you need to follow one of the Specific configuration sections below,

2. then, if you have another type of card to configure, you can go back to the configure your card section.

Specific configuration
Select the transcoding mode

The Digium TC400 card can be used to transcode:
¢ 120 G.729a channels,
¢ 92 G.723.1 channels,
* or 92 G.729a/G.723.1 channels.

Depending on the codec you want to transcode, you can modify the mode parameter which can take the following
value:

* mode = mixed : this the default value which activates transcoding for 92 channels in G.729a or G.723.1 (5.3
Kbit and 6.3 Kbit)

* mode = g729 : this option activates transcoding for 120 channels in G.729a
* mode = g723 : this option activates transcoding for 92 channels in G.723.1 (5.3 Kbit et 6.3 Kbit)

1. Create the file /et c/modprobe.d/xivo-transcode.conf:

’touch /etc/modprobe.d/xivo-transcode.conf

2. And insert the following lines:

’options wctcdxxp mode=g729

3. Apply the configuration by restarting the services:

’xivofservice restart

4. Verify that the card is correctly seen by asterisk with the transcoder show CLI command - this com-
mand should show the encoders/decoders registered by the TC400 card:
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*CLI> transcoder show
0/0 encoders/decoders of 120 channels are in use.

Apply configuration

If you didn’t do it already, you have to restart the services to apply the configuration:

xivo-service restart

At the end of this page you will also find some general notes and DAHDI.

Notes on configuration files

/etc/dahdi/system.conf

A span is created for each card port. Below is an example of a standard E1 port:

span=1,1,0,ccs, hdb3

dchan=16

bchan=1-15,17-31
echocanceller=mg2,1-15,17-31

Each span has to be declared with the following information:

span=<spannum>, <timing>, <LBO>, <framing>, <coding>[, crc4]

spannum : corresponds to the span number. It starts to 1 and has to be incremented by 1 at each new span.
This number MUST be unique.

timing : describes the how this span will be considered regarding the synchronization :
— 0: do not use this span as a synchronization source,
— 1 : use this span as the primary synchronization source,
— 2 : use this span as the secondary synchronization source etc.

LBO : 0 (not used)

framing : correct values are ccs or cas. For ISDN lines, ccs is used.

coding : correct values are hdb3 or ami. For example, hdb3 is used for an E1 (PRI) link, whereas ami
is used for TO (french BRI) link.

crcd : this is a framing option for PRI lines. For example it is rarely use in France.

Note that the dahdi_genconf command should usually give you the correct parameters (if you correctly set
the cards jumper). All these information should be checked with your operator.

/etc/asterisk/chan_dahdi.conf

This file contains the general parameters of the DAHDI channel. It is not generated via the dahdi_genconf
command.

/etc/asterisk/dahdi-channels.conf

This file contains the parameters of each channel. It is generated via the dahdi_genconf command.

Below is an example of span definition:
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group=0,11
context=from-extern
switchtype = euroisdn
signalling = pri_cpe

channel => 1-15,17-31

Note that parameters are read from top to bottom in a last match fashion and are applied to the given channels
when it reads a line channel =>.

Here the channels 1 to 15 and 17 to 31 (it is a typical E1) are set:
* in groups 0 and 11 (see DAHDI interconnections)
¢ in context from—extern : all calls received on these channels will be sent in the context from—extern

* and configured with switchtype euroisdn and signalling pri_cpe

Debug

Check IRQ misses

It’s always useful to verify if there isn’t any missed IRQ problem with the cards.

Check:

cat /proc/dahdi/<span number>

If the IRQ misses counter increments, it’s not good:

cat /proc/dahdi/1
Span 1: WCTDM/O "Wildcard TDM800P Board 1" (MASTER)
IRQ misses: 1762187

1 WCIDM/0/0 FXOKS (In use)
2 WCTDM/0/1 FXOKS (In use)
3 WCTIDM/0/2 FXOKS (In use)
4 WCTIDM/0/3 FXOKS (In use)

Digium gives some hints in their Knowledge Base here : http://kb.digium.com/entry/1/63/

PRI Digium cards needs 1000 interruption per seconds. If the system cannot supply them, it increment the IRQ
missed counter.

As indicated in Digium KB you should avoid shared IRQ with other equipments (like HD or NIC interfaces).
XivOo UC

3.1.6 XiVO UC add-on

This page describes how to install XiVO UC on the XiVO PBX server and how to use it. By XiVO UC we mean a
subset of XiVO CC application, namely the Web and Desktop Assistant.

Prerequisites

Important: Your XiVO PBX server MUST meet the following requirements:

¢ OS : Debian 9 (stretch), 64 bits
* 4 GB of RAM
e 4-core CPU
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* 20 GB of free disk space

* you have a XiVO PBX installed in a compatible version (basically the two components XiVO and XiVO UC
have to be in the same version).

* the XiVO PBX is setup (wizard must be passed) with users, queues and agents, you must be able to place
and answer calls.

Warning:

* By default XiVO-UC installation will pre-empt network subnets 172.17.0.0/16 and 172.18.0.0/24. If
these subnets are already used, some manual steps will be needed to be able to install XiVO-UC. These
steps are not described here.

 After installing the XiVO UC the XiVO PBX Administration will be only available at https://XiVO_
PBX_IP/admin

Install process overview

The installation and configuration of XiVO UC is handled by the xivouc-installer script provided with
XiVO. You will be asked few questions during the process:

¢ the XiVO PBX IP address,
 and whether or not you want to restart XiVO PBX by the installer or later

The xivouc-installer script will install packages xivouc and xivouc-nginx-cfg.

Install XiVO UC

On XiVO PBX, run XiVO UC installer script:

xivouc—-installer

If you choose to restart XiVO PBX later, please do so as soon as possible to apply the modifications made by the
installer. Until then, the XiVO UC will not be able to connect correctly to the database.

To restart XiVO services manually, run

xivo-service restart all

After-install steps

After a successful installation, start docker containers using the installed xivocc—dcomp script:

xivocc—dcomp up -d

Note: Please, ensure your server date is correct before starting. If system date differs too much from correct date,
you may get an authentication error preventing download of the docker images.

Upgrade

Packages xivouc-nginx-cfg and xivouc will be upgraded automatically during XiVO PBX upgrade.

The XiVO UC upgrade must then be completed by pulling new docker containers and starting them:
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xivocc-dcomp pull
xivocc—-dcomp up -d

Using XiVO UC

After this installation you have on your XiVO PBX the XiVO UC.

You can now use the *XiVO UC* applications using the XiVO PBX IP address. For example you can access the
Web Assistant at :

* https://XIVO_PBX_IP
The XiVO PBX Admin interface is now available at: https://XIVO_PBX_IP/admin

Monitoring

You can monitor and control XiVO UC components from the XiVO web interface (see Monitoring).

Uninstallation

Uninstallation consists of these steps:
1. purge the xivouc package: apt-get purge xivouc
2. install the default nginx configuration: apt-get install xivo-nginx-cfg

3. remove docker network: docker network rm xivocc_default

Warning: Do not purge the xivouc-installer package! It is required by XiVO.

Upgrading

3.1.7 Upgrade

Upgrading a XiVO PBX is done by executing commands through a terminal on the server.

Note: Downgrade is not supported

Overview

The upgrade consists of the following steps:
* switch the version via xivo-dist utility

* upgrade via the xivo—upgrade utility: it will upgrade the system (Debian packages) and the XiVO PBX
packages

Warning: The following applies to XiVO PBX >= 2016.03. For older version, see Version-specific upgrade
procedures section.
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Preparing the upgrade

There are two cases:
1. Upgrade to another LTS XiVO PBX version,

2. Upgrade to the latest Bugfix release of your current installed LTS version.

Upgrade to another LTS version

To prepare the upgrade you should:

1. Switch the sources to the new XiVO PBX LTS version with xivo—-dist, for example, to switch to Alde-
baran LTS version:

xivo-dist xivo-aldebaran

2. Read carefully the Release Notes starting from your current version to the version you target (read even
more carefully the New features and Behavior changes between LTS)

3. Check the specific instructions and manual steps from your current LTS to your targetted LTS and all
intermediate LTS: see Manual steps for LTS upgrade

4. Check also if you are in a specific setup that requires a specific procedure to be followed (e.g. Upgrading a
cluster).

5. And then upgrade, see Upgrading

Upgrade to latest Bugfix release of an LTS version

After the release of an LTS version (e.g. Polaris) we may backport some bugfixes in this version. We will then
create a subversion (e.g. Polaris .04) shipping these bugfixes. These bugfix version does not contain any behavior
change.

To upgrade to the latest subversion of your current installed version you need to:

1. Read carefully the Release Notes starting from your installed version (e.g. Polaris.00) to the latest bugfix
release (e.g. Polaris.04).

2. Verify that the debian sources list corresponds to your installed LTS or refix it, for example for Polaris:

xivo-dist xivo-polaris

3. And then upgrade, see Upgrading

Upgrading

Note: About xivo-upgrade script usage see xivo-upgrade script

After having prepared your upgrade (see above), you can upgrade:

1. When ready, launch the upgrade process. All XiVO PBX services will be stopped during the process:

’xivofupgrade

2. Verify that the docker services were downloaded:

’xivofdcomp pull

3. Upgrade the docker services:
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xivo-dcomp up -d —-remove-orphans

Post Upgrade

When finished:

 Check that all services are running:

xivo-service status all

e Check that all the docker services are in the correct version. Compare the output of xivo-dcomp
version with the table in Release Notes

* Check that services are correctly working like SIP registration, ISDN link status, internal/incoming/outgoing
calls, XiVO Client connections etc.

Manual steps for LTS upgrade
Upgrade Five to Polaris

In this section are listed the manual steps to do when migrating from Five to Polaris.

Before Upgrade
On XiVO PBX

Follow the Upgrade page.

On XiVO CC

The xivo-solutions-VERSION no longer exists. The xivocc—installer package is now located in xivo-
VERSION distribution. You have to update your source list accordingly.

1. Remove apt source list file:

rm /etc/apt/sources.list.d/xivo-solutions.list

2. Add new source list file:

echo "deb http://mirror.xivo.solutions/debian xivo-polaris main" > /etc/apt/
—sources.list.d/xivo-dist.list

After Upgrade
On XiVO PBX

* Accept new cel.conf: if you are asked by xivo—upgrade installer, you must choose to replace the cel.
conf file or ensure that its content correspond to these defaults.

¢ Finish to remove xivo-ctid-ng and xivo-websocketd:

apt-get purge xivo-websocketd xivo-ctid-ng

* Add writetimeout parameter to the the /etc/asterisk/manager.d/02-xivocc.conf file:
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writetimeout = 10000

* You MUST update:
— Snom phones to use plugin version >=2.2 to be able to use CTI Transfer (UC Assistant or CCAgent),

— Yealink phones to use plugin with v81 firmware to be able to use CTI Transfer (UC Assistant or
CCAgent).

e The WebRTC call limit was raised to 2 (to enable transfers). The simultcalls parameter of a WebRTC user
should be set to 2 also.

On XiVO CC

» Update new fingerboard:

xivocc—-dcomp stop fingerboard
docker rm xivocc_fingerboard_1
xivocc—-dcomp up -d

* SpagoBI:
— Import new reports as described in SpagoBI post install step
— Then, you should also remove old sample reports:
# Go to Reports menu and delete all reports which are located under Racine -> Sample

+ Once all reports are deleted inside these folder you can go to Functionalities Management menu
as shown in following screenshot:

* From here, you can delete empty folders by clicking on it

+ At the end you should have a report folder list, that contains only Rapports and Accueil folder as
seen here (unless you have some specific customer report):

Upgrade Polaris to Aldebaran

In this section are listed the manual steps to do when migrating from Polaris to Aldebaran.

Before Upgrade

e If docker is installed (on XiVO PBX or XiVO CC), its custom start options may cause the upgrade to
fail. Please check that /etc/systemd/system/docker.service.d directory does not exist or it is
empty. Otherwise see documentation on docker web.

On XiVO PBX

* XiVO Aldebaran is only available in 64-bit versions. To migrate XiVO from 1386 to amd64, you must
follow Migrate XiVO from i386 (32 bits) to amd64 (64 bits).
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 Configuration files and dialplan subroutine for ACD outgoing calls for call blending (See Polaris documen-
tation) was integrated to XiVO. The configuration must be manually removed if it exists:

sed -i '/generate_ agent_skills.py/d' /etc/asterisk/queueskills.conf
rm /usr/local/sbin/generate_agent_skills.py
rm /etc/asterisk/extensions_extra.d/xuc_outcall_acd.conf

* If the XiVO was added to XiVO Centralized User Management, the file routage . conf must be updated.
— Download the new routage.conf file

— Replace the old file /etc/asterisk/extensions_extra.d/routage.conf by the new
one

¢ Follow the Upgrade page.

On XiVO CC

Nothing specific, follow the Upgrade page.

After Upgrade
On XiVO PBX

* Outgoing call was removed from redirections.

You MUST check the xivo-upgrade log with the following command:

zgrep MIGRATE_OUTCALL_FWD /var/log/xivo-upgrade.logx

Then you MUST edit each object to reconfigure the changed destination. All Outgoing call redirections can
be replaced by an Extension redirection with the appropriate context. For example an outgoing redirection
towards “my_outcall (@to-extern)” to number “0123456789” can be replaced by an extension redirection
to “0123456789” with context “to-extern”

¢ Callbacks: callback API URL was changed. It is now prefixed with configmgt. If you have any AGI
calling the callbacks API (for example api/1.0/callback_lists) you MUST add the prefix configmgt to it :
configmgt/api/1.0/callback_lists.

* ConfigMgt service was moved to XiVO PBX. Here’s how to migrate the ConfigMgt database:

3.1. XiVO Installation & Upgrade 39


https://documentation.xivo.solutions/en/2017.11/administrator/xivocc/system_configuration.html#acd-outgoing-calls-for-call-blending
https://documentation.xivo.solutions/en/2017.11/administrator/xivocc/system_configuration.html#acd-outgoing-calls-for-call-blending
https://gitlab.com/xivo-utils/icdu-packaging/raw/a53e1fe2411ff5ed85dc54e61d135dc578c2a91f/interface-centralisee/xivo_config/routage.conf/

XiVO Solutions Documentation

On your XiVO CC (where the service pgxivocc is run) authorize user root to login with password via
ssh,

Then on your XiVO CC, stop the services with xivocc—-dcomp stop

Then, on your XiVO PBX, run the migration script and follow the instruction:

’xivofmigratefconfigmgtfdb

Finally, when migration is complete, relaunch the services on XiVO CC:

’xivoccfdcomp up —-d ——remove-orphans

On XiVO CC

» Update new kibana default panels:

xivocc—-dcomp stop kibana_volumes
docker rm -v xivocc_kibana_volumes_1
xivocc—-dcomp up -d

Upgrade Aldebaran to Borealis

In this section is listed the manual steps to do when migrating from Aldebaran to Borealis.

Warning: For XiVO PBX Debian was upgraded to Debian 9 (stretch). Therefore:
* the upgrade to Borealis will take longer than usual
* upgrade from older version than XiVO 15.20 are not supported.

Please read carefully Debian 9 (stetch) upgrade notes page.

Warning: Known Upgrade Limitations: as of Borealis release these are the known limitations for upgrade.
These should be removed during the next bugfix releases of Borealis.

¢ XiVO PBX / UC / CC is not installable or upgradable on XF'S partition created without ftype=1
option. If the partition is XFS, you MUST check if the option is enabled with the xfs_info command.

» Upgrade for XiVO CC to Debian 9 is currently not supported.

Before Upgrade

Note: If you have a XiVO CC or XiVO UC you MUST follow this upgrade order:
1. Stop XiVO CC / UC services,
2. Upgrade XiVO PBX

3. Upgrade XiVO CC / UC: during the upgrade it will again restart the XiVO PBX services (to install the
db_replic container)
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On XiVO PBX

* Debian system will be upgraded to Debian 9 (stretch)

Warning: Please read carefully the Before the upgrade section in the Debian 9 (stretch) upgrade notes.

* UC Add-on: during upgrade, UC database (pgxivocc container) will be removed.

Important: Thus all call history (in UC Assistant) will be lost.

The history will be computed again starting from the last call processed before the upgrade. If you want to
recompute all the calls present in the XiVO PBX database you must follow a manual procedure which is not
described here.

On XiVO CC

e Before launching upgrade, you MUST verify that replication (of tables cel, queue_log,
callback_request and qualification_answers) was completed. You can use these SQL com-
mands to compare asterisk and xivo_stats databases:

select
select
select
select

*

*

*

*

from
from
from
from

cel order by eventtime desc limit 1;

queue_log order by time desc limit 1;

callback request order by reference_number desc limit 1;
qualification_ answers order by time desc limit 1;

After Upgrade

On XiVO PBX

* Debian system will be upgraded to Debian 9 (stretch)

Warning: Please read carefully the After the upgrade section in the Debian 9 (stretch) upgrade notes.

* Recording: recording for queues was entirely modified

— The xivocc-recording package will be automatically installed or upgraded with XiVO if you
don’t have xivo-gateway-recording installed (to record on external server). These two pack-
ages are conflicting because they use the same dialplan subroutine names. If you are using gateway
recording and your XiVO is capable to record internally, you should replace the old package by running
apt—-get install xivocc-recording. Then follow the Recording page. These features are
available only with xivocc-recording:

* the pause recording feature

# and the stop recording upon external transfer feature

Gateway recording was also removed from documentation and it is not available in XiVO repository.

— If you are upgrading from older version than 2017.03.02 with recording installed, you must follow the
XiVOCC Recording upgrade procedure.

— In the

file /etc/asterisk/extensions_extra.d/xivocc-recording.conf the

ipbx_name was reset to its default value. You need to set it back to its previous value.
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— You MUST edit the queues configuration and (1) remove the subroutine used to start the recording,

(2) and replace them by the correct configuration in the queue (see Recording).

* Callbacks: callback API URL was changed. It is now prefixed with configmgt. If you have any AGI
calling the callbacks API (for example api/l.0/callback_lists) you MUST add the prefix configmgt to it :
configmgt/api/1.0/callback_lists.

* HTTPS certificate: it is required to have subjectAltName defined in the HTTPS certificate. If you use
the default HTTPS certificate, you must regenerate it. See Regenerating the default certificate.

* APT keyring lookup hashtable troubleshooting: this error can appear at the end of the upgrade before
starting xivo services:

gpg:
gpg:
gpg:
gpg:
gpg:
gpg:
gpg:
gpg:

lookup_hashtable failed: Unknown system error
trustdb: searching trust record failed: Unknown system error
Error: The trustdb is corrupted.
You may try to re-create the trustdb using the commands:
cd ~/.gnupg
gpg ——export-ownertrust > otrust.tmp
rm trustdb.gpg
gpg ——import-ownertrust < otrust.tmp

If this error appears, follow the printed procedure to recreate the lookup hashtable.

On XiVO CC

Nothing specific, follow the Upgrade page.

Upgrade Borealis to Callisto

In this section is listed the manual steps to do when migrating from Borealis to Callisto.

Warning: Upgrade to Callisto:
* Postgres database will be updated from 9.4 to version 11 during upgrade.
* Asterisk will be updated from 13 to version 16 during upgrade.

¢ TAX trunks are no longer supported

Before Upgrade

On XiVO PBX

 Postgres upgrade:

— Your database MUST be in locale fr_FR.UTF-8 or en_US.UTF-8. Otherwise upgrade won’t be

possible. If your database is not in this locale you must first change it as documented here.

— Old configuration parameters (e.g. in files /etc/postgresqgl/9.4/postgresqgl.conf or

or /etc/postgresgl/9.4/pg_ha.conf) will be saved in during the upgrade in folder
/var/tmp/xivo-migrate-db-94-to-11/postgresgl-94-conf-backup/ (see note
After Upgrade below).

After Upgrade
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On XiVO PBX

¢ Outcall migration to Route:

1. at the end of the upgrade check if there was any error during outcall migration to route:

zgrep '\ [MIGRATE_OUTCALL\].+«WARNING' /var/log/postgresgl/postgresqgl-11-
—main.logx

2. if yes, follow our migration guide.

* Postgresql: postgresql service now runs inside a container. During the upgrade the postgresql configu-
ration WAS NOT migrated (i.e. parameters in file postgresgl.conf or connection authorizations
in file pg_hba.conf). But the old configuration was saved during upgrade in folder /var/tmp/
xivo-migrate-db—-94-to-11/postgresgl-94—-conf-backup/

— postgresqgl.conf: if you have any specific parameters you should add them to the postgresql container
configuration as documented in the Custom database configuration section.

» pg_hba.conf: specific authorization (for XiVO CC ...) MUST be added again to new pg_hba . conf file
(now located in /var/lib/postgresgl/11/main/pg_hba.conf). Follow the instrcutions below
depending on your installation:

— (XiVO CQ) If you have XiVO CC installed, add this entry for xuc connection:

’host asterisk all XIVOCC_IP_ADDRESS/32 md>5

— (XDS) Add entries for every Media Server:

’host asterisk all MDS_IP_ADDRESS/32 md>5

— (High Availability) On slave XiVO, add entry for replication from master:

’host asterisk postgres XIVO_MASTER_VOIP_IP/32 trust

— (XiVO) If you changed the xivo docker network (in factory.env), add this entry:

’ host all all XIVO_DOCKER_NETWORK/NETMASK md5

— Apply the settings by command xivo-dcomp reload-db. It will not restart db container despite
the message “Killing xivo_db_1".

* High availibility: If you have XiVO CC installed, follow the Interconnection with XiVO CC procedure to
install DB Replic on the slave XiVO.

 Asterisk HTTP server configuration security warning:

Warning: Security warning: Asterisk HTTP server (used for WebRTC and xivo-outcall) was recon-
figured to accept websocket connections from outside. See the Asterisk HTTP server documentation and
ensure that the configuration is secure.

* XDS: if you had an XDS installation you MUST remove SIP trunks added for intra-mds routing (that is the
SIP trunks named default, and mdsX - e.g. mds0O, mdsI ...). These trunks are now generated automatically.

On MDS

* dahdi-modules: after upgrade, remove old dahdi-linux-modules, which were replaced by
dahdi-linux-dkms:

apt-get purge '“dahdi-linux-modulesx' -y
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* Run xivo-remove-postgres—94 after dist-upgrade to remove postgres 9.4.

* Postgresql: check /var/log/postgresgl/postgresgl-11-main. log for specific upgrade steps

Specific procedures

Upgrading a cluster

Here are the steps for upgrading a cluster, i.e. two XiVO with High Availability (HA):

1. On the master : deactivate the database replication by commenting the cron in /etc/cron.d/
xivo-ha-master

2. On the slave, deactivate the xivo-check-master-status script cronjob by commenting the line in /etc/
cron.d/xivo-ha-slave

3. On the slave, start the upgrade:

’xivofslave:~$ xivo-upgrade

4. When the slave has finished, start the upgrade on the master:

’xivofmaster:~$ xivo-upgrade

5. When done, launch the database replication manually:

’xivofmaster:~$ xivo-master-slave-db-replication <slave ip>

6. Reactivate the cronjobs (see steps 1 and 2)

Migrate XiVO from 1386 (32 bits) to amdé64 (64 bits)

There is no fully automated method to migrate XiVO from 1386 to amd64.
The procedure is:
1. Upgrade your 1386 machine to XiVO >=15.13
2. Install a XiVO amd 64 using the same version as the upgraded XiVO i386
3. Make a backup of your XiVO 1386 by following the backup procedure
4. Copy the backup tarballs to the XiVO amd 64
5. Restore the backup by following the restore procedure

Before starting the services after restoring the backup on the XiVO amd64, you should ensure that there won’t
be a conflict between the two machines, e.g. two DHCP servers on the same broadcast domain, or both XiVO
fighting over the same SIP trunk register. You can disable the XiVO 1386 by running:

xivo-service stop

But be aware the XiVO 1386 will be enabled again after you reboot it.

Asterisk upgrade procedure
Introduction

There are three distributions available for each release (since release 2017.03).

For XiVO archive repositories

44 Chapter 3. Installation & Upgrade Guide



XiVO Solutions Documentation

deb http://mirror.xivo.solutions/archive/ xivo-VERSION-latest main
deb http://mirror.xivo.solutions/archive/ xivo-VERSION-candidate main
deb http://mirror.xivo.solutions/archive/ xivo-VERSION-oldstable main

Alike for XiVO production repositories

deb http://mirror.xivo.solutions/debian/ xivo-five main
deb http://mirror.xivo.solutions/debian/ xivo-five-candidate main
deb http://mirror.xivo.solutions/debian/ xivo-five-oldstable main

¢ The distribution latest contains the current stable version of XiVO PBX and Asterisk.

* The distribution candidate contains only Asterisk in higher version than the current.

* The distribution oldstable contains only Asterisk in the previous stable version.

Example
Repository Distribution Sec- Content
tion
mir- xivo-2017.03- main latest-built-and-tested-version (e.g.  asterisk-
ror.xivo.solutions/archive | candidate 13.14.0)
mir- xivo-2017.03-latest | main most-stable-known-version (e.g. asterisk-
ror.xivo.solutions/archive 13.13.1)
mir- xivo-2017.03- main old-most-stable-known-version (e.g. asterisk-
ror.xivo.solutions/archive | previous 13.10.0)

Upgrade to asterisk candidate

Before integrating a new version of asterisk in XiVO PBX, we first build it and deliver it in the

x1vo-VERSION-candidate distribution of our repository.

The goal is to make it available for specific cases (e.g. urgent bugfixes) before shipping it as the default version.
This page explains how to upgrade/downgrade to/from this candidate version.

Warning: This is a specific procedure. You should know what you are doing.

Upgrade to candidate version

you are doing.

Warning: This will upgrade your asterisk version and trigger a restart of asterisk. You should know what

1. Edit the xivo sources list file /etc/apt/sources.list.d/xivo-dist.list and add the
x1vo-VERSION-candidate distribution (see last line entry below):

# xivo-2017.03-1latest
deb http://mirror.xivo.solutions/archive/ xivo-VERSION-latest main
# deb-src http://mirror.xivo.solutions/archive/ xivo-VERSION-latest main
deb http://mirror.xivo.solutions/archive/ xivo-VERSION-candidate main

2. Update the packages list:
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apt—-get update

3. Check the proposed versions with apt—cache policy asterisk. For example it will give you the
following result:

# apt—-cache policy asterisk
asterisk:
Installed: 8:13.13.1-1~x1v0o9+13.13.1+420170105.165406.d2f£f9%a5
Candidate: 8:13.13.1-1~xivo9+13.13.1+20170105.165406.d2ff9%a5
Version table:
8:13.14.0-1~x1v09+13.13.1+20170105.165406.d2ff9%a5 0
100 http://mirror.xivo.solutions/archive/ xivo-2017.03-candidate/main_
—~amd64 Packages
xkx 8:13.13.1-1~x1v09+20170321.182632.9ad9%4c7 0
500 http://mirror.xivo.solutions/archive/ xivo-2017.03-latest/main_
—~amd64 Packages

4. Install the new version (install also asterisk-dbg package if applicable):

’apt—get -t xivo-VERSION-candidate install asterisk

5. Restart the services (if you have a XiVO CC, you should restart its services too):

’xivofservice restart

Note: The priority will prevent installing asterisk from xivo-VERSION-candidate whenever running apt-
get upgrade or xivo-upgrade.

Downgrade to oldstable version

Warning: This will downgrade your asterisk version and trigger a restart of asterisk. You should know what
you are doing.

1. Edit the xivo sources list file /etc/apt/sources.list.d/xivo-dist.list and add the
x1vo-VERSION-oldstable distribution (see last line entry below):

# xivo-2017.03-latest

deb http://mirror.xivo.solutions/archive/ xivo-2017.03-latest main

# deb-src http://mirror.xivo.solutions/archive/ xivo-2017.03-latest main
deb http://mirror.xivo.solutions/archive/ xivo-2017.03-oldstable main

2. Update the sources list:

apt—-get update

3. Check the proposed versions with apt—cache policy asterisk. For example it will give you the
following result:

# apt—-cache policy asterisk
asterisk:
Installed: 8:13.13.1-1~xivo9+20170321.130355.9ad9%4c7
Candidate: 8:13.13.1-1~xivo9+20170321.130355.9ad9%4c7
Version table:
xxx 8:13.13.1-1~x1ivo9+20170321.130355.9ad9%4c7 1
100 http://mirror.xivo.solutions/archive/ xivo-2017.03-latest/main amdé64
—Packages
8:13.10.0-1~xivo9+2017.01+master+20170208.085934.3b143b7 0O
1 http://mirror.xivo.solutions/archive/ xivo-2017.03-oldstable/main,_,
—amdb4 Packages

(continues on next page)
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(continued from previous page)

[ J

4. And downgrade the version by giving the version in the oldstable distribution of the repository. With the
example below (do the same with asterisk—-dbg if applicable):

apt-get install asterisk='8:13.10.0-1~xivo9+2017.01l+master+20170208.085934.
—3b143b7"

5. Restart the services (if you have a XiVO CC, you should restart its services too):

xivo-service restart

Return to the current version

Warning: This will return your asterisk version to the current most stable version and trigger a restart of
asterisk. You should know what you are doing.

1. Change the source lists with xivo-VERSION-latest:

xivo-dist xivo-2017.03-latest

2. Check the proposed versions with apt—cache policy asterisk. For example it will give you the
following result:

# apt—-cache policy asterisk
asterisk:
Installed: 8:13.10.0-1~xivo9+2017.02+master+20170301.144142.3b143b7
Candidate: 8:13.13.1-1~xivo9+20170321.182632.9%9ad9%4c7
Version table:
8:13.13.1-1~x1v09+20170321.182632.9ad9%4c7 O
500 http://mirror.xivo.solutions/archive/ xivo-2017.03-latest/main_,
—~amd64 Packages
xx% 8:13.10.0-1~x1ivo9+2017.02+master+20170301.144142.3b143b7 0
100 /var/lib/dpkg/status

3. And install the version. With the example below (do the same with asterisk-dbg if applicable):

’aptfget install asterisk ‘

4. Restart the services (if you have a XiVO CC, you should restart its services too):

’xivofservice restart

XiVOCC Recording upgrade procedure

Note: Since 2017.03.02, xivo-recording and call-recording-filtering packages are deprecated
and are replaced by package xivocc-recording. This page describe the upgrade procedure (for feature
description, see here).

xivo-recordingand call-recording-filtering packages are deprecated and they were uninstalled,
but not purged from your XiVO PBX during the upgrade.

You now have to follow this manual procedure:
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Note: This has to be done on XiVO PBX

1. Configure xivocc—recording package (when ask, take care to enter same IP for Recording server and
same XiVO PBX name as in previous configuration):

xivocc-recording-config

2. Update all the different locations where the old xivo-incall-recording or
xivo—-outcall-recording subroutines were called.

For queues, you must remove the subroutines and activate recording by checkbox, see Enable recording in
the Queue configuration.

For other objects, change them to call the new xivocc—-incall-recording or
xivocc—-outcall-recording subroutines:

1. infile /etc/xivo/asterisk/xivo_globals.conf
2. in Custom dialplan
3. per object

See Enable recording via subroutines for details.

3. If you made specific recording subroutines you should also compare files /etc/
asterisk/extensions_extra.d/xivo-recording.conf and /etc/asterisk/
extensions_extra.d/xivocc-recording.conf and transfer all custom changes to the
new xivocc-recording.conf.

4. If there are some audio files in the failed directory of previous installation you should move them:

mv /var/spool/xivo-recording/failed/*.wav /var/spool/xivocc-recording/failed/

5. When you’re done, test that recording still works. Test that files are recorded, correctly sent to Record-
ing server (see /var/log/xivocc-recording/replication.log), correctly displayed in the
Recording server interface,

6. If it works correctly, you should purge deprecated packages with (take care, it will remove the package
and all associated configuration files):

apt-get purge xivo-recording call-recording-filtering

Debian 9 (stretch) Upgrade Notes

Debian was upgraded to Debian 9 (stretch) in XiVO 2018.14 release.

Warning: Upgrade from versions XiVO 15.19 or earlier are not supported. You MUST first upgrade to at
least XiVO 15.20 or, more recommended, to XiVO Five before upgrading to XiVO Borealis.

Warning: Docker storage driver changed from aufs to overlay2. To not suffer data loss you must follow
a manual procedure which is not documented yet. Therefore:

¢ XiVO PBX / UC / CC is not installable or upgradable on XFS partition created without ftype=1
option. If the partition is XFS, you MUST check if the option is enabled with the xfs_ info command.

¢ Upgrade for XiVO CC to Debian 9 is currently not supported.
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Before the upgrade

* It is not possible to upgrade from XiVO 15.19 or earlier. You first need to upgrade to XiVO Five.

* Make sure you have sufficient space for the upgrade. You should have more than 2GiB available in the
filesystem that holds the /var and / directories.

* Note that the upgrade will take longer than usual because of all the system upgrade.
* You MUST deactivate all non-xivo apt sources list:

— in directory /etc/apt/sources.list.d/ you should only have the files xivo-dist.list and (from
Aldebaran) docker.list.

— you MUST suffix all other files with .save to deactivate them.

* You MUST check the Debian sources list are correct: the file /etc/apt/sources.11ist must contain
the following and only the following:

deb http://ftp.fr.debian.org/debian/ Jjessie main
deb-src http://ftp.fr.debian.org/debian/ jessie main

deb http://security.debian.org/ jessie/updates main
deb-src http://security.debian.org/ jessie/updates main

# jessie-updates, previously known as 'volatile'
deb http://ftp.fr.debian.org/debian/ jessie-updates main
deb-src http://ftp.fr.debian.org/debian/ jessie-updates main

* You may want to clean your system before upgrading:

— Remove package that were automatically installed and are not needed anymore:

’aptfget autoremove —-purge ‘

— Purge removed packages. You can see the list of packages in this state by running dpkg -1 | awk
'/~rc/ { print $2 }' and purge all of them with:

’aptfget purge $(dpkg -1 | awk '/“rc/ { print $2 }") ‘

— Remove .dpkg-old, .dpkg-dist and .dpkg-new files from previous upgrade. You can see a
list of these files by running:

’find /etc —name 'x.dpkg-old' -o -name 'x.dpkg-dist' -o -name '«.dpkg-new' ‘

After the upgrade

 After having check your network configuration and the grub configuration, you MUST reboot your system.
It is necessary for the upgrade to the Linux kernel to be effective.

* Check that customization to your configuration files is still effective.

During the upgrade, new version of configuration files are going to be installed, and these might over-
ride your local customization. For example, the vim package provides a new /etc/vim/vimrc file. If
you have customized this file, after the upgrade you’ll have both a /etc/vim/vimrc and /etc/vim/
vimrc.dpkg-old file, the former containing the new version of the file shipped by the vim package
while the later is your customized version. You should merge back your customization into the new file,
then delete the . dpkg-o1d file.

You can see a list of affected files by running find /etc -name '«*.dpkg-old'.Ifsome files shows
up that you didn’t modify by yourself, you can ignore them.

* Purge removed packages. You can see the list of packages in this state by running dpkg -1 | awk
'/~rc/ { print $2 }' and purge all of them with:
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apt—-get purge $(dpkg -1 | awk '/“rc/ { print $2 }'")

Changes

Here’s a non-exhaustive list of changes that comes with XiVO on Debian 9:

» Network utility: the tools from the net -t ools package are no longer part of new installations by default.
They are replaced by the iproute?2 toolset. For a complete summary of the net-tools commands with
their iproute2 equivalent see the Official Debian 9 Release notes related chapter. Here are 4 examples:

Instead of arp, use ip n (short for ip neighbor)

Instead of ifconfig, use ip a (short for ip addr)

Instead of netstat, use ss

Instead of route, use ip r (shortfor ip route)

* Docker recommended storage driver is overlay?2 and the usage of aufs storage driver was deprecated in
Debian 9 (stretch). Thus we recommend to use overlay?2 as storage driver and our upgrade procedure will
try to stick to this choice if possible. (Note that, via a manual procedure and installation of extra packages,
it is still possible to use aufs storage driver but we do not recommend it).

External Links

Official Debian 9 Release Notes

Outcall to Route Upgrade Guide

This page gives some indication to migrate the Outgoing Calls configuration to the new Routes introduced in LTS
Callisto.

Deal with the warning in migration script

Could not find an internal context matching the outgoing context
Outcall WAS NOT MIGRATED TO ROUTE because it is deactivated ib db
Deal with your configuration

Version-specific upgrade procedures

Note: If your XiVO PBX is below 2016.03 you have first to Switch to xivo.solutions mirrors.

Switch to xivo.solutions

Note: If you are in XiVO PBX below 2016.03 you should first switch to xivo.solutions mirrors.

In order to do that follow the following procedure:

1. Download the switch-to-xivo-solutions script:
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wget http://mirror.xivo.solutions/debian/tools/migration-tools/switch-to-xivo-
—~solutions.sh
chmod +x ./switch-to-xivo-solutions.sh

2. Execute the script:

./switch-to-xivo-solutions.sh

Your XiVO has been switched to xivo.solutions successfully.
Votre XiVO a été basculé vers xivo.solutions avec succes.

3. Update the sources list:

apt—-get update

Other Version Specific Procedures

Several version specific procedure are listed here.

Upgrading from XiVO 14.11 and before

When upgrading from XiVO 14.11 or earlier, you must do the following, before the normal upgrade:

sed -1 's/xivo\.fr/xivo.solutions/g' /etc/apt/sources.list.d/x.list

Upgrading from XiVO 14.01, 14.02, 14.03, 14.04 installed from the ISO

In those versions, xivo-upgrade keeps XiVO on the same version. You must do the following, before the normal
upgrade:

echo "deb http://mirror.xivo.solutions/debian/ xivo-five main" > /etc/apt/sources.
—list.d/xivo-upgrade.list \

&& apt-get update \

&& apt—-get install xivo-fai \

&& rm /etc/apt/sources.list.d/xivo-upgrade.list \

&& apt—get update

Upgrading from XiVO 13.24 and before

When upgrading from XiVO 13.24 or earlier, you must do the following, before the normal upgrade:

1. Ensure that the file /etc/apt/sources.list is not configured on archive.debian.org. In-
stead, it must be configured with a non-archive mirror, but still on the squeeze distribution, even if it is
not present on this mirror. For example:

deb http://ftp.us.debian.org/debian squeeze main

2. Add archive.debian.org in another file:

cat > /etc/apt/sources.list.d/squeeze-archive.list <<EOF
deb http://archive.debian.org/debian/ squeeze main
EOF

And after the upgrade:
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rm /etc/apt/sources.list.d/squeeze-archive.list

Upgrading from XiVO 13.03 and before

When upgrading from XiVO 13.03 or earlier, you must do the following, before the normal upgrade:

wget http://mirror.xivo.solutions/xivo_current.key -0 — | apt-key add -

Upgrading from XiVO 12.13 and before

When upgrading from XiVO 12.13 or earlier, you must do the following, before the normal upgrade:

apt—get update
apt-get install debian-archive-keyring

Upgrading from XiVO 1.2.1 and before

Upgrading from 1.2.0 or 1.2.1 requires a special procedure before executing xivo-upgrade:

apt—get update
apt—-get install xivo-upgrade
/usr/bin/xivo-upgrade

Upgrading to/from an archive version
Upgrade involving archive version of XiVO
Introduction

What is an archive version?

An archive version refers to a XiVO installation whose version is frozen: you can’t upgrade it until you manually
change the upgrade server.

What is the point?

Using archive versions enable you to upgrade your XiVO to a specific version, in case you don’t want to upgrade
to the latest (which is not recommended, but sometimes necessary). You will then be able to upgrade your newer
archive version to the latest version or to an even newer archive version.

Prerequisites

Warning: These procedures are complementary to the upgrade procedure listed in Version-specific upgrade
procedures. You must follow the version-specific procedure before running the following procedures.

Archive package names

Archive packages are named as follow:
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XiVO version | Archive package name
1.2to 1.2.12 pf-fai-xivo-1.2-skaro-1.2.1
12.14 to 13.24 | xivo-fai-skaro-13.04
13.25 to 14.17 | xivo-fai-14.06

14.18+ packages removed

Upgrade from an archive to the latest version

Archive version < 13.25:

apt—-get update

apt—-get install {xivo-fai,xivo-fai-skaro}/squeeze-xivo-skaro-$(cat /usr/share/pf-
—x1vo/XIVO-VERSION)

sed —-i 's/xivo\.fr/xivo.solutions/g' /etc/apt/sources.list.d/*.list

xivo-upgrade

Archive version >= 13.25 and < 14.18:

apt—-get update

apt-get install xivo-fai

sed -1 's/xivo\.fr/xivo.solutions/g' /etc/apt/sources.list.d/x.list
xivo-upgrade

Archive version >= 14.18:

xivo-dist xivo-five
xivo-upgrade

As a result, xivo-upgrade will upgrade XiVO to the latest stable version.

Upgrade from an older non-archive version to a newer archive version

Non-archive version means any “normal” way of installing XiVO (ISO install, script install over pre-installed
Debian, xivo-upgrade).

Downgrades are not supported: you can only upgrade to a greater version.

We only support upgrades to archive versions >= 13.25, e.g. you can upgrade a 12.16 to 14.16, but not 12.16 to
13.16

Current version before 14.18 (here 13.25)

apt—-get install xivo-fai-13.25
sed -1 's/xivo\.fr/xivo.solutions/g' /etc/apt/sources.list.d/*.list

You are now considered in an archived version, see the section Upgrade from an older archive version to a newer
archive version below.

Current version after 14.18

xivo-dist xivo-15.12

apt—-get update

apt-get install xivo-upgrade/xivo-15.12
xivo-upgrade
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Upgrade from an older archive version to a newer archive version
Downgrades are not supported: you can only upgrade to a greater version.

We only support upgrades to archive versions >= 13.25, e.g. you can upgrade a 12.16 to 14.16, but not 12.16 to
13.16

1.2-13.24 to 13.25 - 14.17 (here 1.2.3 to 14.16)

cat > /etc/apt/sources.list.d/squeeze-archive.list <<EOF
deb http://archive.debian.org/debian/ squeeze main
EOF

apt—get update

apt-get install {xivo-fai,xivo-fai-skaro}/squeeze-xivo-skaro-1.2.3
sed -i 's/xivo\.fr/xivo.solutions/g' /etc/apt/sources.list.d/*.list
apt—get update

apt—-get install xivo-fai-14.16

sed -i 's/xivo\.fr/xivo.solutions/g' /etc/apt/sources.list.d/*.list
apt—-get update

apt-get install xivo-upgrade/xivo-14.16

cat > /etc/apt/preferences.d/50-xivo-14.16.pref <<EOF
Package: =

Pin: release a=xivo-five

Pin-Priority: -10

Package: =

Pin: release a=xivo-14.16
Pin-Priority: 700

EOF

xivo-upgrade

rm /etc/apt/preferences.d/50-xivo-14.16.pref

rm /etc/apt/sources.list.d/squeeze-archive.list
apt—-get update

13.25 - 14.16 to 13.25 - 14.17 (here 13.25 to 14.16)

apt—get update

apt—-get install xivo-fai

apt—-get purge xivo-fai-13.25

sed -1 's/xivo\.fr/xivo.solutions/g' /etc/apt/sources.list.d/*.list
apt—-get update

apt—-get install xivo-fai-14.16

sed -1 's/xivo\.fr/xivo.solutions/g' /etc/apt/sources.list.d/*.list
apt—-get update

apt-get install xivo-upgrade/xivo-14.16

cat > /etc/apt/preferences.d/50-xivo-five.pref <<EOF
Package: =

Pin: release a=xivo-five

Pin-Priority: -10

EOF

xivo-upgrade
rm /etc/apt/preferences.d/50-xivo-five.pref
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13.25 - 14.17 to 14.18+ (here 14.05 to 15.11)

apt—-get update

apt-get install xivo-fai

sed -i 's/xivo\.fr/xivo.solutions/g' /etc/apt/sources.list.d/*.list
apt—-get update

apt—-get install xivo-dist

xivo-dist xivo-15.11
apt—-get purge 'xivo-faix'

apt—-get update

apt—-get install xivo-upgrade/xivo-15.11
xivo-upgrade

14.18+ to 14.19+ (here 14.18 t0 15.12)

xivo-dist xivo-15.12

apt—get update

apt-get install xivo-upgrade/xivo-15.12
xivo-upgrade

Upgrade Notes

See Release Notes for version specific informations.

3.2 XiVOcc Installation & Upgrade

The XiVO-CC software suite is made of several independent components. Depending on your system size, they
can be installed on separate virtual or physical machines. In this section, we will explain how to install these
components on a single machine.

Important: Before installing XiVO CC, study carefully the Architecture & Flows diagram.

3.2.1 Installation

This page describes how to install the XiVO CC.
It describes the installation with the debian package of the whole XiVO CC.

Note: As a reference, the manual installation page is here Manual configuration and installation.

Warning:
¢ the wizard MUST be passed on the XiVO PBX

* XiVO PBX will be reconfigured during the installation and must be restarted. You may accept the
automatic restart during the installation or you need to restart it manually later before starting the docker
containers.

¢ If you configure HA on XiVO, you have to re-configure postgres to accept connection of XiVO CC - see
PostgreSQL configuration section
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* By default XiVO CC installation will pre-empt network subnet 172.17.0.0/16 If this subnet is already
used, some manual steps will be needed to be able to install XiVO CC. These steps are not described
here.

Overview

The following components will be installed :
* XuC : outsourced CTI server providing telephony events, statistics and commands through a WebSocket
e XuC Management : supervision web pages based on the XuC
» Pack Reporting : statistic summaries stored in a PostgreSQL database
» Totem Support : near-real time statistics based on ElasticSearch
* SpagoBI : BI suite with default statistic reports based on the Pack Reporting
* Recording Server : web server allowing to search recorded conversations

* Xuc Rights Management : permission provider used by XuC and Recording Server to manage the user
rights

Prerequisites

We will assume your XiVO CC server meets the following requirements:
¢ OS : Debian 9 (stretch), 64 bits.

* you have a XiVO PBX installed in a compatible version (basically the two components XiVO and XiVO CC
have to be in the same version).

* the XiVO PBX is reachable on the network (ping and ssh between XiVO CC and XiVO PBX must be possi-
ble).

* the XiVO PBX is setup (wizard must be passed) with users, queues and agents, you must be able to place
and answer calls.

For the rest of this page, we will make the following assumptions :
* the XiVO PBX has the IP 192.168.0.1

* some data (incoming calls, internal calls etc.) might be available on XiVO (otherwise, you will not see
anything in the check-list below).

e the XiVO CC server has the IP 192.168.0.2
Architecture & Flows

This diagram is very important and shows the architecture between the different components inside XiVO CC and
also interactions with XiVO PBX components.

XiVO PBX Restrictions and Limitations

XiVO PBX enables a wide range of configuration, XiVO-CC is tested and validated with a number of restriction
concerning configurations of XiVO PBX:
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General Configuration

* Do not activate Contexts Separation in xivo-ctid Configuration

* Users deactivation is not supported

Queue Configuration

* Queue ringing strategy should not be Ring All
» Do not use pause on one queue or a subset of queues status, only pause or ready on all queues

* Do not activate Call a member already on (Asterisk ringinuse) on xivo queue advanced configuration

User And Agent Configuration

* All users and queues have to be in the same context
* Agent and Supervisors profiles should use the same Presence Group
* Agents and Phones should be in the same context for mobile agents

* Agents must not have a password in XiVO agent configuration page

* All users must have the supervision on the XiVO (IPBX-Users-Edit-Services-Enable supervision checked)

* When and agent is disassociated from its user, xuc server has to be restarted.

* We strongly advise to not delete any user or agent to keep reporting available for them. Even so when
agent is deleted, xuc server has to be restarted,

an
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Install from repository

The installation and configuration of XiVO CC (with its XiVO PBX part) is handled by the xivocc-installer package
which is available in the repository.

Install process overview

Note: If your server needs a proxy to access Internet, configure the proxy for apt, wget and curl as docu-
mented in Proxy Configuration.

The install process consists of two parts:

1. The first part is to manually run the xivocc_install. sh script to install the dependencies (ntp, docker,
docker-compose. .. ) and which will trigger the XiVO CC installation.

2. The second part is to install the extra package for the recording.
The installation is automatic and you will be asked few questions during the process:
» Before copying the authentication keys, you will be prompted for the XiVO PBX root password.
* Enter IP addresses of XiVO PBX and XiVO CC.

* XiVO PBX must restart, the question will prompt you to restart during the process or to restart later.

Launch install script

Note: To be run on the XiVO CC server

Once you have your Debian stretch properly installed, download the XiVO CC installation script and make it
executable:

wget http://mirror.xivo.solutions/xivocc_install.sh
chmod +x xivocc_install.sh

Running the script will install the XiVO CC components via the xivocc-installer package. It is required to
restart XiVO PBX during or after the setup process. The installer will ask whether you wish to restart XiVO PBX
later.

Warning:
* Wizard MUST be passed on the XiVO PBX.

* XiVO PBX services will need to be restarted. The installer will ask whether you wish to restart XiVO
PBX during or after the setup process.

Also, check that you have following information:
* XiVO PBX root password;
* OpenSSH PermitRootLogin setto yes (you could revert to no after installation of XivoCC);
e XiVO PBX’s IP address;
* XiVO CC DNS name or IP address (the one visible by XiVO PBX);
* Number of weeks to keep statistics;

¢ Number of weeks to keep recordings (beware of disk space);
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The number of weeks to keep statistics must be higher than the number of weeks to keep recordings. Recording
purging is based on the statistic data, so the statistic data must not be removed before purging recordings.

Launch installation:

./xivocc_install.sh —-a 2019.05-latest

After-install steps

Configure ntp server
The XiVO CC server and the XiVO PBX server must be synchronized to the same NTP source.

Recomended configuration : you should configure the NTP server of the XiVO CC server towards the XiVO PBX.
In our example it means to add the following line in the file /etc/ntp.conf:

server 192.168.0.1 iburst

Launch the services

Note: Please, ensure your server date is correct before starting. If system date differs too much from correct date,
you may get an authentication error preventing download of the docker images.

After a successful installation, start docker containers using the installed xivocc—dcomp script:

’xivoccfdcomp up -d

To restart XiVO services, on XiVO PBX server run

’xivofservice restart all

Reinstallation

To reinstall the package, it is required to run apt—-get purge xivocc-installer then apt-get
install xivocc-installer. This will re-run the configuration of the package, download the docker com-
pose template and setup XiVO PBX.

Purging the package will also remove the xuc and stats users from the XiVO PBX database.

Known Issues

To avoid uninstallation problems:
¢ please use the following command to uninstall apt —-get purge xivocc—installer

« if the process is aborted, it will break the installation. Then run apt-get purge and apt-get
install again

Checking Installed Version

Version of the running docker containers can be displayed by typing (see Show containers and images versions
for other commands):

xivocc-dcomp version

Component version can also be found in the log files and on the web pages for web components.
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Using XivoCC

The various applications are available on the following addresses:

XiVO

®
@
o

* Xuc-related applications: http://192.168.0.2:8070/

* SpagoBI: http://192.168.0.2:9500/

* Config Management: http://<XiVO IP Address>:9100/configmgt/
* Recording server: http://192.168.0.2:9400/

 Kibana: http://192.168.0.2/

Post Installation
User Configuration

You should configure users and their rights in the Configuration manager http://<XiVO IP Ad-
dress>:9100/configmgt/ (default user avencall/superpass).

Warning: If you change the cti login username in xivo configuration, user has to be recreated with apropriate
rights in configuration manager.

SpagoBI

To configure SpagoBI, go to http://192.168.0.2:9500/SpagoBI (by default login: biadmin, password: biadmin).

Update default language

1. Go to “ Resources” > “Configuration management”
2. In the “Select Category” field, chose “LANGUAGE_SUPPORTED”

3. change value of the label “SPAGOBIL.LANGUAGE_SUPPORTED.LANGUAGE.default” in your language
: fr,FR, en,US, ...
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Upload Sample Reports

1. Download the sample reports from https://gitlab.com/xivocc/sample_reports/-/raw/master/spagobi/
samples_from_borealis_v23.zip

2. Import zip file in SpagoBI:
1. Goto “Repository Management” -> “Import/Export”

2. Click on “Browse/Choose your file” and choose the previous
samples_from_borealis_vxx.zip downloaded file

3. Click on “Import” icon

4. Click next with default options until you are asked to override metadata, set Yes as shown in
screen below

Meta-data conflicts

Overwrite the existing meta-data with the exported one?: | Yes ¥

#

S

%
A4
—

~ files
files
files

-

maintenant
maintenant

You can now browse the sample reports in Document->Rapports->Exemples.
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Use the database status report to check if replication and reporting generation is working :

Totem Panels

Data replication can take some time if there are a lot of data in xivo cel and queue log tables. You may check
xivo-db-replication log files (/var/log/xivocc/xivo-db-replication.log).
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Etat de la base de données

Dernier CEL Dernier Queue log

24143704 2016-06-28 14:29:39.850582 !243356 2016-06-28 14:29:15.513830

Queue specific Queue periodic

6/28/16 2:00 PM null 6/28/16 2:00 PM Fnr 1

Agent periodic Agent specific Agent gqueue specific

6/28/16 2:00 PM FSE 00:14:59 6/28/16 2:00 PM FZ‘} null 6/28/16 2:00 PM 525 }
Call data Call on queue

6/28/16 2:29 PM |489 496 answer 1467116971.417999 6/28/16 2:29 PM 257 answered

6/28/16 2:29 PM 397 391 answer 1467116957.417997 6/28/16 2:28 PM 1406 answered

Configuration object

369 (] 11 707

Preconfigured panels are available on http://@IP/kibana/#/dashboard/file/queues.json et http://@IP/kibana/#/
dashboard/file/agents.json to be able to save this panels in elasticsearch database you have to sign on on request
user admin/Kibana

Post Installation Check List

 All components are running : xivocc-dcomp ps
¢ Xuc internal database is synchronized with xivo check status page with http://xivoccserver:8090/

e CCManager is running, log a user and check if you can see and manage queues : http://xivoccserver:
8070/ccmanager

* Check database replication status using spagobi system report http://xivoccserver:9500/SpagoBI
» Check elasticsearch database status (totem panels) http://xivoccserver:9200/queuelogs/_status
* Check that you can listen to recordings http://xivoccserver:9400/

 Check totem panels http://192.168.85.102/kibana

Warning: Make sure to have few calls made in your XiVO, despite you will not see anything in totem or
spagobi.

Recording

This feature needs additional configuration steps on XiVO PBX, sce:
1. Recording,
2. and (optionally) Recording filtering configuration.
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3.2.2 Components Configuration

Important: When reading this section, keep in mind the Architecture & Flows diagram.

Overview

This section describes files installed by xivocc-installer. Some of these files may be modified for these reasons:
* Editing basic XiVO CC configuration
* Components customization
* Multi-server installation

XiVO CC system configuration is stored in the /etc/docker/compose directory. All files are configured by
the xivocc-installer and don’t need to be edited. The directory contains these files:

e docker-xivocc.yml, called compose file, defines XiVO CC components and their configuration. It
uses variables defined in the . env file.

* .env file assigns values to variables used in the compose file. But this file is being generated by xivocc-
dcomp script and MUST NOT be edited directly.

e factory.env file stores XiVO CC version number and distribution and should not be edited.
* custom.env file may be used for component customization and multi-server installation.

Compose File

docker-xivocc.yml
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Sections

¢ The main headers in the compose file (without indent) are container names.

* image - links to container image url on https://hub.docker.com/t/ page.

* ports - exposes container internal ports to host in format HOST: CONTAINER.
e volumes_ from - mounts all of the volumes from another container

* environment - adds environment variables into container system

e extra_hosts - adds host address to /etc/hosts

e links - adds another container’s host address to /etc/hosts

See detailed documentation on docker web.

Variables

Compose file contains more kinds of variables:

* Variable in the environment section without assignment is replaced by the same variable from
file. If it’s not defined or assigned in the . env file, it doesn’t appear in the container system.

* Variable in the environment section with assigned value overrides value defined in the . env file.

* Variable defined in the 1inks section can be assigned to variable in the environment section.

* Variable inside ${ } block is replaced by value defined in . env file and can be used anywhere.

.env

e JAVA_OPTS - allocates Java memory and sets other Java options. If you want to use different values for
containers, they must be assigned inside compose file. Or you can define new variable for this purpose -

e.g.: JAVA_OPTS=${JAVA_OPTS_XUC} and set the value in the custom.env file.

Factory env file

factory.env

This file should not be edited. XiVO CC version matches version of xivocc-installer and the other distributions
are only for testing purposes.

e XIVOCC_TAG - XiVO CC version number

e XIVOCC_DIST - XiVO CC distribution

Custom env file

custom.env

Editing basic XiVO CC configuration

In this file you can edit main configuration of XiVO CC originally set by the xivocc-installer:

¢ XIVO_HOST
¢ XUC_HOST
¢ CONFIG_MGT_HOST

* WEEKS_TO_KEEP

RECORDING_WEEKS_TO_KEEP
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Components customization

You can also change value of any option defined in the compose file. For example:
¢ SHOW_RECORDING_CONTROLS
e SHOW_QUEUE_CONTROLS

The option value must not be assigned inside the compose file, otherwise it will not apply.

Multi-server installation

Some XiVO CC components can run a separate server, but the installation procedure is not documented. For this
purpose these variables can be set:

e ELASTICSEARCH
¢ REPORTING_HOST

¢ RECORDING_SERVER_HOST

3.2.3 Phone Integration

XUC based web applications like agent interface or UC Assistant integrates buttons for phone control. This section
details necessary configuration, supported phones and limitations.

Note: The VoIP VLAN network have to be accessible by the xivocc xuc server

Required configuration

The following steps are not required if you updated the Provisioning plugins.

Polycom phones

Warning: This is required only for plugins:
* xivo-polycom-4.0.9 version below v1.9

* xivo-polycom-5.4.3 version below v1.8

To enable phone control buttons on web interfaces you must update the basic template of Polycom phones:
* go to the plugin directory: /var/lib/xivo-provd/plugins/xivo-polycom-VERSION
* copy the default template from templates/base.tpl to var/templates/

* then you must update app.push parameters in the else section (do not replace switchboard settings) as
follows:

apps.push.messageType="5"
apps.push.username="guest"
apps.push.password="guest"

Snom phones

For transfer to work on Polaris version you must have plugins with version v2.2 or above.
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Yealink phones

Warning: This is required only for plugins xivo-yealink-v80 below v1.31

To enable phone control buttons on web interfaces you must update the basic template of Yealink phones:
* go to the plugin directory: /var/lib/xivo-provd/plugins/xivo-yealink-VERSION
* copy the default template from templates/base.tpl to var/templates/

* enable sip notify even for non switchboard profiles (do not replace switchboard settings)

o

{$ if XX_options|['switchboard'] -%}
push_xml.sip_notify =1

call waiting.enable = 0

{% else —-%}

push_xml.sip_notify =1

1

call_waiting.enable
{% endif %}

Update Device Configuration

e to update device configuration you must run xivo-provd-cli -c 'devices.
using_plugin ("xivo—-polycom-VERSION") .reconfigure() '

e and finally you must resynchronize the device: xivo-provd-cli —-c 'devices.
using_plugin("xivo-polycom—VERSION") .synchronize() "'

» refer to provisioning documentation for more details

« if the phone synchronization fails check if the phone uses the version of the plugin you have updated, you
can use xivo—provd—-cli -c 'devices.find()'

Known limitations

Phone integration with Agent and Web / Desktop application has these limitations:

Transfer

* If the second call was initiated from Agent / Assistant and the called user rejected the call, the first call will
stay hold until it is manually resumed

* If the second call was initiated from the phone, the transfer must be also completed from the phone. It can’t
be completed from Agent / Assistant.

* You cannot complete a transfer initiated from the Agent / Assistant by hanging up.

Conference with Yealink / Polycom

» Conference can’t be created from Agent or Web / Desktop Assistant

3.2.4 XiVOcc Installation Troubleshooting

In order for the XiVOcc components to be fully functional, some customizations need to be done on the XiVOcc
and the XiVO PBX.
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This page can help to check that all the correct customization have been done by the installation package.

For the rest of this page we well make the following assumptions: - XiVO PBX has the IP 192.168.0.1 - XiVO
CC has the IP 192.168.0.2

Important: Refer to the Architecture & Flows diagram.

Check XiVOcc Configuration

Check the prerequisites

¢ the OS must be Debian 9 (stretch), 64 bit,
¢ Docker must be installed,
* Docker-compose must be installed,

¢ the XiVO PBX must be reachable on the network.

Check ntp installation

The XiVO CC server and the XiVO server must be synchronized to the same source NTP source.

Check Logrotate configuration

A file /etc/logrotate.hourly/docker—-container must be present which should log rotate files /
var/lib/docker/containers/*/*.log

You can testit with logrotate —-fv /etc/logrotate.hourly/docker—container. Youshould get
some output and a new log file with suffix [CONTAINER ID]-json.log.1 should be created. This file is compressed
in next rotation cycle.

Check Docker compose

* No alias for docker-compose should be defined. The following command should return “OK”’:

alias |grep -E 'docker-compose|dcomp' || echo "OK"

* The version of the docker images in the file /etc/docker/compose/docker—-xivocc.yml must
be in the form ${XIVOCC_TAG}.${XIVOCC_DIST} and these variables must be set in the /etc/
docker/compose/factory.env file:

xivo_stats:
image: xivoxc/xivo-full-stats:${XIVOCC_TAG}.${XIVOCC_DIST}

xuc:
image: xivoxc/xuc:${XIVOCC_TAG}.${XIVOCC_DIST}

Check the services

The list of the services launched should look like :
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# xivocc—dcomp ps

Name Command State o
. Ports
xivocc_elasticsearch_1 /docker—entrypoint.sh elas ... Up 0.0.0.0:9200-
—>9200/tcp, 0.0.0.0:9300->9300/tcp
xivocc_fingerboard_1 /bin/sh -c /usr/bin/tail - ... Up
xivocc_kibana_volumes_1 /bin/sh —-c¢ /usr/bin/tail - ... Up
xivocc_nginx_1 nginx —g daemon off; Up 443/tcp, 0.0.
—0.0:80->80/tcp
xivocc_pack_reporting_1 /bin/sh -c echo Ce Up
xivocc_pgxivocc_1 /docker—-entrypoint.sh postgres Up 0.0.0.0:5443~-
—>5432/tcp
xivocc_postgresvols_1 /bin/bash Exit O
xivocc_recording_server_1 bin/recording-server-docker Up 0.0.0.0:9400-
—>9000/tcp
xivocc_reporting_rsync_1 /usr/local/sbin/run-rsync.sh Up 0.0.0.0:873->
—873/tcp
xivocc_spagobi_1 /bin/sh -c¢ /root/start.sh Up 0.0.0.0:9500-
—~>8080/tcp
xivocc_timezone_ 1 /bin/bash Exit O
xivocc_xivo_replic_1 /usr/local/bin/start.sh /o ... Up
xivocc_xivo_stats_1 /usr/local/bin/start.sh /o ... Up
xivocc_xivocclogs_1 /bin/bash Exit O
xivocec_xuc_1 bin/xuc_docker Up 0.0.0.0:8090-
—>9000/tcp
xivocc_xucmgt_1 bin/xucmgt_docker Up 0.0.0.0:8070—-
—>9000/tcp

Check the XiVO PBX

Check PostgreSQL configuration

¢ Connection from the XiVO CC for user asterisk must be authorized. See file /var/lib/postgresql/
11/main/pg_hba.conf which must contain a line:

host asterisk all 192.168.0.2/32 md5

* A user stats must exists. Use command \dg in psql.

Check AMI configuration

* A xuc user must be configured in the file /etc/asterisk/manager.d/02-xivocc.conf

¢ The command:

asterisk -rx "manager show user xuc"

must show the user.

CEL Configuration

The correct events must be activated in the file /etc/asterisk/cel.conf:
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[general]

enable = yes

apps = dial,park, queue

events = APP_START, CHAN_START, CHAN_END, ANSWER, HANGUP, BRIDGE_ENTER, BRIDGE_EXIT, USER_
—DEFINED, LINKEDID_END, HOLD, UNHOLD, BLINDTRANSFER, ATTENDEDTRANSFER

[manager]
enabled = yes

Check CTI configuration

In Services — IPBX — Users a user the must be created with the following parameters:
¢ CTI login : xuc
* CTI password : 0000

* Profile supervisor

Check WS configuration

In Configuration — Web Services Access a user must be created with the following parameters :
* Login : xivows
e Password : xivows

e Host: 192.168.0.2

Check ACD configuration

In Services — Ipbx — Advanced configuration make sure Multiqueues call stats sharing is
checked.

Check the phone integration

Verify that the phone configuration where customized as detailed in Required configuration for phone integration.

Check the recording

The package xivocc-recording must be installed on XiVO PBX (see Recording) and configured (see
Recording).

For specific installations

3.2.5 Manual configuration and installation

This section describes the manual installation of the XiVO CC components. In most cases you SHOULD NOT
follow this page, and install the XiVO CC components via the xivocc-installer package (see Installation).

Important: You SHOULD NOT follow this page to install XiVO CC. We leave this page here :

* to document how to install only a subset of the XiVO CC components (since it is not currently possible via
the xivocc-installer package).

* to help with reconfiguring XiVO for XiVO CC after it has been restored from backup
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¢ as areference

Note: Since XiVO PBX 2017.06 some parts of the installation were moved from xivocc-installer to installation
of XiVO PBX.

Prerequisites

We will assume your XiVO CC server meets the following requirements:

¢ OS : Debian 9 (stretch), 64 bit

* the latest stable version of Docker is installed

* the latest stable version of Docker-compose is installed

¢ the XiVO PBX is reachable on the network

* the XiVO PBX is setup with users, queues and agents, you must be able to place and answer calls.
Note : Install only stable version of docker and docker compose.
We will make the following assumptions :

* the XiVO PBX has the IP 192.168.0.1

* some data (incoming calls, internal calls etc.) might be available on XiVO (otherwise, you will not see
anything in the Post Installation Check List).

¢ the XiVO CC server has the IP 192.168.0.2

XiVO PBX configuration

PostgreSQL configuration

Add this line to /var/lib/postgresgl/11/main/pg_hba.conf:

host asterisk all 192.168.0.2/32 md5

Create a user stats with read permissions :

sudo —-u postgres psgl asterisk << EOF

CREATE USER stats WITH PASSWORD 'stats';

GRANT SELECT ON ALL TABLES IN SCHEMA PUBLIC TO stats;
EOF

And run xivo-service restart all to apply these modifications.

AMI configuration

* Add file /etc/asterisk/manager.d/02-xivocc.conf directory with the following content, re-
placing X.X.X.X by your xucserver IP address :

[xuc]

secret = xucpass

deny=0.0.0.0/0.0.0.0

permit=X.X.X.X/255.255.255.255

read = system,call, log, verbose, command, agent, user,dtmf,originate,dialplan
write = system,call, log,verbose, command, agent,user,dtmf, originate,dialplan
writetimeout = 10000
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¢ And reload the AMI :

asterisk -rx "manager reload"
asterisk -rx "manager show user xuc" and check your if previous configuration is
—displayed.

CEL Configuration

* Replace content of file /etc/asterisk/cel.conf by the following :

[general]

enable = yes

apps = dial,park, queue

events = APP_START, CHAN_START, CHAN_END, ANSWER, HANGUP, BRIDGE_ENTER, BRIDGE_EXIT, USER_
—DEFINED, LINKEDID_END, HOLD, UNHOLD, BLINDTRANSFER, ATTENDEDTRANSFER

[manager]
enabled = yes

¢ and reload the cel module in Asterisk :

asterisk -rx "module reload cel"

Customizations in the web interface

* Create a user xuc in Services -> IPBX -> Users with the following parameters:

e CTI login : xuc

e CTI password : 0000

* profil supervisor

* Create a Web Services user in Configuration -> Web Services Access with the following parameters :
* Login : xivows

* Password : xivows

e Host: 192.168.0.2

Make sure Multiqueues call stats sharing is enabled in Services -> IPBX -> Advanced configuration tab.

Phone integration

Do not forget to follow configuration steps detailed in Required configuration for phone integration.

Recording

This feature needs additional configuration steps on XiVO PBX, see:
1. Recording,
2. and (optionally) Recording filtering configuration.

XiVO CC configuration

Now we switch to the installation of the XiVO CC server.
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Install ntp server

apt—-get install ntp

XiVO CC server and XiVO PBX server must be synchronized to the same source.

Enable Docker LogRotate

Docker container log output to /dev/stdout and /dev/stderr. The Docker container log file is saved in
/var/lib/docker/containers/[ CONTAINER ID]/[CONTAINER_ID]-json.log.

Create a new Logrotate config file for your Docker containers in the Logrotate folder /etc/logrotate.d/docker-
container.

/var/lib/docker/containers/*/x.log {
rotate 7
daily
compress
missingok
delaycompress
copytruncate

}

You can test it with logrotate -fv /etc/logrotate.d/docker-container. You should get some output and a new log file
with suffix [CONTAINER ID]-json.log.1 should be created. This file is compressed in next rotation cycle.

Retrieve the configuration script and launch it:

Containers installation

wget https://gitlab.com/xivo.solutions/packaging/raw/master/install/install-
—docker-xivocc.sh
bash install-docker-xivocc.sh

During the installation, you will be asked for :
¢ the XiVO IP address (e.g. 192.168.0.1)
* the number of weeks to keep for the statistics
* the number of weeks to keep for the recording files
* the external IP of the machine (i.e. the adress used afterwards for http URLs)

The number of weeks to keep statistics must be higher than the number of weeks to keep recordings. Recording
purging is based on the statistic data, so the statistic data must not be removed before purging recordings.

Create the following alias in your .bashrc file:

vi ~/.bashrc
alias dcomp='docker-compose -p xivocc —-f /etc/docker/compose/docker-xivocc.yml'

Containers modification

The yml file /etc/docker/compose/docker—-xivocc.yml should have the correct tag version for each
imeage.

Check also that the XIVO_CTI_VERSION is correct for the xuc container.
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xivo_replic
image: xivoxc/xivo-db-replication:2016.03.latest

xivo_stats
image: xivoxc/xivo-full-stats:2016.03.latest

pack_reporting:
image: xivoxc/pack-reporting:2016.03.latest

config mgt:
image: xivoxc/config-mgt:2016.03.latest

recording_ server:
image: xivoxc/recording-server:2016.03.latest

xXuc:
image: xivoxc/xuc:2016.03.latest

environment:
— XIVO_CTI_VERSION=2.1

xucmgt :
image: xivoxc/xucmgt:2016.03.latest

Starting XivoCC

Then you can launch the XiVO CC with the following command :

dcomp up -d

List XivoCC services :

# dcomp ps
Name Command State .

-, Ports
e
xivocc_elasticsearch_1 /docker-entrypoint.sh elas Up 0.0.0.0:9200-
—~>9200/tcp, 0.0.0.0:9300->9300/tcp
xivocc_fingerboard_1 /bin/sh -c¢ /usr/bin/tail - Up
xivocc_kibana_volumes_1 /bin/sh -c¢ /usr/bin/tail - Up
xivocc_nginx_1 nginx —-g daemon off; Up 443/tcp, 0.0.
—0.0:80->80/tcp
xivocc_pack_reporting_1 /bin/sh -c echo . Up
xivocc_pgxivocc_1 /docker—-entrypoint.sh postgres Up 0.0.0.0:5443-
—>5432/tcp
xivocc_postgresvols_1 /bin/bash Exit 0
xivocc_recording_server_1 bin/recording-server-docker Up 0.0.0.0:9400-
—>9000/tcp
xivocc_reporting_rsync_1 /usr/local/sbin/run-rsync.sh Up 0.0.0.0:873—>
—~873/tcp
xivocc_spagobi_1 /bin/sh -c /root/start.sh Up 0.0.0.0:9500-
—>8080/tcp
xXivocc_timezone_1 /bin/bash Exit O
xivocc_xivo_replic_1 /usr/local/bin/start.sh /o Up
xivocc_xivo_stats_1 /usr/local/bin/start.sh /o Up
xivocc_xivocclogs_1 /bin/bash Exit O
xivocc_xuc_1 bin/xuc_docker Up 0.0.0.0:8090-
—>9000/tcp
xivocc_xucmgt_1 bin/xucmgt_docker Up 0.0.0.0:8070-

9000 fhp

(continues on next page)
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(continued from previous page)

|

Upgrading

3.2.6 Upgrade

Upgrading a XiVO CC is done by executing commands through a terminal on the server.

Note: Downgrade is not supported

Overview

The upgrade consists of the following steps:
* switch/verify the version in the debian sources list
 update of the xivocc—installer package

* update of the Docker images

Warning: This upgrade procedure applies only to XiVO CC installed via the xivocc—installer pack-
age.

Preparing the upgrade

There are two cases:
1. Upgrade to another LTS XiVO CC version,

2. Upgrade to the latest Bugfix release of your current installed LTS version.

Upgrade to another LTS version

To upgrade to another XiVO Solution LTS:

1. Switch the debian sources to the targetted LTS version (it should be located in the file /etc/apt/
sources.list.d/xivo-dist.list). For example, to switch to Aldebaran LTS version:

deb http://mirror.xivo.solutions/debian/ xivo-aldebaran main

2. Read carefully the Release Notes starting from your current version to the version you target (read even
more carefully the New features and Behavior changes between LTS)

3. Check the specific instructions and manual steps from your current LTS to your targetted LTS and all
intermediate LTS: see Manual steps for LTS upgrade

4. Check also if you are in a specific setup that requires a specific procedure

5. And then upgrade, see Upgrading

74 Chapter 3. Installation & Upgrade Guide



XiVO Solutions Documentation

Upgrade to latest Bugfix release of an LTS version

Important: For version older than Five (2017.03), see XiVO Five documentation

After the release of a version (e.g. Polaris (2017.11)) we may backport some bugfixes in this version. We will
then create a subversion (e.g. Polaris .04 (2017.11 .04)) shipping these bugfixes. These bugfix version does not
contain any behavior change.

To upgrade to the latest subversion of your current installed version you need to:

1. Read carefully the Release Notes starting from your installed version (e.g. Polaris.00) to the latest bugfix
release (e.g. Polaris.04).

2. Verify that the debian sources list corresponds to your installed LTS (it should be located in the file /etc/
apt/sources.list.d/xivo-dist.list)

3. Verify that the /etc/docker/compose/factory.env file has
* XIVOCC_TAG=VERSION (where VERSION is your current installed version - e.g. 2017.11)
e and XIVOCC_DIST=latest

4. And then upgrade, see Upgrading

Upgrading

After having prepared your upgrade (see above), you can upgrade:

1. When you have checked the sources.list you can upgrade with the following commands:

apt—-get update
apt-get install xivocc-installer

2. If there is any change, you should accept the new docker—-compose . yml file. Then compare it with the
old docker-compose.yml.dpkg—-old file and report in the new any specific configuration.

3. Then download the new docker images:

’xivoccfdcomp pull

4. And run the new containers (Corresponding XiVO CC services will be restarted):

’xivoccfdcomp up —-d ——remove-orphans

Note: Please, ensure your server date is correct before starting. If system date differs too much from correct date,
you may get an authentication error preventing download of the docker images.

Post Upgrade

When finished:
* Check your upgrade through Post Installation Check List.

* Check that all the services are in the correct version. Compare the output of xivocc-dcomp version
with the table in Release Notes

Manual steps for LTS upgrade

See Manual steps for LTS upgrade in XiVO Upgrade page.
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Specific procedures

Old Pack Reporting Upgrade Procedures

These notes include upgrade procedures for old versions of the Pack reporting, before XivoCC starts and before
it was packaged with Docker. In those cases, run the following command to find the installed version of the pack
reporting:

dpkg -1l|grep pack-reporting

From version < 1.6

* data retention time will be lost during upgrade : save it and write it back in /etc/xivo-reporting-db.conf

* the upgrade is likely to be long if there is a lot of data in queue_log. Purge old data out of this table if
possible in order to accelerate the upgrade

* at the end of the upgrade, run apt-get autoremove (deletion of xivo-stat, xivo-libdao and xivo-lib-python)

From version < 1.8

* XiVO in version < 14.08 is not supported anymore

« if it is required, the upgrade of the XiVO must be done before the upgrade of the pack reporting, and no call
must be performed between the two upgrades

From a version using Debian packaging to a version using Docker

* Beware: this will require a migration of the original PostgreSQL database to the Dockerised one. For this
you need to have free disk space : the amount of free disk space must equal the size of /var/lib/postgresql.
This check must be performed after docker images have been pulled.

* Run the following commands:

apt—get update

service xivo-db-replication stop

service xivo-full-stats stopsource/releasenotes/index.rst

apt-get install pack-reporting xivo-full-stats xivo-reporting-db xivo-db-
—replication db-utils

service xivo-db-replication stop

service xivo-full-stats stop

Install docker, docker-compose and xivocc-installer
* Open docker-xivocc.yml and remove sections recording_rsync, config_mgt, recording_server, xuc, xucmgt

e Run xivocc-dcomp pull

CHECK THE FREE DISK SPACE. The next command will migrate the database. This may take several
hours.

sudo -u postgres pg_dump —--format c xivo_stats | docker exec -i xivocc_pgxivocc_1
—pg_restore -U postgres -d xivo_stats

e Start by xivocc-dcomp up -d
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From a dockerized version before callbacks

* Run the following commands:

docker exec —-ti compose_pgxivocc_1 psgl -U postgres —-c 'CREATE EXTENSION IF NOT_,
—EXISTS "uuid-ossp"' xivo_stats
docker exec -ti compose_pgxivocc_1l psqgl -U postgres -c 'CREATE EXTENSION IEF NOT_
—EXISTS "uuid-ossp"' xuc_rights

Upgrade notes

See Release Notes for version specific informations.

3.3 XiVO Distributed System

3.3.1 Installing XDS

Important: Before installing, make sure you understand the XDS Architecture and links between components.

The XDS architecture has the following components:
* XiVO
¢ Media Server (MDS) (one or more)
An XDS needs also:
* a Reporting Server for the centralized call history,
* a CTI Server for the UC features.
This page will guide you through:
1. the configuration of the XiVO (see XiVO Configuration section)
2. the installation and configuration of the MDS (see Media Server Configuration section)

3. and the configuration of the CC (Reporting and CTI Server) (see XiVO CC Configuration section)

Requirements

Before starting you need to have 3 servers. Here’s a table summarizing what we are installing. Replace the IP by
those you chose.

Server serverl server2 server3
Role XivVO Media Server | Reporting/CTI Server
Name mds0 mds1 cc

IP Data | 10.32.0.1 | 10.32.0.101 10.32.0.9
IP VoIP | 10.32.5.1 | 10.32.5.101 10.32.5.9

XiVO Configuration

On serverl:
* install XiVO (see Installing the System).
* pass the Wizard
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AMI configuration

Note: Once a media server is defined in webi, Reporting Server will use the VoIP interface for AMI connection
to all media servers and XiVO. Here we authorize it on XIVO.

If XiVO CC is installed, do the following steps before adding media server. Otherwise you can first define media
servers and do these steps right after XiVO CC installation, but before starting it to prevent problems with fail2ban.

1. Edit existing file /etc/asterisk/manager.d/02-xivocc.conf to add permission for Reporting
Server:

* permit to authorize the VoIP IP of the Reporting Server. E.g.:

deny=0.0.0.0/0.0.0.0
permit=10.32.5.9/255.255.255.255
permit=10.32.0.9/255.255.255.255

2. Apply the configuration:

asterisk -rx 'manager reload'

Define Media Servers

Note: Here we define our Media Servers (MDS) names and VoIP IP address.

In XiVO webi,
1. Go to Configuration -> Management -> Media Servers
2. Add a line per Media Server (MDS) (below an example for mds1):
1. Name: mdsX (e.g. mdsl)
2. Displayed Name: Media Server X (e.g. Media Server 1)

3. IP VoIP: <VoIP IP of mdsX> (e.g. 10.32.5.101) - note: the VoIP streams between XiVO and mdsX
will go through this IP

Once you define a media server, you will be able to create local SIP trunks that exist only there. The location can
be set in tab General — Media server in the SIP trunk configuration.

Define Media Servers for Provisionning

Note: Here we configure the Media Servers (MDS) for the phones.

In XiVO webi
1. Go to Configuration -> Provisioning -> Template Line
2. Create a template line per MDS (below the example for mds1):

1. Unique name: <mdsX> (e.g. mdsl) - note: it must be the same name as the one defined in section
Define Media Servers

2. Displayed Name: <Media Server X> (e.g. Media Server 1)
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3. Registrar Main: <VoIP IP of mdsX> (e.g. 10.32.5.101)
4. Proxy Main: <VoIP IP of mdsX> (e.g. 10.32.5.101)

Media Servers connection to the XIVO database

Note: The MDS need to connect to the XiVO database.

Infile /var/lib/postgresgl/11/main/pg_hba.conf add an authorization per mds to connect to the
db. Here you will probably want to use the Data IP of mdsX:

’host asterisk all 10.32.4.201/32 md5

And reload the database configuration:

’xivofdcomp reload-db

Media Server Configuration

Requirements

On server2 install a Debian 9 with:

e amd64 architecture,

e en_US.UTF-38 locale,

* ext4 filesystem

* a hostname correctly set (files /et c/hosts and /et c/hostname must be coherent).
Before installing the MDS you have to have added:

* the MDS to the XiVO configuration (see Define Media Servers section)

Installation

Important: The MDS installer will ask you:
¢ the XiVO Data IP Address
¢ the Media Server you’re installing (taken from the Media Server you declared at step Define Media Servers)
* the Media Server Data IP
* the Reporting Server IP

To install the MDS, download the XiVO installation script:

wget http://mirror.xivo.solutions/mds_install.sh
chmod +x mds_install.sh

and run it:

Important: Use —a switch to chose the same version as your XiVO (mds0)
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./mds_install.sh -a 2019.05-latest

When prompted:
* give the IP of XiVO (mds0): <XiVO Data IP> (e.g. 10.32.0.2)
* select the MDS you’re installing: <mdsX> (e.g. mds1)
* enter the MDS Data IP: <mdsX Data IP> (e.g. 10.32.0.101)
* and finally the Reporting Server Data IP: <reporting Data IP) (e.g. 10.32.0.5)

Configuration

To finalize the MDS configuration you have to:

1. Configure NTP to synchronize on XiVO (mds0) by replacing preconfigured servers/pools in file /etc/
ntp.conf by:

server 10.32.0.1 iburst

2. And restart NTP:

systemctl restart ntp

3. Createfile /etc/asterisk/manager.d/02-xuc.conf toadd permission for Xuc Server to connect
with:

e secret must be the same as the secret for xuc user on XiVO,
e permit to authorize the VoIP IP of the Reporting Server

°e.g.

cat > /etc/asterisk/manager.d/02-xuc.conf << EOF
[xuc]

secret = mug6IWgNU1Z

deny=0.0.0.0/0.0.0.0
permit=10.32.5.9/255.255.255.255

read = system,call, log, verbose, command, agent, user,dtmf, originate,
—~dialplan

write = system,call, log,verbose, command, agent,user,dtmf, originate,
—dialplan

writetimeout = 10000

EOF

4. Restart the services:

xivo-service restart all

Outgoing Call Configuration

Create the Provider Trunk

Add on the XiVO the trunk towards your provider (it can be an ISDN or SIP trunk). When creating the trunk,
select the Media Server on which it will be located.
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Create Outgoing Call Rule

Note: This outgoing call rule will handle outgoing call from XDS to Provider.

In XiVO Webi:
1. Go to Services -> IPBX -> Call Management -> Outgoing calls
2. Create a route for XDS:
1. Call pattern: X.
2. Trunks: <your provider trunk>

3. (after opening the advanced form) Caller ID: <main DID of the system>

XiVO CC Configuration

On server3:
e install a XiVO CC (see Installation)
* configure it

* before starting it, change the AMI configuration on XiVO.

Known Limitations

Agent states after XUC restart

Restarting XUC server with active calls in XDS environment will result in having some agents in incorrect state.
Please see the note in restarting XUC server with active calls.

3.3.2 XDS Architecture

The following diagram presents the XDS architecture with:
* one XiVO Main
 one CTI/ Reporting Server (XiVO CC)
¢ and three MDS

As you can see:

¢ each MDS and the Main are linked together via an internal SIP trunk (the yellow lines) - via the VoIP IP
Address of the MDS

¢ the xuc components of the CTI / Reporting Server is connected to each MDS AMI - via the VoIP IP Address
of the MDS

3.3.3 Upgrading XDS

Upgrading an XDS implies upgrading all components:
* XiVO (see XiVO Server Upgrade)
¢ Media Server (MDS) (one or more, see Media Server Upgrade)
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XiVO Server Upgrade

1. Perform the upgrade as documented in Upgrade section

Media Server Upgrade

Important:
* This procedure must be done on all media servers belonging to the upgraded XDS.

¢ Before upgrading a MDS, the MDS Main must be fully upgraded

The upgrade process requires to run the following command on a shell prompt on each media server.

1. Switch version using xivo-dist utility and specifying the LTS or specific version you want to upgrade
to. For example:

’xivofdist xivo-callisto

2. Update package list:

’aptfget update

3. Stop services:

’xivofservice stop

4. Update configuration files:

’aptfget install xivo-config

5. Start updating the packages:

’aptfget dist-upgrade

6. Download new docker images:

’xivofdcomp pull

7. Update and run containers:

’xivofdcomp up —-d ——-remove-orphans

8. Start the remaining services:

’xivofservice start
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Administrator’'s Guide

In-depth documentation on administration of XiVO solution systems.

4.1 XiVO Administration

4.1.1 System

DHCP Server

XiVO includes a DHCP server used for assisting in the provisioning of phones and other devices. (See Basic
Configuration for the basic setup). This section contains additional notes on how to configure more advanced
options that may be helpful when integrating the server with different VOIP subnets.

Activating DHCP on another interface

DHCEP Server can be activated through the XiVO Web Interface Configuration — Network — DHCP :

DHCP

Active:

Pool start:
Pool end:

Extra network interfaces: (2]

Fig. 1: Configuration — Network — DHCP
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By default, it will only answer to DHCP requests coming from the VoIP subnet (defined in the Configuration —
Network — Interfaces section). If you need to activate DHCP on an other interface, you have to fill in the Extra
network interfaces field with the interface name , for example : eth0

After saving your modifications, click on Apply system configuration so that the new settings can take effect.

Changing default DHCP gateway

By default, the XiVO DHCP server uses the XiVO’s IP address as the routing address. To change this you must
create a custom-template:

1. Create a custom template for the dhcpd_subnet .conf.head file:

mkdir -p /etc/xivo/custom-templates/dhcp/etc/dhcp/
cd /etc/xivo/custom-templates/dhcp/etc/dhcp/
cp /usr/share/xivo-config/templates/dhcp/etc/dhcp/dhcpd_subnet.conf.head .

2. Edit the custom template:

’vim dhcpd_subnet.conf.head ‘

3. Inthe file, replace the string #XIVO_NET4_IP# by the routing address of your VoIP network, for example:

’option routers 192.168.2.254; ‘

4. Re-generate the dhcp configuration:

’xivofupdatefconfig

DHCEP server should have been restarted and should now use the new routing address.

Configuring DHCP server to serve unknown hosts

By default, the XiVO DHCP server serves only known hosts. That is:
* either hosts which MAC address prefix (the OUI) is known
* or hosts which Vendor Identifier is known
Known OUIs and Vendor Class Identifiers are declared in /etc/dhcp/dhcpd_update/ = files.
If you want your XiVO DHCP server to serve also unknown hosts (like PCs) follow these instructions:

1. Create a custom template for the dhcpd_subnet.conf.tail file:

mkdir -p /etc/xivo/custom-templates/dhcp/etc/dhcp/
cd /etc/xivo/custom-templates/dhcp/etc/dhcp/
cp /usr/share/xivo-config/templates/dhcp/etc/dhcp/dhcpd_subnet.conf.tail

2. Edit the custom template:

’vim dhcpd_subnet.conf.tail ‘

3. And add the following line at the head of the file:

’allow unknown-clients; ‘

4. Re-generate the dhcp configuration:

’xivofupdatefconfig ‘

DHCP server should have been restarted and should now serve all network equipments.

86 Chapter 4. Administrator’s Guide


http://en.wikipedia.org/wiki/Organizationally_unique_identifier

XiVO Solutions Documentation

DHCP-Relay

If your telephony devices aren’t located on the same site and the same broadcast domain as the XiVO DHCP
server, you will have to add the option DHCP Relay to the site’s router. This parameter will allow the DHCP
requests from distant devices to be transmitted to the IP address you specify as DHCP Relay.

Warning: Please make sure that the IP address used as DHCP Relay is the same as one of XiVO’s interfaces,
and that this interface is configured to listen to DHCP requests (as decribed in previous part). Also verify
that routing is configured between the distant router and the choosen interface, otherwise DHCP requests will
never reach the XiVO server.

Configuring DHCP server for other subnets

This section describes how to configure XiVO to serve other subnets that the VOIP subnet. As you can’t use the
Web Interface to declare other subnets (for example to address DATA subnet, or a VOIP subnet that isn’t on the
same site that XiVO server), you’ll have to do the following configuration on the Command Line Interface.

Creating “extra subnet” configuration files

First thing to do is to create a directory and to copy into it the configuration files:

mkdir /etc/dhcp/dhcpd_sites/
cp /etc/dhcp/dhcpd_subnet.conf /etc/dhcp/dhcpd_sites/dhcpd_siteXXX.conf
cp /etc/dhcp/dhcpd_subnet.conf /etc/dhcp/dhcpd_sites/dhcpd_lanDATA.conf

Note: In this case we’ll create 2 files for 2 differents subnets. You can change the name of the files, and create as
many files as you want in the folder /etc/dhcp/dhcpd_sites/. Just adapt this procedure by changing the
name of the file in the different links.

After creating one or several files in /etc/dhcp/dhcpd_sites/, you have to edit the file /etc/dhcp/
dhcpd_extra.conf and add the according include statement like:

include "/etc/dhcp/dhcpd_sites/dhcpd_siteXXX.conf";
include "/etc/dhcp/dhcpd_sites/dhcpd_lanDATA.conf";

Adjusting Options of the DHCP server

Once you have created the subnet in the DHCP server, you must edit each configuration file (the files in /etc/
dhcp/dhcpd_sites/) and modify the different parameters. In section subnet, write the IP subnet and change
the following options (underlined fields in the example):

subnet 172.30.8.0 netmask 255.255.255.0 {

¢ subnet-mask:

’option subnet-mask 255.255.255.0;

¢ broadcast-address:

’option broadcast—-address 172.30.8.255;

* routers (specify the IP address of the router that will be the default gateway of the site):
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’option routers 172.30.8.1;

In section pool, modify the options:

’pool {

* log (add the name of the site or of the subnet):

log(concat ("[", binary-to-ascii(l6, 8, ":", hardware), "] POOL VoIP Site XXX
"))

* range (it will define the range of IP address the DHCP server can use to address the devices of that subnet):

range 172.30.8.10 172.30.8.200;

Warning: XiVO only answers to DHCP requests from supported devices. In case of you need to address
other equipment, use the option allow unknown-clients; in the /etc/dhcp/dhcpd_sites/ files

¢ If you have checked the “DHCP integration” (See Advanced Configuration for the basic setup) in provi-
sionning configuration, you will also MUST add the parameter below: (Otherwise provd won’t be able to
route the devices to the correct plugins)

on commit {
execute ("dxtorc",

"commit",

binary-to-ascii (10, 8, ".", leased-address),
binary-to-ascii (16, 8, ":", suffix(hardware, 6)),
pick-first-value (concat ("060", binary-to-ascii(le, 8, ".",_

—option vendor-class-identifier)), "")
)
}

At this point, you can apply the changes of the DHCP server with the command:

service isc-dhcp-server restart

After that, XiVO will start to serve the DHCP requests of the devices located on other sites or other subnets than
the VOIP subnet. You will see in /var/log/daemon. log all the DHCP requests received and how they are
handled by XiVO.

Mail
This section describes how to configure the mail server shipped with XiVO (Postfix) and the way XiVO handles
mails.
In Configuration — Network — Mail, the following options can be configured:
* Domain Name messaging : the server’s displayed domain. Will appear in “Received” mail headers.
* Source address of the server : domain part of headers “Return-Path” and “From”.
* Relay SMTP and FallBack relay SMTP : relay mail servers.

* Rewriting shipping addresses : Canonical address Rewriting. See Postfix canonical documentation for more
info.

Warning: Postfix, the mail server shipped with XiVO, should be stopped on an installed XiVO with no valid
and reachable DNS servers configured. If Postfix is not stopped, messages will bounce in queues and could
end up affecting core pbx features.
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If you need to disable Postfix here is how you should do it:

systemctl stop postfix
systemctl disable postfix

If you ever need to enable Postfix again:

systemctl enable postfix
systemctl start postfix

Alternatively, you can empty Postfix’s queues by issuging the following commands on the XiVO server:

postsuper -d ALL

Network

This section describes how to configure additional network devices that may be used to better accomodate more
complex network infrastructures. Network interfaces are managed in the XiVO web interface via the page Con-
figuration — Network — Interfaces.

XiVO offers 2 types of interfaces: VoIP and Data. The VoIP interface is used by the DHCP server, provisioning
server, and phone devices connected to your XiVO. These services will use the information provided on the VoIP
interface for their configuration. For example, the DHCP server will only listen on the VoIP interface by default.

To change these settings, you must either create a new interface or edit an existing one and change its type. When
adding a new VoIP interface, the type of the old one will automatically be changed to Data.

Configuring a physical interface

In this example, we’ll add and configure the eth1 network interface on our XiVO.

First, we see there’s already an unconfigured network interface named eth1 on our system:

Configuration + v

Management
Interface Mac address Type Method Address Gateway Action

v br763210...
docker0
v etho

' veth47d617...

02:42:66:13:26:7a

02:42:02:94:75:80

late5:c4:08:93:28

e6:dd: 11:46:df:ba

Data

Data

Data

Data

Static

172.18.0.1

172.17.0.1

192.168.85.232 192.168.85 1

Network

Legend

 Enable @ Disable Not apply

Fig. 2: Configuration — Network — Interfaces

To add and configure it, we click on the small plus button next to it, and we get to this page:

In our case, since we want to configure this interface with static information (i.e. not via DHCP), we fill the
following fields:

Note that since our eth(Q network interface already has a default gateway, we do not enter information in the
Default gateway field for our ethl interface.

Once the changes have been saved, the action Apply network configuration will appear in bold. This action must
be clicked in order for the changes to take effect.

Adding a VLAN interface

In this example, the XiVO already has 2 network interfaces configured:

Listing the network interfaces
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Interfaces = Edit

General

Interface: eth0
Type: Data v | @
Method: Static ¥
Address:
Netmask:

Default gateway:

Description:

Wizard Configuration

SAVE

Fig. 3: Configuration — Network — Interfaces — ethl — Add

Interfaces = Edit

General

Interface: eth0

Type: Data ¥ | @

Static

Address: 1048752

255.255.255.0

efault gateway:

Wizard Configuration

SAVE

Fig. 4: Configuration — Network — Interfaces — ethl — Add

90 Chapter 4. Administrator’s Guide



XiVO Solutions Documentation

MNetwork
Interfaces
Resolver
Mail
DHCP

Support
XIVO

Alerts

Provisioning
General
Template line
Template device
Plugins

Control System

v Apply network configuration
Apply system configuration

Interface
+ br-76f3210...
= docker0d

+ etho

" veth47d617...

Legend

+ Enable (@ Disable == Not apply

/

Legend

v Enable () Disable == Not apply

Fig. 5: Apply after modify interface

Mac address

02:42:6c°13:26:7a

02:42:h2:94:75:80

la'e5c4:98:93:28

ef.dd 11:46:df ba

Type

Data
Data
Data

Data

Method Address Gateway Action
1721801
1721701

Static 192.168.85 232 192.168.85.1 &

Fig. 6: Configuration — Network — Interfaces
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To add and configure a new VLAN interface, we click on the small plus button in the top right corner,

+ < v

Fig. 7: Configuration — Network — Interfaces — Add button

and we get to this page:
Interfaces > Add

General

Physical Interface of VLAN : ethd ¥
ID of VLAN :
Type: Data v |@
Method: Static ¥
Address:
Netmask:

Default gateway:

Description:

Fig. 8: Configuration — Network — Interfaces — Add

In our case, since we want to configure this interface with static information:
Click on Save list the network interfaces:

* The new virtual interface has been successfully created.

Note: Do not forget after you finish the configuration of the network to apply it with the button: Apply network
configuration

After applying the network configuration:

Add static network routes

Static routes cannot be added via the web interface. However, you may add static routes to your XiVO by following
following the steps described below. This procedure will ensure that your static routes are applied at startup (i.e.
each time the network interface goes up).
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General

Physical Interface of VLAN :

ID of VLAN :

Type:
Method:

Address:

Metmas k:

Default gateway:

Description:

eth ¥
101
Data 7| @
Static v
10976.2

255.255.255.0

A
SAVE
Fig. 9: Configuration — Network — Interfaces — Add
Interface Mac address Type Method Address Gateway Action
+ br-7613210... 02:42:6c:13:26:7a Data 172.18.0.1
== docker0 02:42:h2:94:75:80 Data 1721701
+ etho la'e5:c4:98:93:28 Data Static 192.168.85.232 192 168.85.1 v
+ veth47d617... e6.dd:11:46:df.ba Data
Legend
+ Enaple (O Disable == Not apply
Fig. 10: Configuration — Network — Interfaces
Configuration ) _ )
« Network configuration successfully applied
Management
Users
Entities +
General
Directories
Web Services Access Interface Mac address
Certificates
High Availability ' br-763210... 02:42:6c:13:26:7a
LDAP Servers
- == dockerQ 02:42:p2:94:75:80
Network W ethd la:e5:c4:98:93:28
Interfaces
IRIETQF"""E ! + veth47d617... e6-dd- 11-46-df-ba
W&l

Fig. 11: Network configuration successfully apply
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1. Create the file /etc/network/if-up.d/xivo-routes:

touch /etc/network/if-up.d/xivo-routes
chmod 755 /etc/network/if-up.d/xivo-routes

2. Insert the following content:

#!/bin/sh

if [ "s " = "<network interface>" ]; then
ip route add <destination> via <gateway>
ip route add <destination> via <gateway>

fi

3. Fields <network interface>, <destination> and <gateway> should be replaced by your specific configuration.
For example, if you want to add a route for 192.168.50.128/25 via 192.168.17.254 which should be added
when ethO goes up:

#!/bin/sh

if [ 'S " = "eth0.2" ]; then
ip route add 192.168.50.128/25 via 192.168.17.254
fi

Note: The above check is to ensure that the route will be applied only if the correct interface goes up. This check
should contain the actual name of the interface (i.e. ethO or eth0.2 or ethl or ...). Otherwise the route won’t be
set up in every cases.

Change interface MTU

Warning: Manually changing the MTU is risky. Please only proceed if you are aware of what you are doing.

These steps describe how to change the MTU:

#. Create the file :file:’/etc/network/if-up.d/xivo-mtu’ ::

touch /etc/network/if-up.d/xivo-mtu chmod 755 /etc/network/if-up.d/xivo-mtu

1. Insert the following content:

#!/bin/sh

# Set MTU per iface

if [ "S{IFACE}" = "<data interface>" ]; then
ip link set ${IFACE} mtu <data mtu>
elif [ "S${IFACE}" = "<voip interface>" ]; then

ip link set ${IFACE} mtu <voip mtu>
fi

2. Change the <data interface> to the name of your interface (e.g. ethO), and the <data mtu> to the new MTU
(e.g. 1492),

3. Change the <voip interface> to the name of your interface (e.g. ethl), and the <voip mtu> to the new MTU
(e.g. 1488)

Note: In the above example you can set a different MTU per interface. If you don’t need a per-interface MTU
you can simply write:
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#!/bin/sh

ip link set ${IFACE} mtu <my mtu>

Database

Creation and Initialization

Starting from the Callisto version, the database on the XiVO PBX and all mediaservers is started inside a docker
container based on custom image. On first startup the database will be initialized and the required structure and
data will be created inside a host mounted folder /var/lib/postgresgl/11/main/.

Custom database configuration

The database image contains a default postgres configuration and some specific defaults required by our applica-
tion:

* the postgres default configuration is located in /var/lib/postgresgl/11/main/postgresql.
conf

¢ and our custom defaults are in /var/lib/postgresgl/11l/main/conf.d/00-xivo-default.
conf.

Warning: Do not change these files!

If you need to change some parameters, create another file in /var/lib/postgresql/11/main/conf.d/
prefixed with a number like 01 or upper and with a . conf extension. This file will be loaded after all defaults
and can override any parameter.

Sample configuration

Here is an example to increase the default number of concurrent connection to the database:

/var/lib/postgresgl/l11/main/conf.d/10-custom-max—connection.conf:

max_connections = 300

Apply the configuration

Run this command to reload postgres configuration:

xivo-dcomp reload-db

It will not restart db container despite the message “Killing xivo_db_1".
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Files path summary table

File Path Comment

post- /var/lib/postgresql/1 1/maiRlease, do not edit this file but use overriding mechanism explained
gresql.conf in Custom database configuration

conf.d files /var/lib/postgresql/11/maikibemdrd/handled in Lexicographical order

pg_hba.conf /var/lib/postgresql/1 1/mai@bnfigure connection authorization in this file

postgresql-11- | /var/log/postgresql/ Database log file.

main.log

Connections to database and replication schema

This schema shows required database connections between different types of servers. These connections must
be authorized in pg_hba . conf file. It is being done automatically or it is described in installation or upgrade

documentation.

It also shows how asterisk database is replicated. Only configuration tables are replicated between asterisk
databases and only event tables (cel and queue_log) are replicated to stats database.

MDS 1

asterisk DB

DB Replic
(container)

Mative pg
replication

The direction of
data replication
is the opposite

MDS 0 (main) XiVO HA slave
asterisk DB asterisk DB
DB Replic Replication DB Replic
(container) script (container)
Xivo cC

<>

stats DB

Backup

Periodic backup

XUC server

A backup of the database and the data are launched every day with a logrotate task. It is run at 06:25 a.m. and
backups are kept for 7 days.

Logrotate task:

/etc/logrotate.d/xivo-backup

Logrotate cron:
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/etc/cron.daily/logrotate

Retrieve the backup

You can retrieve the backup from the web-interface in Services — IPBX — IPBX Configuration — Backup Files
page.

Otherwise, with shell access, you can retrieve them in /var/backups/xivo. In this directory you will find
db.tgz and data.tgz files for the database and data backups.

Backup scripts:
/usr/sbin/xivo-backup
Backup location:

/var/backups/xivo

What is actually backed-up?
Data

Here is the list of folders and files that are backed-up:
* /etc/asterisk/
e /etc/consul/
* /etc/crontab
* /etc/dahdi/
* /etc/dhcp/ This will overwrite the network configuration when the backup is restored
e /etc/hostname This will overwrite the network configuration when the backup is restored
* /etc/hosts This will overwrite the network configuration when the backup is restored
* /etc/ldap/
e /etc/network/if-up.d/xivo-routes

e /etc/network/interfaces This includes the host IP address / netmask and will overwrite the net-
work configuration when the backup is restored

* /etc/ntp.conf

e /etc/profile.d/xivo_uuid.sh
* /etc/resolv.conf This will overwrite the network configuration when the backup is restored
e /etc/ssl/

¢ /etc/systemd/

¢ /etc/wanpipe/

e /etc/xivo-agentd/

* /etc/xivo-agid/

e /etc/xivo—amid/

e /etc/xivo-auth/

e /etc/xivo-call-logd/

* /etc/xivo-confd/

e /etc/xivo-confgend-client/
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/etc/xivo—-ctid/

/etc/xivo-dird/

/etc/xivo-dird-phoned/

/etc/xivo-dxtora/

/etc/xivo-purge—-db/

/etc/xivo/

/etc/xivo-xuc.conf

/usr/local/bin/

/usr/local/sbin/

/usr/share/xivo/XIVO-VERSION

/var/lib/asterisk/

/var/lib/consul/

/var/lib/xivo-provd/

/var/lib/xivo/

/var/log/asterisk/

/var/spool/asterisk/

/var/spool/cron/crontabs/

/etc/docker/

/etc/fail2ban/

/var/lib/postgresql/11/main/*.conf

/var/lib/postgresqgl/11/main/conf.d/*.conf

The following files/folders are excluded from this backup:

e folders:

files

/var/lib/consul/checks
/var/lib/consul/raft

/var/lib/consul/serf
/var/lib/consul/services
/var/lib/xivo-provd/plugins/*/var/cache/*
/var/spool/asterisk/monitor/

/var/spool/asterisk/meetme/

- /var/lib/xivo-provd/plugins/xivo-polycom*/var/tftpboot/*.1d

log files, coredump files

audio recordings

and, files greater than 10 MiB or folders containing more than 100 files if they belong to one of these folders:

/var/lib/xivo/sounds/
/var/lib/asterisk/sounds/custom/
/var/lib/asterisk/moh/

/var/spool/asterisk/voicemail/
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- /var/spool/asterisk/monitor/

Database

The database asterisk from PostgreSQL is backed up. This include almost everything that is configured via
the web interface.

Creating backup files manually

Warning: A backup file may take a lot of space on the disk. You should check the free space on the partition
before creating one.

Database

You can manually create a database backup file named db-manual.tgzin /var/tmp by issuing the following
commands:

xivo-backup db /var/tmp/db-manual

Files

You can manually create a data backup file named data-manual.tgz in /var/tmp by issuing the following
commands:

xivo-backup data /var/tmp/data-manual

Restore

Introduction

A backup of both the configuration files and the database used by a XiVO installation is done automatically every
day. These backups are created in the /var/backups/xivo directory and are kept for 7 days.

Warning: A XiVO backup includes the entirety of the original machine’s network configuration : it WILL
overwrite any present network settings when you restore it. Remember to change those settings back if
required before restarting network services or the machine itself, especially if you do not have physical or
console access!

Limitations

* You must restore a backup on the same version of XiVO that was backed up (though the architecture —
1386 or amd64 — may differ)

* You must restore a backup on a machine with the same hostname and IP address
¢ Be aware that this procedure applies only to XiVO >= 14.08

¢ XiVO CC configuration files are not backed up. Follow Manual XiVO PBX configuration to restore them.
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Before Restoring the System

Warning: Before restoring a XiVO on a fresh install you have to setup XiVO using the wizard (see Running
the Wizard section).

Stop monit and all the xivo services:

xivo-service stop

Before restoring the database, all other services connected to it (XiVO CC, MDS) must be stopped also. You
can list active connections: sudo —-u postgres psql —-c "SELECT » FROM pg_stat_activity
WHERE pid <> pg_backend_pid ()"

If you want to restore XiVO < 2017.06 that was configured for XiVO CC, you must create PostgreSQL user szats
before restoring the database. See Creating user stats.

Restoring System Files

System files are stored in the data.tgz file located in the /var/backups/xivo directory.

This file contains for example, voicemail files, musics, voice guides, phone sets firmwares, provisioning server
configuration database.

To restore the file

tar xvfp /var/backups/xivo/data.tgz -C /

Restoring the Database

Warning:

* This will destroy all the current data in your database.

* You have to check the free space on your system partition before extracting the backups.

Database backups are created as db . tgz files in the /var/backups/xivo directory. These tarballs contains
a dump of the database used in XiVO.

In this example, we’ll restore the database from a backup file named db . tgz placed in the home directory of
root.

First, extract the content of the db . tgz file into the /var/tmp directory and go inside the newly created direc-
tory:

tar xvf db.tgz -C /var/tmp
cd /var/tmp/pg-backup

Drop the asterisk database and restore it with the one from the backup:

sudo —u postgres dropdb asterisk
sudo —u postgres pg_restore -C -d postgres asterisk—x.dump

To finalize the restore, see After Restoring The System.
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Troubleshooting

When restoring the database, if you encounter problems related to the system locale, see PostgreSQL localization
errors.

Alternative: Restoring and Keeping System Configuration

System configuration like network interfaces is stored in the database. It is possible to keep this configuration and
only restore xivo data.

Rename the asterisk database to asterisk_previous:

’sudo -u postgres psgl -c 'ALTER DATABASE asterisk RENAME TO asterisk_previous'

Restore the asterisk database from the backup:

’sudo -u postgres pg_restore -C —-d postgres asterisk-—»*.dump

Restore the system configuration tables from the asterisk_previous database:

sudo -u postgres pg_dump -c -t dhcp -t netiface -t resolvconf asterisk_previous |
—sudo -u postgres psgl asterisk

Drop the asterisk_previous database:

sudo -u postgres dropdb asterisk_previous

Warning: Restoring the data.tgz file also restores system files such as host hostname, network interfaces, etc.
You will need to reapply the network configuration if you restore the data.tgz file.

After Restoring The System

Resynchronize the xivo-auth keys:

xivo-update-keys

Update systemd runtime configuration:

source /etc/profile.d/xivo_uuid.sh
systemctl set-environment XIVO_UUID=$XIVO_UUID
systemctl daemon-reload

Restart the services you stopped in the first step:

xivo-service start

You may also reboot the system. Remember that the network settings were overwritten by the backed up settings,
check and fix if necessary before rebooting!

CLI Tools

XiVO comes with a collection of console (CLI) tools to help administer the server.
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xivo-dist

xivo-dist is the xivo repository sources manager. It is used to switch between distributions (production, develop-
ment, release candidate, archived version). Example use cases :

* switch to production repository : xivo—-dist xivo-five
* switch to development repository : xivo-dist xivo-dev
* switch to release candidate repository : xivo—-dist xivo-rc

* switch to an archived version’s repository (here 14.18) : xivo—dist xivo-14.18

HTTPS certificate
X.509 certificates are used to authorize and secure communications with the server. They are mainly used for
HTTPS, but can also be used for SIPS, CTIS, WSS, etc.
There are two categories of certificates in XiVO:
¢ the default certificate, used for HTTPS in the web interface, REST APIs and WebSockets
* the certificates created and managed via the web interface

This article is about the former. For the latter, see Telephony certificates.

Default certificate

XiVO uses HTTPS where possible. The certificates are generated at install time (or during the upgrade to 15.12+).
The main certificate is placed in /usr/share/xivo-certs/server.crt.

However, this certificate is self-signed, and HTTP clients (browser or REST API client) will complain about this
default certificate because it is not signed by a trusted Certification Authority (CA).

The default certificate is untrusted

To make the HTTP client accept this certificate, you have two choices:

* configure your HTTP client to trust the self-signed XiVO certificate by adding a new trusted CA. The CA
certificate (or bundle) is the file /usr/share/xivo-certs/server.crt.

* replace the self-signed certificate with your own trusted certificate.

Regenerating the default certificate

Warning: If you use your own certificate, you should NOT replace it by the default certificate.

1. Regenerate the default certificate by this command:

openssl req -x509 -sha256 -nodes -days 3650 -newkey rsa:2048 \
-config "/usr/share/xivo-config/x509/openssl-x509.conf" \
-keyout "/usr/share/xivo-certs/server.key" \
-out "/usr/share/xivo-certs/server.crt"

2. Change ownership and permissions:
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chown root:www-data "/usr/share/xivo-certs/server.key" "/usr/share/xivo-certs/
—server.crt"
chmod 640 "/usr/share/xivo-certs/server.key" "/usr/share/xivo-certs/server.crt"

3. Restart all XiVO services by running xivo-service restart all.

Use your own certificate

For this, follow these steps:
1. Replace the following files with your own private key/certificate pair:
e Private key: /usr/share/xivo-certs/server.key
e Certificate: /usr/share/xivo-certs/server.crt

2. Change the hostname of XiVO for each XiVO component: the different processes of XiVO heavily use
HTTPS for internal communication, and for these connection to establish successfully, all hostnames used
must match the Common Name (CN) of your certificate. Basically, you must replace all occurrences of
localhost (the default hostname) with your CN in the configuration of the XiVO services. For example:

mkdir /etc/xivo/custom
cat > /etc/xivo/custom/custom-certificate.yml << EOF
consul:

host: xivo.example.com
auth:

host: xivo.example.com
confd:

host: xivo.example.com
dird:

host: xivo.example.com
ajam:

host: xivo.example.com
agentd:

host: xivo.example.com
EOF
for config_dir in /etc/xivo-*/conf.d/ ; do

In -s "/etc/xivo/custom/custom-certificate.yml" "$config _dir/010-custom-

—certificate.yml"
done

3. Also, you must replace 1ocalhost, in the definition of your directories in the web interface under Con-
figuration — Directories, by the hostname matching the CN of your certificate.

4. Then, when done, you must re-save, the CTI Directories definition:
* Go to Services — CTI Server — Directories — Definitions
« Edit each directory to re-select the new URI
* And save it

5. If your certificate is not self-signed, and you obtained it from a third-party CA that is trusted by your
system, you must enable the system-based certificate verification. By default, certificate verification is set
to consider /usr/share/xivo-certs/server.crt asthe only CA certificate.

First you need to install the debian ca-certificates package:

apt-get install ca-certificates

If one of the CA (or intermediate CA) of your certificate is not present in the CA shipped by the
ca-certificates package you will need to add it manually:

* Create the following dir if not present:
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’mkdir /usr/local/share/ca-certificates/

* Copy inside this directory the certificate of the missing CAina .crt file

* And finally upload ca-certificates configuration:

’update—ca—certificates

Then to activate the certificat verification, the options are the following:
e Consul: verify: True
e Other XiVO services: verify_certificate: True

The procedure is the same as 2. with more configuration for each service. For example:

cat > /etc/xivo/custom/custom-certificate.yml << EOF
consul:
host: xivo.example.com
verify: True
auth:
host: xivo.example.com
verify_certificate: True
dird:
host: xivo.example.com
verify_certificate: True

Setting verify_certificate to False will disable the certificate verification, but the connection will
still be encrypted. This is pretty safe as long as XiVO services stay on the same machine, however, this is
dangerous when XiVO services are separated by an untrusted network, such as the Internet.

6. Ensure your CN resolves to a valid IP address with:
* a DNS entry

e and an entry in /etc/hosts resolving your CN to 127.0.0.1. Note that /etc/hosts will be
rewritten occasionally by xivo-sysconfd. To make the change persistent, you can:

1. modify /usr/share/xivo-sysconfd/templates/resolvconf/hosts instead
(which will be rewritten when xivo-sysconfd is upgraded. . .)

2. then add a script in /usr/share/xivo-upgrade/pre-start.d to re-apply the modifi-
cation to /usr/share/xivo-sysconfd/templates/resolvconf/hosts after each
xivo-upgrade.

7. Your X.509 certificate must have subjectAltName defined. See the example at cacert.org or detailed
documentation at ietf.org.

8. Restart all XiVO services:

xivo-service restart all

Asterisk HTTP server

Asterisk HTTP server is used for WebRTC and xivo-outcall.

Warning: Security warning: Asterisk HTTP server is configured to accept websocket connections from
outside. You must ensure that the configuration is secure.

* ARI connection must be secured. Open file /etc/asterisk/ari.conf and check if the default pass-
word Nasheow8Eag was changed. If not, change it:
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— Generate a password (e.g. with pwgen -s 16)

— replace:

’password = Nasheow8Eag

by:

’password = <YOUR_GENERATED_PASSWORD>

e Openfile /etc/asterisk/http.conf and check if bindaddr optionis setto 0.0.0.0 (to accept
outside websocket connections).

* You should also secure (e.g. via an external firewall) access to the asterisk HTTP server (which listens on
port 5039).

WebSocket connection limit

By default, asterisk HTTP server has a limit of 100 websocket connections. You can change this limit in the
/etc/asterisk/http.conf file:

sessionlimit=200

Restart XiVO PBX services to apply the new settings:

’xivofservice restart

Configuration Files

This section describes some of the XiVO configuration files.

Configuration priority

Usually, the configuration is read from two locations: a configuration file config.yml and a configuration
directory conf . d.

Files in the conf . d extra configuration directory:
e are used in alphabetical order and the first one has priority
* are ignored when their name starts with a dot
e are ignored when their name does not end with . ym1

For example:

.0l-critical.yml:

’log_level: critical

02-error.yml.dpkg-old:

’log_level: error

10-debug.yml:

’log_level: debug

20-nodebug.yml:
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log_level: info

The value that will be used for 1og_level will be debug since:
* 10-debug.yml comes before 20-nodebug. yml in the alphabetical order.
e .0l-critical.yml starts with a dot so is ignored

* 02—-error.yml.dpkg—old does not end with . ym1 so is ignored

File configuration structure

Configuration files for every service running on a XiVO server will respect these rules:

* Default configuration directory in /etc/xivo—{service}/conf.d (e.g. /etc/xivo—-agentd/
conf.d/)

* Default configuration file in /etc/xivo-{service}/config.yml (e.g. /etc/xivo-agentd/
config.yml)

The files /etc/xivo—{service}/config.yml should not be modified because they will be overridden
during upgrades. However, they may be used as examples for creating additional configuration files as long as
they respect the Configuration priority. Any exceptions to these rules are documented below.

xivo-agentd

¢ Default configuration directory: /etc/xivo-agentd/conf.d

* Default configuration file: /etc/xivo-agentd/config.yml

Xxivo-amid

* Default configuration directory: /etc/xivo-amid/conf.d

* Default configuration file: /etc/xivo—amid/config.yml

xivo-auth

* Default configuration directory: /etc/xivo-auth/conf.d

* Default configuration file: /etc/xivo—-auth/config.yml

xivo-confgend

* Default configuration directory: /etc/xivo-confgend/conf.d
 Default configuration file: /etc/xivo-confgend/config.yml

 Default templates directory: /etc/xivo-confgend/templates

xivo-ctid

* Default configuration directory: /etc/xivo-ctid/conf.d

* Default configuration file: /etc/xivo-ctid/config.yml

106 Chapter 4. Administrator’s Guide



XiVO Solutions Documentation

Xxivo-dao

 Default configuration directory: /etc/xivo-dao/conf.d
* Default configuration file: /etc/xivo-dao/config.yml

This configuration is read by many XiVO programs in order to connect to the Postgres database of XiVO.

xivo-dird-phoned

* Default configuration directory: /etc/xivo-dird-phoned/conf.d

* Default configuration file: /etc/xivo-dird-phoned/config.yml

xivo_ring.conf

e Path: /etc/xivo/asterisk/xivo_ring.conf

» Purpose: This file can be used to change the ringtone played by the phone depending on the origin of the
call.

Warning: Note that this feature has not been tested for all phones and all call flows. This page describes how
you can customize this file but does not intend to list all validated call flows or phones.

This file xivo_ring.conf consists of :

* profiles of configuration (some examples for different brands are already included: [aastral, [snom]
etc.)

* one section named [number] where you apply the profile to an extension or a context etc.
Here is the process you should follow if you want to use/customize this feature :

1. Create a new profile, e.g.:

[myprofile—aastra]

2. Change the phonetype accordingly, in our example:

[myprofile—aastra]
phonetype = aastra

3. Chose the ringtone for the different type of calls (note that the ringtone names are brand-specific):

[myprofile-aastra]
phonetype = aastra
intern = <Bellcore-drl>
group = <Bellcore-dr2>

4. Apply your profile, in the section [number]

* to a given list of extensions (e.g. 1001 and 1002):

1001Q@default = myprofile—aastra
1002@default = myprofile—aastra

e or to a whole context (e.g. default):

@default = myprofile-aastra

5. Restart xivo-agid service:
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service xivo—-agid restart

ipbx.ini

e Path: /etc/xivo/web-interface/ipbx.ini

* Purpose: This file specifies various configuration options and paths related to Asterisk and used by the web
interface.

Here is a partial glimpse of what can be configured in file ipbx.ini :

1. Enable/Disable modification of SIP line username and password:

[user]
readonly-idpwd = "true"

When editing a SIP line, the username and password fields cannot be modified via the web interface.
Set this option to false to enable the modification of both fields. This option is set to “true” by default.

Warning: This feature is not fully tested. It should be used only when absolutely necessary and with great
care.

Consul

The default consul installation in XiVO uses the configuration file in /etc/consul/xivo/*. json. All files
in this directory are installed with the package and should not be modified by the administrator. To use a different
configuration, the adminstrator can add it’s own configuration file at another location and set the new configura-
tion directory by creating a systemd unit drop-in file in the /etc/systemd/system/consul.service.d
directory.

The default installation generates a master token that can be retrieved in /var/lib/consul/
master_token. This master token will not be used if a new configuration is supplied.

Variables

The following environment variables can be overridden in a systemd unit drop-in file:
* CONFIG_DIR: the consul configuration directory
e WAIT_FOR_LEADER: should the “start” action wait for a leader ?

Example, in /etc/systemd/system/consul.service.d/custom.conf:

[Service]
Environment=CONFIG_DIR=/etc/consul/agent
Environment=WAIT_FOR_LEADER=Nno

Agent mode

It is possible to run consul on another host and have the local consul node run as an agent only.

To get this kind of setup up and running, you will need to follow the following steps.
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Downloading Consul

For a 32 bits system

wget —-no-check-certificate https://releases.hashicorp.com/consul/0.5.2/consul_0.5.
—2_linux_386.zip

For a 64 bits system

wget —-no-check-certificate https://releases.hashicorp.com/consul/0.5.2/consul_0.5.
—2_linux_amd64.zip

Installing Consul on a new host

’unzip consul_0.5.2_1linux_386.zip

Or

’unzip consul_0.5.2_linux_amd64.zip

mv consul /usr/bin/consul

mkdir -p /etc/consul/xivo

mkdir -p /var/lib/consul

adduser -—-quiet --system —--group —--no-create-home \
—-home /var/lib/consul consul

Copying the consul configuration from the XiVO to a new host

On the new consul host, modify /etc/consul/xivo/config. json to include to following lines.

"bind_addr": "0.0.0.0",
"client_addr": "0.0.0.0",
"advertise_addr": "<consul-host>"

# on the consul host

scp root@<xivo-host>:/lib/systemd/system/consul.service /lib/systemd/system
systemctl daemon-reload

scp —-r root@<xivo-host>:/etc/consul /etc

scp -r root@<xivo-host>:/usr/share/xivo-certs /usr/share

consul agent —-data-dir /var/lib/consul -config-dir /etc/consul/xivo/

Note: To start consul with the systemd unit file, you may need to change owner and group (consul:consul) for all
files inside /etc/consul, /usr/share/xivo-certs and /var/lib/consul

Adding the agent configuration

Create the file /etc/consul/agent/config. json with the following content

{
"acl_datacenter": "<node_name>",
"datacenter": "xivo",
"server": false,
"bind_addr": "0.0.0.0",

(continues on next page)
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(continued from previous page)

"advertise_addr": "<xivo_address>",
"client_addr": "127.0.0.1",
"bootstrap": false,
"rejoin_after_leave": true,
"data_dir": "/var/lib/consul",
"enable_syslog": true,
"disable_update_check": true,

"log_level™: "INFO",
"ports": {
"dns": -1,
"http": -1,

"https": 8500
}’
"retry_join": [
"<remote_host>"
]’
"cert_file": "/usr/share/xivo-certs/server.crt",
"key_file": "/usr/share/xivo-certs/server.key"

* node_name: Arbitrary name to give this node, xivo-paris for example.

e remote_host: IP address of your new consul. Be sure the host is accessible from your XiVO and check
the firewall. See the documentation Zere.

e xivo_address: IP address of your xivo.

This file should be owned by consul user.

chown -R consul:consul /etc/consul/agent

Enabling the agent configuration

Add or modify /etc/systemd/system/consul.service.d/custom.conf to include the following
lines:

[Service]
Environment=CONFIG_DIR=/etc/consul/agent

Restart your consul server.

service consul restart

Updating the consul section of xivo-ctid

Add afilein /etc/xivo-ctid/conf.d/remote_consul.yml with the following content

rest_api:
http:
listen: 0.0.0.0

service_discovery:
advertise address: <xivo-ctid-host>
check_url: http://<xivo-ctid-host>:9495/0.1/infos

e xivo—-ctid-host: Hostname to reach xivo-ctid
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Log Files

Every XiVO service has its own log file, placed in /var/log.

asterisk

The Asterisk log files are managed by logrotate.
It’s configuration files /etc/logrotate.d/asterisk and /etc/asterisk/logger.conf

The message log level is enabled by default in Logger.conf and contains notices, warnings and errors. The
full log entry is commented in 1ogger.conf and should only be enabled when verbose debugging is required.
Using this option in production would produce VERY large log files.

* Files location: /var/log/asterisk/*
* Number of archived files: 15

* Rotation frequence: Daily

postgresq|

e File location: /var/log/postgresqgl-11-main.log
* Rotate configuration: /etc/logrotate.d/postgresql
¢ Number of archived files: 15

* Rotation frequence: Daily

xivo-agentd

e File location: /var/log/xivo—-agentd.log
* Rotate configuration: /etc/logrotate.d/xivo-agentd
e Number of archived files: 15

* Rotation frequence: Daily

xivo-agid

e File location: /var/log/xivo—-agid.log
* Rotate configuration: /etc/logrotate.d/xivo-agid
* Number of archived files: 15

* Rotation frequence: Daily

xivo-amid

* File location: /var/log/xivo-amid.log
* Rotate configuration: /etc/logrotate.d/xivo-amid
* Number of archived files: 15

* Rotation frequence: Daily
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xivo-auth

¢ File location: /var/log/xivo—auth.log
* Rotate configuration: /etc/logrotate.d/xivo-auth
* Number of archived files: 15

* Rotation frequence: Daily

xivo-call-logd

e File location: /var/log/xivo-call-logd.log
* Rotate configuration: /etc/logrotate.d/xivo-call-logd
e Number of archived files: 15

* Rotation frequence: Daily

xivo-confd

* File location: /var/log/xivo—confd. log
* Rotate configuration: /etc/logrotate.d/xivo-confd
e Number of archived files: 15

* Rotation frequence: Daily

xivo-confgend

The xivo-confgend daemon output is sent to the file specified with the ——1ogfile parameter when launched
with twistd.

The file location can be changed by customizing the xivo-confgend.service unit file.
e File location: /var/log/xivo—-confgend.log
* Rotate configuration: /etc/logrotate.d/xivo-confgend
* Number of archived files: 15

* Rotation frequence: Daily

xivo-ctid

e File location: /var/log/xivo-ctid.log
* Rotate configuration: /etc/logrotate.d/xivo-ctid
* Number of archived log files: 15

* Rotation frequence: Daily

xivo-dird

* File location: /var/log/xivo-dird.log
* Rotate configuration: /etc/logrotate.d/xivo-dird

e Number of archived files: 15
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* Rotation frequence: Daily

xivo-dird-phoned

¢ File location: /var/log/xivo-dird-phoned.log
* Rotate configuration: /etc/logrotate.d/xivo-dird-phoned
¢ Number of archived files: 15

* Rotation frequence: Daily

Xxivo-dxtora

e File location: /var/log/xivo—-dxtora.log
* Rotate configuration: /etc/logrotate.d/xivo-dxtora
¢ Number of archived files: 15

* Rotation frequence: Daily

xivo-provd

¢ File location: /var/log/xivo-provd.log
* Rotate configuration: /etc/logrotate.d/xivo-provd
* Number of archived files: 15

* Rotation frequence: Daily

xivo-purge-db

e File location: /var/log/xivo-purge-db.log
* Rotate configuration: /etc/logrotate.d/xivo-purge-db
e Number of archived files: 15

* Rotation frequence: Daily

Xivo-stat

e File location: /var/log/xivo-stat.log
* Rotate configuration: /etc/logrotate.d/xivo-stat
¢ Number of archived files: 15

* Rotation frequence: Daily

xivo-sysconfd

e File location: /var/log/xivo-sysconfd.log
* Rotate configuration: /etc/logrotate.d/xivo-sysconfd
¢ Number of archived files: 15

* Rotation frequence: Daily
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xivo-upgrade

¢ File location: /var/log/xivo-upgrade.log
* Rotate configuration: /etc/logrotate.d/xivo-upgrade
e Number of archived files: 15

* Rotation frequence: Daily

xivo-web-interface

* File location: /var/log/xivo-web-interface/*.log
* Rotate configuration: /etc/logrotate.d/xivo-web-interface
* Number of archived files: 21

* Rotation frequence: Daily

Nginx

XiVO use nginx as a web server and reverse proxy.

In its default configuration, the nginx server listens on port TCP/80 and TCP/443 and allows these services to be
used:

¢ web interface (xivo-web-interface)
* API documentation (xivo-swagger-doc)

Starting from XiVO 16.13, an administrator can easily modify the configuration to allow additional services to be
used (e.g. xivo-auth or xivo-confd).

To do so, an administrator only has to create a symbolic link inside the /etc/nginx/locations/
http-enabled directory to the corresponding file in the /etc/nginx/locations/http-available
directory, and then reload nginx with systemctl reload nginx. A similar operation must be done for
HTTPS.

For example, to enable all the available services:

1In -sf /etc/nginx/locations/http-available/* /etc/nginx/locations/http-enabled
In -sf /etc/nginx/locations/https—available/x /etc/nginx/locations/https-enabled
systemctl reload nginx

To disable all the services other than the web interface:

rm /etc/nginx/locations/http-enabled/* /etc/nginx/locations/https-enabled/«

1ln -s /etc/nginx/locations/http-available/xivo-web-interface /etc/nginx/locations/
—http-enabled

1ln -s /etc/nginx/locations/https—available/xivo-web-interface /etc/nginx/locations/
—https—enabled

systemctl reload nginx

NTP

XiVO has a NTP server, that must be synchronized to a reference server. This can be a public one or customized
for specific target networking architecture. XiVO’s NTP server is used by default as NTP server for the devices
time reference.
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Usage

Show NTP service status:

service ntp status

Stop NTP service:

service ntp stop

Start NTP service:

service ntp start

Restart NTP service:

service ntp restart

Show NTP synchronization status:

’ntpq P

Configuring NTP service

1.
2.

4.
5.

Edit /etc/ntp.conf

Give your NTP reference servers:

server 192.168.0.1 # LAN existing NTP Server
server 0O.debian.pool.ntp.org iburst dynamic # default in ntp.conf
server 1.debian.pool.ntp.org iburst dynamic # default in ntp.conf

If no reference server to synchronize to, add this to synchronize locally:

server 127.127.1.0 # local clock (LCL)
fudge 127.127.1.0 stratum 10 # LCL is not very reliable

Restart NTP service

Check NTP synchronization status.

Warning: If #5 shows that NTP doesn’t use NTP configuration in /etc/ntp.conf, maybe have you done
a dhclient for one of your network interface and the dhcp server that gave the IP address also gave a NTP
server address. Thus you might check if the file /var/lib/ntp/ntp.conf.dhcp exists, if yes, this is
used for NTP configuration prior to /etc/ntp.conf. Remove it and restart NTP, check NTP synchroniza-
tion status, then it should work.

Proxy Configuration

If you use XiVO behind an HTTP proxy, you must do a couple of manipulations for it to work correctly.

Warning: We do not recomend to use http_proxy environment variable. It may break some services.
Instead you should configure the proxy on a per service basis as described below.
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System Applications

Installation and upgrade operations use different tools for which the proxy must be configured if any.

apt

Important: This is needed because apt is used for installation and upgrade

Create the /etc/apt/apt.conf.d/90proxy file with the following content:

Acquire::http::Proxy "http://domain\username:password@proxyip:proxyport";

curl

Important: This is needed because curl is used during installation and upgrade

Create the ~/ . curlrc file with the following content:

proxy = http://proxyip:proxyport
proxy-user = "username:password"

docker

Important: This is needed because docker images will be downloaded during installation or upgrade

When upgrading or installing XiVO it will attempt to download docker images. For the proxy configuration, you
need to create a systemd configuration file. See Docker documentation: https://docs.docker.com/config/daemon/
systemd/#httphttps-proxy

wget

Important: This step is needed because this tool is used by xivo-upgrade script and install scripts

Create the ~/ . wget rc file with the following content:

use_proxy=yes
http_proxy=http://username:password@proxyip:proxyport

XiVO Services

Several XiVO services needs also the proxy to be configured, if any.
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dhcp-update

Important: This is needed if you use the DHCP server of the XiVO. Otherwise the DHCP configuration won’t
be correct. It must be set before the wizard is run.

Proxy information is set via the /etc/xivo/dhcpd-update. conf file.

Edit the file and look for the [proxy] section.

provd

Note: This is needed to download plugins

Proxy information is set via the Configuration — Provisioning — General page.

xivo-fetchfw

Note: This is needed to download firmwares

Proxy information is set via the /etc/xivo/xivo-fetchfw. conf file.

Edit the file and look for the [proxy] section.

Service Discovery

Overview

XiVO uses consul for service discovery. When a daemon is started, it registers itself on the configured consul
node.

Consul template may be used to generate the configuration files for each daemons that requires the availability of
another service. Consul template can also be used to reload the appropriate service.

Service Authentication

XiVO services expose more and more resources through REST API, but they also ensure that the access is re-
stricted to the authorized programs. For this, we use an authentication daemon who delivers authorizations via
tokens.

Call flow

Here is the call flow to access a REST resource of a XiVO service:

1. Create a username/password (also called service_id/service_key) with the right ACLs, via Web Services
Access.

2. Create a token with these credentials and the backend xivo-service.
3. Use this token to access the REST resource defined by the ACL.
Service Service who needs to access a REST resource.

xivo-{daemon} Server that exposes a REST resource. This resource must have an attached ACL.
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Service xivo-{daemon} xivo-auth
T
l —
_ Send credentials I
On service start / T -
On token expiration I
Receive token
i :
|
—
——
On request / Request authenticated resource - _
on event Send token Verify token can access the resource
Authorized or Unauthorized
Resource or Unauthorized
4

Fig. 12: Call flow of service authentication

xivo-auth Server that authenticates the Service and validates the required ACL with the token.

XiVO services directly use this system to communicate with each other, as you can see in their Web Services
Access.

xivo-auth

xivo-auth is a scalable, extendable and configurable authentication service. It uses an HTTP interface to emit to-
kens to users who can then use those tokens to identify and authenticate themselves with other services compatible
with xivo-auth.

xivo-auth HTTP API Changelog
2018.04

¢ Added static tokens for internal service authentication

16.02

* POST /0.1/token, field expiration: only integers are accepted, floats are now invalid.
» Experimental backend 1dap_user_voicemail has been removed.

* New backend 1dap_user has been added.

15.19

¢ POST /0.1 /token do not accept anymore argument backend_args
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15.17

¢ New backend 1dap_user_voicemail has been added. WARNING this backend is EXPERIMEN-
TAL.

15.16

HEAD and GET now take a new scope query string argument to check ACLs
¢ Backend interface method get_acls is now named get_consul_acls

* Backend interface method get_acls now returns a list of ACLs

HEAD and GET can now return a 403 if an ACL access is denied

15.15

POST /0.1/token accept new argument backend_args
* Signature of backend method get_ids () has a new argument args
¢ New method get_acls for backend has been added

¢ New backend service has been added

xivo-auth Developer’s Guide
Architecture

xivo-auth contains 4 major components, an HTTP interface, a celery worker, authentication backends and a consul
client. All operations are made through the HTTP interface, tokens are stored by consul as well as the persistence
for some of the data attached to tokens. The celery worker is used to schedule tasks that outlive the lifetime of the
xivo-auth process. Backends are used to test if a supplied username/password combination is valid and provide
the xivo-user-uuid.

xivo-auth is made of the following modules and packages.

plugins

the plugin package contains the xivo-auth backends that are packaged with xivo-auth.

http

The http module is the implementation of the HTTP interface.
* Validate parameters
* Calls the backend the check the user authentication
» Forward instructions to the token_manager

» Handle exceptions and return the appropriate status_code
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controller

The controller is the plumbin of xivo-auth, it has no business logic.
* Start the HTTP application
* Start the celery worker
* Load all enabled plugins

* Instanciate the token_manager

token

The token modules contains the business logic of xivo-auth.
* Creates and delete tokens
* Creates ACLs for XiVO
* Schedule token expiration

¢ Read/write token data to consul

tasks

The tasks module contains implementation of celery tasks that are executed by the worker.
* Called by the celery worker

» Forwards instructions to the foken manager

extension

This is a place holder for a global variable for the celery app. It will be removed and should not be used.

Other modules that should not need documentation are helpers, config, interfaces

Plugins

xivo-auth is meant to be easy to extend. This section describes how to add features to xivo-auth.

Backends

xivo-auth allows its administrator to configure one or many sources of authentication. Implementing a new kind
of authentication is quite simple.

1. Create a python module implementing the backend interface.
2. Install the python module with an entry point xivo_auth.backends

An example backend implementation is available here.

Internal services

To simplify authentication of internal services without renewing the Token we have added a command line tool
xivo-auth-static-token-manager to manage static tokens. Currently you can get a static token, which is created
automatically during the installation. The same tool can be used to create a new one if needed. The static token is
created with default acl: confd.users.read.
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Stock Plugins Documentation

Backends Plugins

XiVO Admin

Backend name: xivo_admin

Purpose: Authenticate a XiVO administrator. The login/password is configured in Configuration — Management
— Users.

XiVO Service

Backend name: xivo_service

Purpose: Authenticate a XiVO Web Services Access. The login/password is configured in Configuration — Man-
agement — Web Service Access.

XiVO User

Backend name: xivo_user

Purpose: Authenticate a XiVO user. The login/password is configured in I/PBX — Services — PBX Settings —
Users in the CTI client section.

LDAP

Backend name: 1dap_user

Purpose: Authenticate with an LDAP user.

For example, with the given configuration:

ldap:

uri: ldap://example.org

bind dn: cn=xivo,dc=example,dc=org
bind_password: bindpass

user_base_dn: ou=people,dc=example,dc=o0rg
user_login_attribute: uid

user_email attribute: mail

When an authentication request is received for username alice and password userpass, the backend will:

1. Connect to the LDAP server at example.org
2. Do an LDAP “bind” operation with bind DN cn=xivo,dc=example,dc=org and password
bindpass
3. Do an LDAP “search” operation to find an LDAP user matching alice, using:
* the base DN ou=people, dc=example, dc=org
o the filter (uid=alice)
* a SUBTREE scope
4. If the search returns exactly 1 LDAP user, do an LDAP “bind” operation with the user’s DN and the pass-
word userpass
5. If the LDAP “bind” operation is successful, search in XiVO a user with an email matching the mail
attribute of the LDAP user
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6. If a XiVO user is found, success

To use an anonymous bind instead, the following configuration would be used:

ldap:
uri: ldap://example.org
bind_anonymous: True
user_base_dn: ou=people,dc=example,dc=org
user_login_attribute: uid
user_email_ attribute: mail

The backend can also works in a “no search” mode, for example with the following configuration:

ldap:
uri: ldap://example.org
user_base_dn: ou=people,dc=example,dc=org
user_login_attribute: uid
user_email attribute: mail

When the server receives the same authentication request as above, it will directly do an LDAP “bind” operation
with the DN uid=alice, ou=people, dc=example, dc=org and password userpass, and continue at
step 5.

Note: User’s email and voicemail’s email are two separate things. This plugin only use the user’s email.

Configuration

uri the URI of the LDAP server. Can only contain the scheme, host and port of an LDAP URL.
user_base_dn the base dn of the user

user_login_attribute the attribute to login a user

user_email_ attribute (optional) the attribute to match with the XiVO user’s email (default: mail)
bind_dn (optional) the bind DN for searching for the user DN.

bind_password (optional) the bind password for searching for the user DN.

bind_anonymous (optional) use anonymous bind for searching for the user DN (default: false)

Usage

xivo-auth is used through HTTP requests, using HTTPS. Its default port is 9497. As a user, the most common
operation is to get a new token. This is done with the POST method.

Alice retrieves a token using her username/password:

S # Alice creates a new token, using the xivo_user backend, expiring in 10 minutes
$ curl -k -X POST -H 'Content-Type: application/json' -u 'alice:s3cre7' "https://
—localhost:9497/0.1/token" -d '{"backend": "xivo_user", "expiration": 600}';echo
{"data": {"issued_at": "2015-06-05T10:16:58.557553", "token": "1823clee-6c6a-0cdc—
—d869-964a7£08a744", "auth_id": "63f3dc3c-865d-419%9e-bec2-el18c4b118224", "xivo_
—user_uuid": "63f3dc3c-865d-419%9e-bec2-e18c4b118224", "expires_at": "2015-06-
—05T11:16:58.557595"}}

In this example Alice used here XiVO CTI client login alice and password s3cre”7. The authentication source
is determined by the backend in the POST data.

Alice could also have specified an expiration time on her POST request. The expiration value is the number of
seconds before the token expires.
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After retrieving her token, Alice can query other services that use xivo-auth and send her token to those service.
Those services can then use this token on Alice’s behalf to access her personal storage.

If Alice wants to revoke her token before its expiration:

$ curl -k -X DELETE -H 'Content-Type: application/json' "https://localhost:9497/0.
—1/token/1823clee-6¢cb6a-0cdc-d869-964a7f08a744"

See Service Authentication for details about the authentication process.

Usage for services using xivo-auth

A service that requires authentication and identification can use xivo-auth to externalise the burden of authentica-
tion. The new service can then accept a token as part of its operations to authenticate the user using the service.

Once a service receives a token from one of its user, it will need to check the validity of that token. There are 2
forms of verification, one that only checks if the token is valid and the other returns information about this token’s
session if it is valid.

Checking if a token is valid:

$ curl -k —-i -X HEAD -H 'Content-Type: application/json' "https://localhost:9497/0.
—1/token/1823clee-6¢c6a-0cdc—d869-964a7f08a744"

HTTP/1.1 204 NO CONTENT

Content-Type: text/html; charset=utf-8

Content-Length: 0

Date: Fri, 05 Jun 2015 14:49:50 GMT

Server: pcm-dev-0

$ # get more information about this token
$ curl -k -X GET -H 'Content-Type: application/json' "https://localhost:9497/0.1/
—token/1823clee-6¢c6a-0cdc-d869-964a7f08a744";echo

{"data": {"issued_at": "2015-06-05T10:16:58.557553", "token": "1823clee-6c6a-0cdc—
—d869-964a7£08a744", "auth_id": "63f3dc3c-865d-419%9e-bec2-el18c4db118224", "xivo_
—user_uuid": "63f3dc3c-865d-419e-bec2-e18c4b118224", "expires_at": "2015-06-

—05T11:16:58.557595"}}

Launching xivo-auth

usage: xivo-auth [-h] [-c¢ CONFIG_FILE] [-u USER] [-d] [-f] [-1] LOG_LEVEL]

optional arguments:

-h, —-help show this help message and exit

-c CONFIG_FILE, —--config-file CONFIG_FILE
The path to the config file

-u USER, —-user USER User to run the daemon

-d, ——debug Log debug messages

-f, ——foreground Foreground, don't daemonize

-1 LOG_LEVEL, —-log-level LOG_LEVEL
Logs messages with LOG_LEVEL details. Must be one of:
critical, error, warning, info, debug. Default: None

HTTP API Reference

See also the xivo-auth HTTP API Changelog.

4.1. XiVO Administration 123




XiVO Solutions Documentation

Development

See xivo-auth Developer’s Guide.

xivo-confd

xivo-confd is a HTTP server that provides a RESTful API service for configuring and managing basic resources
on a XiVO server.

Developer’s Guide (xivo-confd)

xivo-confd resources are organised through a plugin mechanism. There are 2 main plugin categories:

Resource plugins A plugin that manages a resource (e.g. users, extensions, voicemails, etc). A resource plugin
exposes the 4 basic CRUD operations (Create, Read, Update, Delete) in order to operate on a resource in a
RESTful manner.

Association plugins A plugin for associating or dissociating 2 resources (e.g a user and a line). An association
plugin exposes an HTTP action for associating (either POST or PUT) and another for dissociating (DELETE)

The following diagram outlines the most important parts of a plugin:

APl | Plugin
y
Resource
jresource | ListResource ltemResource fresource/<id=>
v v
Service
CRUDService OR | AssociationService
¥ v
ValidationGroup Dao
> xivo-sysconfd
\
Notifier
I \ 4
Validator Persistor > xivo-bus

Fig. 13: Plugin architecture of xivo-confd

Resource Class that receives and handles HTTP requests. Resources use flask-restful for handling requests.

There are 2 kinds of resources: ListResource for root URLs and ItemResource for URLs that have an ID.
ListResource will handle creating a resource (POST) and searching through a list of available resources
(GET). ItemResource handles fetching a single item (GET), updating (PUT) and deleting (DELETE).

Service Class that handles business logic for a resource, such as what to do in order to get, create, update, or
delete a resource. Service classes do not manipulate data directly. Instead, they coordinate what to do via
other objects.
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There are 2 kinds of services: CRUDService for basic CRUD operations in Resource plugins, and Associa-
tionService for association/dissociation operations in Association plugins.

Dao Data Access Object. Knows how to get data and how to manipulate it, such as SQL queries, files, etc.

Notifier Sends events after an operation has completed. An event will be sent in a messaging queue for each
CRUD operation. Certain resources also need to send events to other daemons in order to reload some
configuration data. (i.e. asterisk needs to reload the dialplan when an extension is updated)

Validator Makes sure that a resource’s data does not contain any errors before doing something with it. A
Validator can be used for validating input data or business rules.

XiVO confgend

xivo-confgend is a configuration file generator. It is mainly used to generate the Asterisk configuration files.

XiVO confgend developer’s guide

xivo-confgend uses drivers to implement the logic required to generate configuration files. It uses stevedore to do
the driver instantiation and discovery.

Plugins in xivo-confgend use setuptools’ entry points. That means that installing a new plugin to xivo-confgend
requires an entry point in the plugin’s setup.py.

Drivers

Driver plugin are classes that are used to generate the content of a configuration file.
The implementation of a plugin should have the following properties.
1. I's__init__ method should take one argument
2. It should have a generate method which will return the content of the file
3. A setup.py adding an entry point

The __init__ method argument is the content of the configuration of xivo-confgend. This allows the driver
implementor to add values to the configuration in /etc/xivo-confgend/conf.d/*.yml and these values
will be available in the driver.

The generate method has no argument, the configuration provided to the __init___ should be sufficient for most
cases. generate is called within a scoped_session of xivo-dao, allowing the usage of xivo-dao without
prior setup in the driver.

The namespaces used for entry points in xivo-confgend have the following form:
xivo_confgend.<resource>.<filename>
as an example, a generator for sip.conf would have the following namespace:

xivo_confgend.asterisk.sip.conf

Example

Here is a typical setup.py:

#!/usr/bin/env python

# —#— coding: utf—-8 —#-—

# Copyright 2016 by Avencall

# SPDX-License-Identifier: GPL-3.0+

(continues on next page)
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(continued from previous page)

from setuptools import setup
from setuptools import find_ packages

setup (
name="'XiVO confgend driversample',

version='0.0.1",

description='An example driver',

packages=find_packages(),

entry_points={
'xivo_confgend.asterisk.sip.conf': [

'my_driver = src.driver:MyDriver',

i

With the following package structure:

|: setup.py
src

L driver.py

driver.py:

# —#+— coding: utf-8 —#-—
# Copyright 2016 by Avencall
# SPDX-License-Identifier: GPL-3.0+

class MyDriver (object) :

def _ _init__ (self, configqg):
self._config = config

def generate(self):
return 'Hello World!'

To enable this plugin, you need to:

1. Install the plugin with:

python setup.py install

2. Create a config file in /etc/xivo-confgend/conf.d:

plugins:
asterisk.sip.conf: my_driver

3. Restart xivo-confgend:

systemctl restart xivo-confgend

XiVO dird

xivo-dird is the directory server for XiVO. It offers a simple REST interface to query all directories that are
configured. xivo-dird is extendable with plugins.
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xivo-dird changelog
15.20

* The ldap plugins ldap_network_timeout default value has been incremented from 0.1 to 0.3 seconds

15.19

* Added the voicemail type in Views configuration
* Removed reverse endpoints in REST API:

- GET /0.1/directories/reverse/<profile>/me

15.18

¢ Added reverse endpoints in REST API:
- GET /0.1/directories/reverse/<profile>/<xivo_user_uuid>

- GET /0.1/directories/reverse/<profile>/me

15.17

* Added directories endpoints in REST API:
- GET /0.1/directories/input/<profile>/aastra
- GET /0.1/directories/lookup/<profile>/aastra
- GET /0.1/directories/input/<profile>/polycom
- GET /0.1/directories/lookup/<profile>/polycom
- GET /0.1/directories/input/<profile>/snom
- GET /0.1/directories/lookup/<profile>/snom
- GET /0.1/directories/lookup/<profile>/thomson
- GET /0.1/directories/lookup/<profile>/yealink

15.16

* Added more cisco endpoints in REST API:
- GET /0.1/directories/input/<profile>/cisco

e Endpoint /0.1/directories/lookup/<profile>/cisco accepts a new limit and offset
query string arguments.

15.15

* Added cisco endpoints in REST API:
- GET /0.1/directories/menu/<profile>/cisco

- GET /0.1/directories/lookup/<profile>/cisco
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15.14

¢ Added more personal contacts endpoints in REST API:

GET /0.1 /personal/<contact_id>

PUT /0.1/personal/<contact_id>

POST /0.1/personal/import
DELETE /0.1/personal

* Endpoint /0.1/personal accepts anew format query string argument.

15.13

* Added personal contacts endpoints in REST API:

GET /0.1/directories/personal/<profile>

GET /0.1/personal

POST /0.1 /personal
— DELETE /0.1/personal/<contact_id>
* Signature of backend method 1ist () has a new argument args
* Argument args for backend methods 1ist () and search () has anew key token_infos
e Argument args for backend method 1oad () has anew key main_config

* Methods __call__ () and lookup () of service plugin 1ookup take a new token_infos argument

15.12

* Added authentication on all REST API endpoints

* Service plugins receive the whole configuration, rather than only their own section

XiVO dird configuration

There are three sources of configuration for xivo-dird:
e the command line options
* the main configuration file
* the sources configuration directory

The command-line options have priority over the main configuration file options.

Main Configuration File

Default location: /etc/xivo-dird/config.yml. Format: YAML
The default location may be overwritten by the command line options.

Here’s an example of the main configuration file:
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debug: False
foreground: Fa
log_filename:

1lse
/var/log/xivo-dird.log

log_level: info

pid_filename:

/var/run/xivo-dird/xivo-dird.pid

source_config dir:

/etc/xivo-dird/sources.d

user: www-data

rest_api:
wsgi_socket: /var/run/xivo-dird/xivo-dird.sock

enabled_plugins:

backends:

- Ccsv

- ldap

— phonebook
services:

- lookup
views:

- cisco_view

- default_json

views:
displays:
switchboard display:
title: Firstname
default: Unknown
field: firstname
type: name

title: Lastname
default: Unknown
field: lastname
type: name
default_display:

title: Firstname
field: fn
type: name

title: Location
default: Canada
field: country

title: Number

field: number

type:

displays_phone:
default:

name:

- display_name
number :

number

field:
— phone

field:
— phone_mobile
name_format: "{name} (Mobile)"
profile_to_display:
default: default_display

(continues on next page)
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(continued from previous page)

switchboard: switchboard_display
profile_to_display phone:
default: default

services:
lookup:
default:
sources:
- my_cCsv
- ldap_quebec
timeout: 0.5
switchboard:
sources:
- my_cCsv
- xivo_phonebook
- ldap_quebec
timeout: 1

sources:
my_source:
name: my_source
type: ldap
ldap_optionl: value
ldap_option2: value

Root section

debug Enable log debug messages. Overrides 1og_level. Default: False.
foreground Foreground, don’t daemonize. Default: False.
log_filename File to write logs to. Default: /var/log/xivo-dird.log.

log_level Logs messages with LOG_LEVEL details. Must be one of: critical, error, warning, info,
debug. Default: info.

pid_filename File used as lock to avoid multiple xivo-dird instances. Default: /var/run/xivo-dird/
xivo-dird.pid.

source_config_dir The directory from which sources configuration are read. See Sources Configuration. Default:
/etc/xivo-dird/sources.d.

user The owner of the process. Default: www-data.

enabled_plugins section

This sections controls which plugins are to be loaded at xivo-dird startup. All plugin types must have at least
one plugin enabled, or xivo-dird will not start. For back-end plugins, sources using a back-end plugin that is not
enabled will be ignored.

views section

displays A dictionary describing the content of each display. The key is the display’s name, and the value are the
display’s content.

The display content is a list of fields. Each field is a dictionary with the following keys:
« title: The label of the field
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e default: The default value of the field

e type: An arbitrary identifier of the field. May be used by consumers to identify the field without
matching the label. For meaningful values inside XiVO, see Integration of XiVO dird with the rest of
XivVo.

* field: the key of the data from the source that will be used for this field.
The display may be used by a plugin view to configure which fields are to be presented to the consumer.

displays_phone A dictionary describing the content of phone-related displays. Like displays, the key is the
display’s name and the value is the display’s content. These displays are used by phone-related view plugins,
like the cisco_view plugin.

The display content contains 2 keys, name and number.

The value of the name key is a list of source result fields. For a given source result, the first field that will
return a non-empty value will be used as the display name on the phone. For example, if name is configured
with ["display_name", "name"] and you have a source result with fields {"display_name":
"", "name": "Bob"}, then “Bob” will be displayed on the phone.

The value of the number key is a list of number item. Each item is composed of a dictionary containing at
least a field key, and optionally a name_format key. For example, if you have the following number

configuration:
name:
- display_name
number:
field:
— phone
field:
— phone_mobile
name_format: " (Mobile)"
and you have a source result {"display_name": "Bob", "phone": "101",
"phone_mobile": "102"}, then 2 results will be displayed on your phone:

1. “Bob”, with number “101”
2. “Bob (Mobile)”, with number “102”

The name_ format value is a python format string. There’s two substitution variables available, { name }
and {number}.

profile_to_display A dictionary associating a profile to a display. It allows xivo-dird to use the right display when
a consumer makes a query with a profile. The key is the profile name and the value is the display name.

profile_to_display_phone: A dictionary associating a profile to a phone display. This is similar to
profile_to_display, but only used by phone-related view plugins.

services section

This section is a dictionary whose keys are the service plugin name and values are the configuration of that service.
Hence the content of the value is dependent of the service plugin. See the documentation of the service plugin
(Stock Plugins Documentation).

sources section

This section is a dictionary whose keys are the source name and values are the configuration for that source. See
the Sources Configuration section for more details about source configuration.
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Sources Configuration

There are two ways to configure sources:
* in the sources section of the main configuration
* in files of a directory, one file for each source:
Default directory location /etc/xivo-dird/sources.d

Files format: YAML

File names are ignored

Each file listed in this directory will be read and used to create a data source for xivo-dird.

Here is an example of a CSV source configuration in its own file:

type: csv
name: my_contacts_in_a_csv_file
file: /usr/local/share/my_contacts.csv
unique_column: id
searched columns:
- fn
- 1n
format columns:
name: "{fn} {In}"
number: "{num}"

This is strictly equivalent in the main configuration file:

sources:
my_contacts_in_a csv_file:

type: csv
name: my_contacts_in_a_csv_file
file: /usr/local/share/my_contacts.csv
unique_column: id
searched_columns:

- fn

- 1n
source_to_display columns:

In: lastname

fn: firstname

num: number

type the type of the source. It must be the same than the name of one of the enabled back-end plugins.

name is the name of this given configuration. The name is used to associate the source to profiles. The value is
arbitrary, but it must be unique across all sources.

Warning: Changing the name of the source will make all favorites in that source disappear. There is currently
no tool to help you migrate favorites between source names, so choose your source names carefully.

The other options are dependent on the source type (the back-end used). See the documentation of the back-end
plugin (Stock Plugins Documentation). However, the following keys should be present in all source configurations:

first_matched_columns (optional) the columns used for the reverse lookup. Any column having the search term
will be a reverse lookup result.

format_columns (optional) a mapping between result fields and a format string. The new key will be added to
the result, if this name already exists in the result, it will be replaced with the new value. The syntax is a
python format string. See https://docs.python.org/2/library/string.html#formatspec for a complete reference.
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searched_columns (optional) the columns used for the lookup. Any column containing the search term substring
will be a lookup result.

unique_column (optional) This column is what makes an entry unique in this source. The unique_column
is used to build the uid that is passed to the list method to fetch a list of results by unique ids. This is
necessary for listing and identifying favorites.

XiVO dird developer’s guide

| CLI args I
-
main ‘(——— Config file

Back-end ﬂ
instanciate
__w| Back-end ﬂ
Ll
Source

config load Service
Controller mF::gger }<
Service

load

View

initialize

add_route

Fig. 14: xivo-dird startup flow

The XiVO dird architecture uses plugins as extension points for most of its job. It uses stevedore to do the plugin
instantiation and discovery and ABC classes to define the required interface.

Plugins in xivo-dird use setuptools’ entry points. That means that installing a new plugin to xivo-dird requires an
entry point in the plugin’s setup.py. Each entry point’s namespace is documented in the appropriate documentation
section. These entry points allow xivo-dird to be able to discover and load extensions packaged with xivo-dird or
installed separately.

Each kind of plugin does a specific job. There are three kinds of plugins in dird.
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Fig. 15: xivo-dird HTTP query

Query real source

Store contacts

All plugins are instantiated by the core. The core then keeps a catalogue of loaded extensions that can be supplied

to other extensions.

The following setup.py shows an example of a python library that add a plugin of each kind to xivo-dird:

#!/usr/bin/env python

# —*— coding: utf-8 —#-—

from setuptools import setup
from setuptools import find_packages

setup (

(continues on next page)
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(continued from previous page)

name='XivVO dird plugin sample’,
version='0.0.1",

description='An example program',
packages=find_packages (),

entry_points={
'xivo_dird.services': [
'my_service = dummy:DummyServicePlugin',
JV
'xivo_dird.backends': [
'my_backend = dummy:DummyBackend',
JV
'xivo_dird.views': [
'my_view = dummy:DummyView',

i

Back-End

Back-ends are used to query directories. Each back-end implements a way to query a given directory. Each
instance of a given back-end is called a source. Sources are used by the services to get results from each configured
directory.

Given one LDAP back-end, I can configure a source from the LDAP at alpha.example.com and another source
from the other LDAP at beta.example.com. Both of these sources use the LDAP back-end.

Implementation details

e Namespace: xivo_dird.backends
» Abstract source plugin: BaseSourcePlugin

¢ Methods:

name: the name of the source, typically retrieved from the configuration injected to 1oad ()

load (args): set up resources used by the plugin, depending on the config. args is a dictionary
containing:

* key config: the source configuration for this instance of the back-end

% key main_config: the whole configuration of xivo-dird

unload () : free resources used by the plugin.

search (term, args): The search method returns a list of dictionary.

+ Empty values should be None, instead of empty string.
#* args is a dictionary containing:
- key token_infos: data associated to the authentication token (see xivo-auth)
— first_match(term, args): The first_match method returns a dictionary.
+ Empty values should be None, instead of empty string.
* args is a dictionary containing:

- key token_infos: data associated to the authentication token (see xivo-auth)
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— list (uids, args): The list method returns a list of dictionary from a list of uids. Each uid is a
string identifying a contact within the source.

* args is a dictionary containing:
- key token_infos: data associated to the authentication token (see xivo-auth)

See Sources Configuration. The implementation of the back-end should take these values into account and return
results accordingly.

Example

The following example add a backend that will return random names and number.

dummy . py:

# —#+— coding: utf-8 —#-—

import logging

logger = logging.getLogger (_ name_ )
class DummyBackendPlugin (object) :

def name (self):
return 'my_local_dummy'

def load(self, args):
logger.info ('dummy backend loaded')

def unload(self):
logger.info ('dummy backend unloaded')

def search(self, term, args):
nb_results = random.randint (1, 20)
return _random_list (nb_results)

def list(self, unique_ids):
return _random_list (len(unique_ids))

def _random_list (self, nb_results):
columns = ['Firstname', 'Lastname', 'Number']
return [_random_entry(columns) for _ in xrange (nb_results) ]

def _random_entry(self, columns):
random_stuff = [_random_string() for _ in xrange(len(columns)) ]
return dict (zip (columns, random_stuff))

def _random_string(self):
return ''.Jjoin(random.choice (string.lowercase) for _ in xrange(5))

Service

Service plugins add new functionality to the dird server. These functionalities are available to views. When loaded,
a service plugin receives its configuration and a dictionary of available sources.

Some service examples that come to mind include:
* A lookup service to search through all configured sources.

* A reverse lookup service to search through all configured sources and return a specific field of the first
matching result.
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Implementation details

* Namespace: xivo_dird.services
* Abstract service plugin: BaseServicePlugin

¢ Methods:

— load (args): set up resources used by the plugin, depending on the config. args is a dictionary

containing:
* key config: the whole configuration file in dict form
* key sources: adictionary of source names to sources
load must return the service object, which is any kind of python object.

— unload (): free resources used by the plugin.

Example

The following example adds a service that will return an empty list when used.

dummy . py:

# —%— coding: utf-8 —#*-—

import logging

from xivo _dird import BaseServicePlugin
logger = logging.getLogger (_ name )

class DummyServicePlugin (BaseServicePlugin):
mrmmn
This plugin is responsible fow instantiating and returning the
DummyService. It manages its life time and should take care of
its cleanup if necessary

mmn

def load(self, args):
mmomn
Ignores all provided arguments and instantiate a DummyService that
is returned to the core
mmn
logger.info ('dummy loaded")
self._service = DummyService ()
return self._service

def unload(self):
logger.info ('dummy unloaded')

class DummyService (object) :

mmn

A very dumb service that will return an empty list every time it is used

mmn

def list (self):

mmn

This function must be called explicitly from the view, ‘list’ 1is not a

special method name for xivo-dird

mnn

return []

4.1. XiVO Administration

137



https://gitlab.com/xivo.solutions/xivo-dird/blob/master/xivo_dird/plugins/base_plugins.py

XiVO Solutions Documentation

View

View plugins add new routes to the HTTP application in xivo-dird, in particular the REST API of xivo-dird: they
define the URLs to which xivo-dird will respond and the formatting of data received and sent through those URLs.

For example, we can define a REST API formatted in JSON with one view and the same API formatted in XML
with another view. Supporting the directory function of a phone is generally a matter of adding a new view for the

format that the phone consumes.

Implementation details

* Namespace: xivo_dird.views
* Abstract view plugin: BaseViewPlugin

¢ Methods:

— load (args): setup resources used by the plugin, depending on the config. Typically, register routes
on Flask. Those routes would typically call a service. args is a dictionary containing:

# key config: the section of the configuration file for all views in dict form

* key services: adictionary of services, indexed by name, which may be called from a route

* key http_app: the Flask application instance
# key rest_api: a Flask-RestFul Api instance

— unload () : free resources used by the plugin.

Example

The following example adds a simple view: GET /0.l1/directories/ping answers {"message":

"pong" }‘
dummy . py:

# —#+— coding: utf-8 —#-—
import logging
from flask restful import Resource

logger = logging.getLogger ( name )

class PingViewPlugin (object) :
name = 'ping'

def _ init__ (self):
logger.debug ('dummy view created')

def load(self, args):
logger.debug ('dummy view args: ', args)

args|['rest_api'].add_resource (PingView, '/0.l/directories/ping')

def unload(self):
logger.debug ('dummy view unloaded')

(continues on next page)
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(continued from previous page)

class PingView (Resource) :

mmn

Simple API using Flask-Restful: GET /0.l1/directories/ping answers "pong"

mmn

def get (self):
return {'message': 'pong'}

Stock Plugins Documentation
View Plugins
default_json

View name: default_json

Purpose: present directory entries in JSON format.

headers

View name: headers

Purpose: List headers that will be available in results from default_json view.

personal_view

View name: personal_view

Purpose: Expose REST API to manage personal contacts (create, delete, list).

phonebook_view

View name: phonebook_view

Purpose: Expose REST API to manage xivo-dird’s internal phonebooks.

aastra_view

View name: aastra_view

Purpose: Expose REST API to search in configured directories for Aastra phone.

cisco_view

View name: cisco_view

Purpose:  Expose REST API to search in configured directories for Cisco phone (see CiscolP-
Phone_XML_Objects).
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polycom_view

View name: polycom_view

Purpose: Expose REST API to search in configured directories for Polycom phone.

shom_view

View name: snom_view

Purpose: Expose REST API to search in configured directories for Snom phone.

thomson_view

View name: thomson_view

Purpose: Expose REST API to search in configured directories for Thomson phone.

yealink_view

View name: yealink_view

Purpose: Expose REST API to search in configured directories for Yealink phone.

Service Plugins
lookup

Service name: lookup

Purpose: Search through multiple data sources, looking for entries matching a word.

Configuration

Example (excerpt from the main configuration file):

services:
lookup:
default:
sources:
- my_csv
timeout: 0.5

The configuration is a dictionary whose keys are profile names and values are configuration specific to that profile.
For each profile, the configuration keys are:
sources The list of source names that are to be used for the lookup

timeout The maximum waiting time for an answer from any source. Results from sources that take longer to
answer are ignored. Default: no timeout.

favorites

Service name: favorites

Purpose: Mark/unmark contacts as favorites and get the list of all favorites.
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personal

Service name: personal

Purpose: Add, delete, list personal contacts of users.

phonebook

Service name: phonebook

Purpose: Add, delete, list phonebooks and phonebook contacts.

Configuration

Example (excerpt from the main configuration file):

services:
favorites:
default:
sources:
- my_csv

timeout: 0.5

The configuration is a dictionary whose keys are profile names and values are configuration specific to that profile.
For each profile, the configuration keys are:
sources The list of source names that are to be used for the lookup

timeout The maximum waiting time for an answer from any source. Results from sources that take longer to
answer are ignored. Default: no timeout.

reverse

Service name: reverse

Purpose: Search through multiple data sources, looking for the first entry matching an extension.

Configuration

Example:

services:
reverse:
default:
sources:
- my_csv
timeout: 1

The configuration is a dictionary whose keys are profile names and values are configuration specific to that profile.
For each profile, the configuration keys are:
sources The list of source names that are to be used for the reverse lookup

timeout The maximum waiting time for an answer from any source. Results from sources that take longer to
answer are ignored. Default: 1.
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Back-end Configuration

This sections completes the Sources Configuration section.

CSsv

Back-end name: csv
Purpose: read directory entries from a CSV file.
Limitations:

¢ the CSV delimiter is not configurable (currently: , (comma)).

Configuration

Example (a file inside source_config_dir):

type: csv
name: my_cCSV
file: /var/tmp/test.csv
unique_column: id
searched_columns:
- fn
- 1n
first_matched_columns:
- num
format_columns:
lastname: "{1n}"
firstname: "{fn}"
number: "{num}"

With the CSV file:

id, fn, 1n, num
1,Alice,Abrams, 55553783147
2,Bob,Benito, 5551354958
3,Charles,Curie, 5553132479

file the absolute path to the CSV file

CSV web service

Back-end name: csv_ws
Purpose: search using a web service that returns CSV formatted results.

Given the following configuration, xivo-dird would call “https://example.com:8000/ws-phonebook?firstname=
alice&lastname=alice” for a lookup for the term “alice”.

Configuration

Example (a file inside source_config_dir):

type: csv_ws

name: a_csv_web_service

lookup_url: "https://example.com:8000/ws—phonebook"
list_url: "https://example.com:8000/ws—phonebook"

(continues on next page)

142 Chapter 4. Administrator’s Guide



https://example.com:8000/ws-phonebook?firstname=alice&lastname=alice
https://example.com:8000/ws-phonebook?firstname=alice&lastname=alice

XiVO Solutions Documentation

(continued from previous page)

verify certificate: False
searched_columns:
- firstname
- lastname
first_matched_columns:
- exten
delimiter: ", "
timeout: 16
unique_column: id
format_columns:
number: "{exten}"

lookup_url the URL used for directory searches.
list_url (optional) the URL used to list all available entries. This URL is used to retrieve favorites.

verify_certificate (optional) whether the SSL cert will be verified. A CA_BUNDLE path can also be provided.
Defaults to True.

delimiter (optional) the field delimiter in the CSV result. Default:

timeout (optional) the number of seconds before the lookup on the web service is aborted. Default: 10.

dird_phonebook

back-end name: dird_phonebook

Purpose: search the xivo-dird’s internal phonebooks

Configuration:

type: dird_phonebook
name: phonebook
db_uri: 'postgresgl://asterisk:proformatique@localhost/asterisk’
tenant: default
phonebook_id: 42
phonebook_name: main
first _matched columns:

- number
searched_columns:

- firstname

- lastname
format_columns:

name: "{firstname} {lastname}"

db_uri the URI of the DB used by xivo-dird to store the phonebook.
tenant the tenant of the phonebook to query.
phonebook_name the name of the phonebook used by this source.

phonebook_id (deprecated, use phonebook_name) the id of the phonebook used by this source.

Idap

Back-end name: 1dap

Purpose: search directory entries from an LDAP server.
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Configuration

Example (a file inside source_config_dir):

type: ldap

name: my_ldap

ldap_uri: ldap://example.org
ldap_base_dn: ou=people, dc=example, dc=org
ldap_username: cn=admin, dc=example, dc=org
ldap_password: foobar

ldap_custom_filter: (l=québec)
unique_column: entryUUID
searched_columns:

- cn
first matched columns:

- telephoneNumber
format_columns:

firstname: "{givenName}"

lastname: "{sn}"

number: "{telephoneNumber}"

Idap_uri the URI of the LDAP server. Can only contains the scheme, host and port part of an LDAP URL.
Idap_base_dn the DN of the entry at which to start the search
ldap_username (optional) the user’s DN to use when performing a “simple” bind.

Default to an empty string.

When both ldap_username and 1dap_password are empty, an anonymous bind is performed.
Idap_password (optional) the password to use when performing a “simple” bind.

Default to an empty string.

ldap_custom_filter (optional) the custom filter is used to add more criteria to the filter generated by the back
end.

Example:

 ldap_custom_Afilter: (I=québec)

e searched_columns: [cn,st]
will result in the following filter being used for searches. (& (1=québec) (| (cn=+%Q+*) (st=+%Qx)))
If only the custom filter is to be used, leave the searched_columns field empty.

This must be a valid LDAP filter, where the string $Q will be replaced by the (escaped) search term when
performing a search.

Example: (& (0=ACME) (cn=x%Qx))

ldap_network_timeout (optional) the maximum time, in second, that an LDAP network operation can take. If
it takes more time than that, no result is returned.

Defaults to 0.3.
ldap_timeout (optional) the maximum time, in second, that an LDAP operation can take.
Defaults to 1.0.

unique_column (optional) the column that contains a unique identifier of the entry. This is necessary for listing
and identifying favorites.

For OpenLDAP, you should set this option to “entryUUID”.

For Active Directory, you should set this option to “objectGUID” and also set the “unique_column_format”
option to “binary_uuid”.
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unique_column_format (optional) the unique column’s type returned by the queried LDAP server. Valid values
are “string” or “binary_uuid”.

Defaults to “string”.

phonebook

Back-end name: phonebook

Purpose: search directory entries from a XiVO phone book.

Configuration

Example (a file inside source_config_dir):

type: phonebook
name: my_phonebook
phonebook_url: https://example.org/service/ipbx/json.php/restricted/pbx_services/
—phonebook
phonebook_username: admin
phonebook_password: foobar
first_matched columns:
— phonebooknumber.office.number
— phonebooknumber.mobile.number
format_columns:

firstname: "{phonebook.firstname}"
lastname: "{phonebook.lastname}"
number: " {phonebooknumber.office.number}"

phonebook_url (optional) the phonebook’s URL.

Default to http://localhost/service/ipbx/Jjson.php/private/pbx_services/
phonebook.

The URL to use differs depending on if you are accessing the phone book locally or remotely:

¢ Local: http://localhost/service/ipbx/json.php/private/pbx_services/
phonebook

¢ Remote: https://example.org/service/ipbx/json.php/restricted/
pbx_services/phonebook

phonebook_username (optional) the username to use in HTTP requests.

No HTTP authentication is tried when phonebook_username or phonebook_password are empty.
phonebook_password (optional) the password to use in HTTP requests.
phonebook_timeout (optional) the HTTP request timeout, in seconds.

Defaults to 1.0.

To be able to access the phone book of a remote XiVO, you must create a web services access user (Configuration
-> Web Services Access) on the remote XiVO.

personal

Back-end name: personal
Purpose: search directory entries among users’ personal contacts

You should only have one source of type personal, because only one will be used to list personal contacts. The
personal backend needs a working Consul installation. This backend works with the personal service, which
allows users to add personal contacts.

4.1. XiVO Administration 145




XiVO Solutions Documentation

The complete list of fields is in Personal contacts.

Configuration

Example (a file inside source_config_dir):

type: personal
name: personal
first_matched columns:

— number

format_columns:
firstname: "{firstname}"
lastname: "{lastname}"
number: " {number}"

unique_column is not configurable, its value is always id.

Xivo

Back-end name: xivo

Purpose: add users from a XiVO (may be remote) as directory entries

Configuration

Example (a file inside source_config_dir):

type: xivo
name: my_xivo
confd_config:
https: True
host: xivo.example.com
port: 9486
version: 1.1
username: admin
password: password
timeout: 3
unique_column: id
first matched columns:
— exten
searched_columns:
- firstname
— lastname
format_columns:
number: "{exten}"
mobile: "{mobile_phone_number}"

confd_config:host the hostname of the XiVO (more precisely, of the xivo-confd service)
confd_config:port the port of the xivo-confd service (usually 9486)

confd_config:version the version of the xivo-confd API (should be 1.1)

Integration of XiVO dird with the rest of XiVO

Configuration values

146 Chapter 4. Administrator’s Guide




XiVO Solutions Documentation

Views

In the directory displays (also in the main configuration file of xivo-dird, in the views section), the following
keys are interpreted and displayed in xlet people of the XiVO Client:

title The title will be shown as a header for the column

type

* agent: the field value will be ignored and replaced by an icon showing the status of the agent assigned
to the contact (e.g. green icon for logged agent, red icon for unlogged agent, ...)

e callable: adropdown action on the number field will be added to call the field value.
* email: adropdown action on the number field will be added to send an email to the field value.

e favorite: the boolean field value will be replaced by an icon showing if the status is favorite (yellow
star filled) or not (yellow star empty).

* name: a decoration will be added to the field value (typically a color dot) showing the presence status
of the contact (e.g. Disconnected, Available, Away, ...)

* number: only one number type can be defined per profile. The field value will be:

— added a decoration (typically a color dot) showing the status of the phone of the contact (e.g.
Offline, Ringing, Talking, ...)

— replaced with a button to call the contact with your phone when using the mouse
e personal: the boolean field value will be used to show a deletion action for the contact

e voicemail: the voicemail number of the contact

Personal contacts

Here are the list of available attributes of a personal contact:
e id
* company
* email
e fax
e firstname
* lastname
* mobile
* number

To be able to edit and delete personal contacts, you need a column of type personal in your display.

Adding the personal column to your display

In the web interface under Services — CTI Server — Directories — Display filters.
1. Edit the filter on which you which to enable favorites.

2. Add a column with the type personal and display format personal.
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Favorites

Enabling favorites in the XiVO client.
* Add a unique_column to your sources.

* Add a favorite column to your display

Adding a unique_column to your sources

The web interface does not allow the administrator to specify the unique_column and unique_column_format. To
add these configuration options, add a file to /etc/xivo-dird/sources.d containing the same name than the directory
definition and all missing fields.

Example:

Given an /dap directory source using Active Directory named myactivedirectory:

CTI Server

> Update directories
General settings

Name: myactivedirectory

Status URI:

Idapfilter://ad-show-room v
Delimiter:

. Direct match: cntelephoneMumber
Directories

Match reverse directories:

Mapped fields
Sheets Fieldname Value +

lastname tsn} x
mobilephonenumber {mabile} x
phane {telephoneNumber}
mail {mailp x
company {company}
firstname {giveniame} x
directory ActiveDirectocy

nom {givenName} {sn} €3

Description

ActiveDirectocy

You need to restart the Dird server to apply changes

Add afile /etc/xivo-dird/sources.d/myactivedirectory.yml with the following content to en-
able favorites on this source.

name: myactivedirectory # the same name than the directory definition
unique_column: objectGUID
unique_column_format: binary_uuid

Adding the favorite column to your display

In the web interface under Services — CTI Server — Directories — Display filters.
1. Edit the filter on which you which to enable favorites.

2. Add a column with the type favorite and display format favorite.

Customizing sources

Some configuration options are not available in the web interface. To add configuration to a source that is config-
ured in the web interface, create a file in /etc/xivo-dird/sources.d/ with the key name matching your web interface
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configuration and add all missing fields.
Example:

adding a timeout configuration to a CSV web service source

name: my_csv_web_service
timeout: 16

Launching xivo-dird

usage: xivo-dird [-h] [-c CONFIG_FILE] [-d] [-f] [-1 LOG_LEVEL] [-u USER]

optional arguments:
-h, —--help show this help message and exit
—c CONFIG_FILE, —--config-file CONFIG_FILE
The path where is the config file. Default: /etc/xivo-dird/
—config.yml

-d, ——debug Log debug messages. Overrides log_level. Default:
False
-f, ——foreground Foreground, don't daemonize. Default: False

-1 LOG_LEVEL, —--log-level LOG_LEVEL
Logs messages with LOG_LEVEL details. Must be one of:
critical, error, warning, info, debug. Default: info
—-u USER, —-user USER The owner of the process.

Terminology
Back-end

A back-end is a connector to query a specific type of directory, e.g. one back-end to query LDAP servers, another
back-end to query CSV files, etc.

Source

A source is an instance of a back-end. One backend may be used multiples times to query multiple directories of
the same type. For example, I could have the customer-csv and the employee-csv sources, each using the CSV
back-end, but reading a different file.

Plugins

A plugin is an extension point in xivo-dird. It is a way to add or modify the functionality of xivo-dird. There are
currently three types of plugins:
* Back-ends to query different types of directories (LDAP, CSV, etc.)

* Services to provide different directory actions (lookup, reverse lookup, etc.)

* Views to expose directory results in different formats (JSON, XML, etc.)

API

See http://MY_XIVO/api, section XiVO Dird.
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XiVO dird phoned

xivo-dird-phoned is an interface to use directory service with phone. It offers a simple REST interface to authen-
ticate a phone and search result from XiVO dird.

Usage

xivo-dird-phoned is used through HTTP requests, using HTTP and HTTPS. Its default port is 9498 and 9499. As
a user, the common operation is to search through directory from a phone. The phone need to send 2 informations:

* xivo_user_uuid: The XiVO user uuid that the phone is associated. It’s used to search through personal
contacts (see personal).

* profile: The profile that the user is associated. It’s used to format results as configured.

Note: Since most phones dont’t support HTTPS, a small protection is to configure authorized_subnets in Config-
uration Files or in Services — General settings — Phonebook — Hosts

Launching xivo-dird-phoned

On command line, type xivo-dird-phoned -h to see how to use it.

Purge Logs

Keeping records of personal communications for long periods may be subject to local legislation, to avoid personal
data retention. Also, keeping too many records may become resource intensive for the server. To ease the removal
of such records, xivo-purge-db is a process that removes old log entries from the database. This allows
keeping records for a maximum period and deleting older ones.

By default, xivo-purge-db removes all logs older than a year (365 days). xivo-purge-db is run nightly.

Note: Please check the laws applicable to your country and modify days_to_keep (see below) in the config-
uration file accordingly.

Tables Purged

The following features are impacted by xivo-purge-db:
e Call Logs
» Switchboard Statistics
More technically, the tables purged by xivo-purge-db are:
e call_log
e cel
* queue_log
* stat_agent_periodic
e stat_call_on_queue
* stat_qgueue_periodic

* stat_switchboard_queue
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Configuration File

We recommend to override the setting days_to_keep from /etc/xivo-purge—-db/config.yml in a
new file in /etc/xivo-purge-db/conf.d/.

Warning: Setting days_to_keep to 0 will NOT disable xivo-purge-db, and will remove ALL logs
from your system.

See Configuration priority and /etc/xivo-purge—-db/config.yml for more details.

Manual Purge

It is possible to purge logs manually. To do so, log on to the target XiVO server and run:

’xivofpurgefdb

You can specify the number of days of logs to keep. For example, to purge entries older than 365 days:

’xivofpurgefdb -d 365

Usage of xivo-purge-db:

usage: xivo-purge-db [-h] [-d DAYS_TO_KEEP]

optional arguments:
-h, —-help show this help message and exit
-d DAYS_TO_KEEP, —--days_to_keep DAYS_TO_KEEP
Number of days data will be kept in tables

Maintenance

After an execution of xivo-purge—db, postgresql’s Autovacuum Daemon should perform a VACUUM ANA-
LYZE automatically (after 1 minute). This command marks memory as reusable but does not actually free disk
space, which is fine if your disk is not getting full. In the case when xivo—-purge—db hasn’t run for a long
time (e.g. upgrading to 15.11 or when days_to_keep is decreased), some administrator may want to perform a
VACUUM FULL to recover disk space.

Warning: VACUUM FULL will require a service interruption. This may take several hours depending on
the size of purged database.

You need to:

$ xivo-service stop
$ sudo -u postgres psqgl asterisk -c "VACUUM (FULL)"
$ xivo-service start

Archive Plugins

In the case you want to keep archives of the logs removed by xivo-purge-db, you may install plugins to xivo-
purge-db that will be run before the purge.

XiVO does not provide any archive plugin. You will need to develop plugins for your own need. If you want to
share your plugins, please open a pull request.
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Archive Plugins (for Developers)

Each plugin is a Python callable (function or class constructor), that takes a dictionary of configuration as ar-
gument. The keys of this dictionary are the keys taken from the configuration file. This allows you to add
plugin-specific configuration in /etc/xivo-purge-db/conf.d/.

There is an example plugin in the xivo-purge-db git repo.

Example

Archive name: sample

Purpose: demonstrate how to create your own archive plugin.

Activate Plugin

Each plugin needs to be explicitly enabled in the configuration of xivo-purge-db. Here is an example of file
added in /etc/xivo-purge—-db/conf.d/:

enabled plugins:
archives:
- sample

sample.py

The following example will be save a file in /tmp/xivo_purge_db.sample with the following content:

Save tables before purge. 365 days to keep!

sample_file = '/tmp/xivo_purge_db.sample'

def sample_plugin(config):
with open(sample_file, 'w') as output:
output.write('Save tables before purge. days to keep!'.format (configl
—'days_to_keep']))

Install sample plugin

The following setup . py shows an example of a python library that adds a plugin to xivo-purge-db:

#!/usr/bin/env python
# —x— coding: utf-8 —x-—

from setuptools import setup
from setuptools import find_ packages

setup (
name='xivo-purge-db-sample-plugin',
version='0.0.1",

description='An example program',

packages=find_packages (),

entry_points={
'xivo_purge_db.archives': [

(continues on next page)
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(continued from previous page)

'sample = xivo_purge_db_sample.sample:sample_plugin',

1y

XiVO service

XiVO has many running services. To restart the whole stack, the xivo-service command can be used to make sure
the service is restarted in the right order.

Usage

Show all services status:

’xivofservice status

Stop XiVO services:

’xivofservice stop

Start XiVO services:

’ xivo-service start

Restart XiVO services:

’ xivo-service restart

The commands above will only act upon XiVO services. Appending an argument al1 will also act upon nginx
and postgresqgl. Example:

’xivofservice restart all

UDP port 5060 will be closed while services are restarting.

xivo-upgrade script

Usage

Note:
* You can’t use xivo-upgrade if you have not run the wizard yet
» Upgrading from a version prior to XiVO PBX 1.2 is not supported.

* When upgrading XiVO, you must also upgrade all associated XiVO Clients. There is currently no retro-
compatibility on older XiVO PBX Client versions.

This script will update XiVO PBX and restart all services.
There are 2 options you can pass to xivo-upgrade:

e —d to only download packages without installing them. This will still upgrade the package containing
xivo-upgrade and xivo-service.

» —f to force upgrade, without asking for user confirmation
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xivo-upgrade uses the following environment variables:

e XIVO_CONFD_PORT to set the port used to query the HTTP API of xivo-confd (default is 9486)

Troubleshooting
Postgresql

When upgrading XiVO, if you encounter problems related to the system locale, see PostgreSQOL localization
errors.

xivo-upgrade

If xivo-upgrade fails or aborts in mid-process, the system might end up in a faulty condition. If in doubt, run the
following command to check the current state of xivo’s firewall rules:

iptables -nvL

If, among others, it displays something like the following line (notice the DROP and 5060):

0 0 DROP udp —— * * 0.0.0.0/0 0.0.0.0/0
— udp dpt:5060

Then your XiVO will not be able to register any SIP phones. In this case, you must delete the DROP rules with
the following command:

iptables -D INPUT -p udp —-dport 5060 —-7j DROP

Repeat this command until no more unwanted rules are left.

XiVO sysconfd
xivo-sysconfd is the system configuration server for XiVO. It does quite a few different things; here’s a non
exhaustive list:

* configuring network (interfaces, hostname, DNS)

* configuring high availability

* staring/stopping/restarting services

* reloading asterisk configuration

* sending some events to components (xivo-agentd, xivo-agid and xivo-ctid)

Configuration File

Default location: /etc/xivo/sysconfd.conf. Format: INI.
The default location may be overwritten by the command line options.

Here’s an example of the configuration file:

[general]

xivo_config_path = /etc/xivo

templates_path = /usr/share/xivo-sysconfd/templates
custom_templates_path = /etc/xivo/sysconfd/custom-templates
backup_path = /var/backups/xivo-sysconfd

(continues on next page)
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(continued from previous page)

[resolvconf]

hostname_file = /etc/hostname

hostname_update_cmd = /etc/init.d/hostname.sh start
hosts_file = /etc/hosts

resolvconf_file = /etc/resolv.conf

[network]

interfaces_file = /etc/network/interfaces

[wizard]

templates_path = /usr/share/xivo-config/templates
custom_templates_path = /etc/xivo/custom-templates

[commonconf]

commonconf_file = /etc/xivo/common.conf
commonconf_generate_cmd = /usr/sbin/xivo-create-config
commonconf_update_cmd = /usr/sbin/xivo-update-config
commonconf_monit = /usr/sbin/xivo-monitoring-update
[openssl]

certsdir = /var/lib/xivo/certificates

[monit]

monit_checks_dir = /usr/share/xivo-monitoring/checks
monit_conf_dir = /etc/monit/conf.d

[request_handlers]

synchronous = false
[bus]
username = guest

password = guest

host = localhost

port = 5672
exchange_name = xivo
exchange_type = topic
exchange_durable = true

request_handlers section

synchronous If this option is true, when xivo-sysconfd receives a request to reload the dialplan for example, it
will wait for the dialplan reload to complete before replying to the request.

When this option is false, xivo-sysconfd reply to the request immediately.

By default, this option is set to false to speed up some operations (for example, editing a user from the web
interface or from xivo-confd), but this means that there will be a small delay (up to a few seconds in the
worst case) between the time you create your user and the time you can dial successfully its extension.

4.1.2 High Availability (HA)

The HA (High Availability) solution in XiVO makes it possible to maintain basic telephony function whether your
main XiVO server is running or not. When running a XiVO HA cluster, users are guaranteed to never experience
a downtime of more than 5 minutes of their basic telephony service.

The HA solution in XiVO is based on a 2-nodes “master and slave” architecture. In the normal situation, both
the master and slave nodes are running in parallel, the slave acting as a “hot standby”, and all the telephony
services are provided by the master node. If the master fails or must be shutdown for maintenance, then the
telephony devices automatically communicate with the slave node instead of the master one. Once the master
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is up again, the telephony devices failback to the master node. Both the failover and the failback operation are
done automatically, i.e. without any user intervention, although an administrator might want to run some manual
operations after failback as to, for example, make sure any voicemail messages that were left on the slave are
copied back to the master.

Prerequisites
The HA in XiVO only works with telephony devices (i.e. phones) that support the notion of a primary and backup
telephony server.

* Phones must be able to reach the master and the slave

* Master and Slave nodes must be in the same subnet

* If firewalling, the master must be allowed to join the slave on ports 22 and 5432

« If firewalling, the slave must be allowed to join the master with an ICMP ping

* Trunk registration timeout (expi ry) should be less than 300 seconds (5 minutes)

* The slave must have no provisioning plugins installed.

The HA solution is guaranteed to work correctly with the following devices.

Quick Summary

* You need two configured XiVO (wizard passed)

* Configure one XiVO as a master -> setup the slave address (VoIP interface)

¢ Restart services (xivo-service restart) on master

 Configure the other XiVO as a slave -> setup the master address (VoIP interface)

* Configure file synchronization by runnning the script xivo-sync -i on the master

* Start configuration synchronization by running the script xivo-master-slave-db-replication
<slave_ip> on the master

* Resynchronize all your devices
* Configure the XiVO Clients

That’s it, you now have a HA configuration, and every hour all the configuration done on the master will be
reported to the slave.

Configuration Details

First thing to do is to install 2 XiVO.

Important: When you upgrade a node of your cluster, you must also upgrade the other so that they both are
running the same version of XiVO. Otherwise, the replication might not work properly.

You must configure the HA in the Web interface (Configuration — Management — High Availability page).
You can configure the master and slave in whatever order you want.

You must also run xivo-sync -—i on the master to setup file synchronization. Running xivo-sync -1 will
create a passwordless SSH key on the master, stored under the /root/.ssh directory, and will add it to the
/root/.ssh/authorized_keys file on the slave.
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Note: If you want to try the ssh logging as advised by the ssh-copy-id script, you must select the new key to be
used by ssh: ssh -1 /root/.ssh/xivo_id_rsa root@<slave_ip>

The following directories will then be rsync’ed every hour:
¢ /etc/asterisk/extensions_extra.d
* /etc/xivo/asterisk
e /var/lib/asterisk/agi-bin

¢ /var/lib/asterisk/moh

/var/lib/xivo/certificates

/var/lib/xivo/sounds/acd

/var/lib/xivo/sounds/playback

Warning: When the HA is configured, some changes will be automatically made to the configuration of
XiVO.

SIP expiry value on master and slave will be automatically updated:
* min: 3 minutes
* max: 5 minutes
¢ default: 4 minutes

The provisioning server configuration will be automatically updated in order to allow phones to switch from XiVO
power failure.

Warning: Do not change these values when the HA is configured, as this may cause problems. These values
will be reset to blank when the HA is disabled.

Important: For the telephony devices to take the new proxy/registrar settings into account, you must resynchro-
nize the devices or restart them manually.

Disable node

Default status of HIGH AVAILABILITY (HA) is disabled:

Warning: You should not disable an HA node in production as it will break the configuration and restart
some services.

Important: You have to restart services (Xivo-service restart) once the master node is disabled.

Master node

In choosing the method Master you must enter the IP address of the VoIP interface of the slave node.
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SIP Protocol properties

General MNetwork Security Signaling T38 Jitter Buffer Default Real time
Minimum time of the round trip (RTT) messages: 500 milliseconds ¥ | @
T1 timer: 500 milliseconds ¥ | @
Configuration timer: 32000 milliseconds ¥ @
Relax DTMF: [ @
Compensating for RFC 2833 DTMF from another IP Ue
PBX:
Compact headers: Ue
RTP timeout: Disabled ¥ | @
RTP hold timeout: Disabled 7| @
RTP keepalive: Disabled ¥ | @
Enable RTP Direct: ¥ @
MIME type notification: application/simple-message-summary e
DNS request: 0Ue
Conform to standargs; e
Minimum expiry: 1 minute e
Maximum expiry: 1 hour v
efault expiry time: 2 hours e
MWI ex piry: 2 hours v
Registering timeout: 20 seconds v e
Fig. 16: Services — IPBX — General Settings — SIP Protocol
Configuration +
Management
Users Template site = Edit | Unique name: 'default’
Entities
General . i
Directories Display name: local
Web Services Access .
Certificates Rengtrar
High Availability
LDAFP Servers Main: 1049752
Metwork Secondary: 182.168.1.1 ‘___._._-—-—-—-"
Interfaces
Resolver
Mail Proxy
DHCP
Main: 109752 /
Support §
XiVO Secondary: 192.168.1.1
Aleris
Provisioning
General
Template line

Fig. 17: Configuration — Provisioning — Template Line — Edit default

Inter

158
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Configuration

Management

Users

Entities

General

Directories

Web Services Access
Certificates

High Availability

High Availability

Ty pe of this node:

SAVE

Fig. 18: HA Dashboard Disabled (default state)

Disabled

v

Configuration

Management

Users

Entities

General

Directories

Web Services Access
Certificates

High Availability
LDAP Servers

Network

High Availability

Type of this node:

Slave

Remote address:

SAVE

Fig. 19: HA Dashboard Master

Master v

192.168.1.2

Important: You have to restart all services (xivo-service restart) once the master node is configured.

Slave node

In choosing the method S1ave you must enter the IP address of the VoIP interface of the master node.

Configuration

Management

Users

Entities

General

Directories

Web Services Access
Certificates

High Availability
LDAP Servers

Network

Replication Configuration

High Availability

Ty pe of this node:

Master

Remote address:

SAVE

Fig. 20: HA Dashboard Slave

Slave r

192.168.1.1

Once master slave configuration is completed, XiVO configuration is replicated from the master node to the slave

every hour (:00).
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Replication can be started manually by running the replication scripts on the master:

xivo-master-slave-db-replication <slave_ip>
xivo-sync

The replication does not copy the full XiVO configuration of the master. Notably, these are excluded:

¢ All the network configuration except DHCP configuration (i.e. everything under the Configuration —
Network — {Interfaces, Resolver, Mail} sections)

All the support configuration (i.e. everything under the Configuration — Support section)
e Call logs
* Call center statistics
¢ Certificates
* HA settings
* Provisioning configuration
* Voicemail messages
These event data are also excluded:
* Queue logs

* CELs

Interconnection with XiVO CC

Queue logs and CELs are not replicated from the master node to the slave. Instead, both servers have their own
event data. Thanks to it you can install DB Replic on slave and run it in a special HA mode to replicate only queue
logs and CELs to XiVO CC:

» Editthe /etc/docker/xivo/custom.env file on slave:

— Set REPORTING_DB_HOST address

— Set ELASTICSEARCH address

— Set IS_HA_SLAVE=true
 Create log directory /var/log/xivo-db-replication with owner daemon:daemon
* Install the configuration package: apt-get install xivocc-docker—components
* Enable DB Replic: touch /var/lib/xivo/xc_enabled
 Start DB Replic: xivo—-service start

* Refresh monitoring: /usr/sbin/xivo-monitoring-update

XiVO Client

You have to enter the master and slave address in the Connect ion tab of the XiVO Client configuration :
The main server is the master node and the backup server is the slave node.

When connecting the XiVO Client with the main server down, the login screen will hang for 3 seconds before
connecting to the backup server.
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XiVO Client Configuration x

User | Features | Administration | Advanced

Server 192.168.32.177 Port 5003 ol =
Backup server | 192.168.32.193 Port 5003 ol -
Cancel | oK
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Internals

4 scripts are used to manage services and data replication.

* xivo-master-slave-db-replication <slave_ip> isused on the master to replicate the mas-
ter’s data on the slave server. It runs on the master.

e xivo-manage-slave-services {start,stop} is used on the slave to start, stop monit and as-
terisk. The services won’t be restarted after an upgrade or restart.

e xivo-check-master—-status <master_ip> is used to check the status of the master and enable
or disable services accordingly.

* xivo-sync is used to sync directories from master to slave.

Limitations

Architecture:
» Since DHCP parameters are replicated, Master and Slave node MUST be on the same VoIP network.
When the master node is down, some features are not available and some behave a bit differently. This includes:
e Call history / call records are not recorded.
* Voicemail messages saved on the master node are not available.
» Custom voicemail greetings recorded on the master node are not available.
* Phone provisioning is disabled, i.e. a phone will always keep the same configuration, even after restarting
it.
» Phone remote directory is not accessible, because provisioned IP address points to the master.
Note that, on failover and on failback:
* DND, call forwards, call filtering, ..., statuses may be lost if changed recently.

* If you are connected as an agent, then you might need to reconnect as an agent when the master goes down.
Since it’s hard to know when the master goes down, if your CTI client disconnects and you can’t reconnect
it, then it’s a sign the master might be down.

Additionally, only on failback:

* Voicemail messages are not copied from the slave to the master, i.e. if someone left a message on your
voicemail when the master was down, you won’t be able to consult it once the master is up again.

* More generally, custom sounds are not copied back. This includes recordings.
Here’s the list of limitations that are more relevant on an administrator standpoint:

* The master status is up or down, there’s no middle status. This mean that if Asterisk is crashed the XiVO is
still up and the failover will NOT happen.

Berofos Integration

Berofos Integration

XiVO offers the possibility to integrate a berofos failover switch within a HA cluster.

This is useful if you have one or more ISDN lines (i.e. T1/E1 or TO lines) that you want to use whatever the state
of your XiVO HA cluster. To use a berofos within your XiVO HA installation, you need to properly configure
both your berofos and your XiVOs, then the berofos will automatically switch your ISDN lines from your master
node to your slave node if your master goes down, and vice-versa when it comes back up.
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You can also use a Berofos failover switch to secure the ISDN provider lines when installing a XiVO in front of
an existing PBX. The goal of this configuration is to mitigate the consequences of an outage of the XiVO : with
this equipment the ISDN provider links could be switched to the PBX directly if the XiVO goes down.

XiVO does not offer natively the possibility to configure Berofos in this failover mode. The Berofos Integration
with PBX section describes a workaround.

Installation and Configuration
Master Configuration

There is nothing to be done on the master node.

Slave Configuration

First, install the bntools package:

apt—-get install bntools

This will make the bnfos command available.

You can then connect your berofos to your network and power it on. By default, the berofos will try to get an
IP address via DHCP. If it is not able to get such address from a DHCP server, it will take the 192.168.0.2/24 1P
address.

Note: The DHCP server on XiVO does not offer IP addresses to berofos devices by default.

Next step is to create the /etc/bnfos.conf file via the following command:

’bnfos —-—-scan —x

If no berofos device is detected using this last command, you’ll have to explicitly specify the IP address of the
berofos via the -h option:

’bnfos --scan -x —-h <berofos ip>

At this stage, your /etc/bnfos.conf file should contains something like this:

[fosl]

mac = 00:19:32:00:12:1D
host = 10.34.1.50

#login = <user>:<password>

It is advised to configure your berofos with a static IP address. You first need to put your berofos into flash mode :
* press and hold the black button next to the power button,
* power on your berofos,
* release the black button when the red LEDs of port D start blinking.

Then, you can issue the following command, by first replacing the network configuration with your one:

bnfos —--netconf -f fosl -i 10.34.1.20 -n 255.255.255.0 -g 10.34.1.1 -d 0

Note:

e —1 is the IP address
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e —n is the netmask
e —gis the gateway
e —d 0 is to disable DHCP

You can then update your berofos firmware to version 1.53:

wget http://www.beronet.com/downloads/berofos/bnfos_v153.bin
bnfos ——-flash bnfos_v153.bin —-f fosl

Once this is done, you’ll have to reboot your berofos in operationnal mode (that is in normal mode).

Then you must rewrite the /etc/bnfos.conf (mainly if you changed the IP address):

bnfos —--scan -x -h <berofos ip>

Now that your berofos has proper network configuration and an up to date firmware, you might want to set a
password on your berofos:

bnfos —-set apwd=<password> —-f fosl
bnfos —-set pwd=1l -f fosl

You must then edit the /etc/bnfos.conf and replace the login line to something like:

login = admin:<password>

Next, configure your berofos for it to work correctly with the XiVO HA:

bnfos ——-set wdog=0 —-f fosl
bnfos —--set wdogdef=0 —-f fosl
bnfos —--set scenario=0 -f fosl
bnfos —-set mode=1 —-f fosl
bnfos —--set modedef=1 —-f fosl

This, among other things, disable the watchdog. The switching from one relay mode to the other will be done by
the XiVO slave node once it detects the master node is down, and vice-versa.

Finally, you can make sure everything works fine by running the xivo-berofos command:

xivo-berofos master

The green LEDs on your berofos should be lighted on ports A and B.

Connection

Two XiVOs

Here’s how to connect the ISDN lines between your berofos with:
* two XiVOs in high availability

In this configuration you can protect up two 4 ISDN lines. If more than 4 ISDN lines to protect, you must set up
a Multiple berofos configuration.

Here’s an example with 4 ISDN lines coming from your telephony provider:

ISDN lines (provider)
[

(continues on next page)
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(continued from previous page)

[ 1121314 1121314 1121314 1121314 |

Two XiVOs and one PBX

Here’s how to connect your berofos with:
* two XiVOs in high availability,
* one PBX.

In this configuration you can protect up two 2 ISDN lines. If more than 2 ISDN lines to protect, you must set up
a Multiple berofos configuration.

Logical view:

o + +———— +
—-— Provider ———-| xivo-1 | —-— ISDN Interconnection --| PBX | ——- Phones
o + - +
| xivo-2
+————— +

This example shows the case where there are 2 ISDN lines coming from your telephony provider:

ISDN lines (provider)

B +
\ A B c D \
| 112]34 112 314 1121314 112 314 |
B e +
| CPE | | | | NET CPE | | | | NET
[ spans | | | | spans spans | | | | spans
| o + o +
| | xivo-1 | | xivo-2 |
| o + o +
[
[
+————— +
| PBX |
o +

One XiVO and one PBX

This case is not currently supported. You’ll find a workaround in the Berofos Integration with PBX section.

Multiple berofos

It’s possible to use more than 1 berofos with XiVO.

For each supplementary berofos you want to use, you must first configure it properly like you did for the first
one. The only difference is that you need to add a berofos declaration to the /et c/bnfos.conf file instead of
creating/overwriting the file. Here’s an example of a valid config file for 2 berofos:
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[fosl]

mac = 00:19:32:00:12:1D
host = 10.100.0.201
login = admin:foobar

[fos2]

mac = 00:11:22:33:44:55
host = 10.100.0.202
login = admin:barfoo

Warning: berofos name must follow the pattern fosX where X is a number starting with 1, then 2, etc. The
bnfos tool won’t work properly if it’s not the case.

Operation

When your XiVO switch the relay mode of your berofos, it logs the event in the /var/log/syslog file.

Default mode

Note that when the berofos is off, the A and D ports are connected together. This behavior is not customizable.

Uninstallation

It is important to remove the /etc/bnfos.conf file on the slave node when you don’t want to use anymore
your berofos with your XiVOs.

Reset the Berofos

You can reset the berofos configuration :
1. Power on the berofos,
2. When red and green LEDs are still lit, press & hold the black button,
3. Release it when the red LEDs of the D port start blinking fast

4. Reboot the beronet, it should have lost its configuration.

External links

¢ berofos user manual

Troubleshooting

When replicating the database between master and slave, if you encounter problems related to the system locale,
see PostgreSQL localization errors.
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4.2 XiVOcc Administration

4.2.1 System Configuration

Nginx path distribution

XiVO CC services can be installed on separate servers, but they can be opened through nginx as if they were
running on the same server:

Service URL Target URL (should not be used)
Finger- http://XUC_HOST/ http://XUC_HOST/

board

CC Agent | https://XUC_HOST/ccagent http://XUC_HOST:8070/ccagent

CC Man- | https://XUC_HOST/ccmanagdutp://XUC_HOST:8070/ccmanager

ager

Config https://XUC_HOST/configmhttp://XTVO_HOST:9100/configmgt

Mgt

Kibana' http://XUC_HOST/kibana | http://XUC_HOST/kibana

Recording | https://XUC_HOST/recordinkttp://RECORDING_SERVER_HOST:RECORDING_SERVER_PQ
SpagoBI http://XUC_HOST/SpagoBI http://REPORTING_HOST:9500/SpagoBI

ACD Outgoing Calls For Call Blending

Use the following only if you want to use “Least Recent” call distribution strategy and that outbound agent calls
have to be taken into account by the distribution strategy.

By default, when your agents process incoming and outgoing calls, the call distribution will not take into account
agents which are in outgoing calls in the least recent call strategy and at the end of an outgoing call there is no
wrapup. So an agent can be distributed just after an outgoing calls even if another agent is free for a longer time,
because the outgoing call is not taken into account by the distribution strategy.

You will find below how to improve that.

XiVO-CC agent can make outgoing calls through an outgoing queue. This brings the statistics and supervision
visualization for outgoing ACD calls. However, some special configuration steps are required. The outgoing calls
must be dialed from CC Agent application to use this feature.

Configuration Steps

* You need to create an outgoing queue with

— in tab General:

# Name: starting with ‘out’,
* Number: some number

* Music On-Hold: None

e.g. outbound,

+ Preprocess subroutine: xuc_outcall_acd

— in tab Application:

* Ringing Time: 0

* Ring instead of On-Hold music: activated

» Agent will have to be logged on this queue

! To access Kibana via the fingerboard, the kibana_volumes image must be on the same machine than the nginx image.

RT/recording
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How to check correct configuration

Check if agent is logged in the outbound queue:

jyl-rennes*CLI> queue show outbound
outbound has 0 calls (max unlimited) in 'ringall' strategy (0s holdtime, Os_
—~talktime), W:0, C:0, A:0, SL:0.0% within Os

Members:
Agent /2500 (Local/id-19@agentcallback from SIP/ihvbur) (ringinuse disabled)
— (dynamic) (Not in use) (skills: agent-19) has taken no calls yet

No Callers

Check the skills attached to the agent by displaying it’s agent group:

jyl-rennes+«CLI> queue show skills groups agent-19
Skill group 'agent-19':

- agent_19 : 100
- agent_no_2500 : 100
— genagent : 100

If the agent dials an outbound call of more than 6 digits (default) you should see the internal queue statistics
updated. The agent’s state should be “(in call)” for ongoing call and when the call ends, the number of taken calls
should be incremented:

jyl-rennes*CLI> queue show outbound
outbound has 0 calls (max unlimited) in 'ringall' strategy (0Os holdtime, 34s_
—~talktime), W:0, C:1, A:0, SL:100.0% within Os

Members:
Agent /2500 (Local/id-19@agentcallback from SIP/ihvbur) (ringinuse disabled)
— (dynamic) (Not in use) (skills: agent-19) has taken 1 calls (last was 1 secs ago)

No Callers

Once done, calls requested by an agent through the Cti.js with more than 6 digits are routed via the outgoing
queue. You can change the number of digits using the parameter xuc.outboundLength in the XuC’s configuration.

Ldap Authentication

Xuc

Configure LDAP authent for CCmanager, UC Assistant and CC Agent

You need to include in the docker-xivocc.yml file a link to a specific configuration file by adding in xuc
section a specific volume and an environment variable to specify the alternate config file location

xuc:
image:

environment:

- CONFIG_FILE=/conf/xuc.conf

volumes:
- /etc/docker/xuc:/conf

Editin /etc/docker/xuc/ folder a configuration file named xuc . conf to add ldap configuration (empty by
default)

include "application.conf"

authentication {

(continues on next page)
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(continued from previous page)

ldap {
managerDN = "uid=company, ou=people, dc=company, dc=comn" # user with read_
—rights on the whole LDAP
managerPassword = "XXXXXXXXXX" # password for this,
—user
url = "ldap://ldap.company.com: 389" # ldap URI
searchBase = "ou=people, dc=company, dc=com" # ldap entry to use,

—as search base
userSearchFilter = "uid=%s" # filter to use to,

—search users by login, using a string pattern

}

Recreate the container : xivocc—dcomp up -d xuc

Kerberos Authentication

To enable Kerberos authentication and single sign on feature, you need to have an existing Kerberos infrastructure
with a Key Distribution Center and a Ticket Granting Service. You need to be able to create a service, construct a
kerberos server configuration and export a keytab to perform the following configuration. This service must be on
the kerberos realm used by your users and must match the dns name of the server hosting the XUC server (or the
nginx reverse proxy server if you use one). For example, assuming you have a realm named MYDOMAIN, you can
create a service named HTTP /xuc .mydomain and a dns entry for xuc . mydomain pointing the server hosting
the XUC.

Warning: The created domain name must be trusted by the user’s browser.

Prerequisites

¢ Create a service for the XUC host, for example:

’addprinc HTTP/xuc.mydomain

» Export the keytab file, for example:

’ktadd -k xuc.keytab HTTP/xuc.mydomain

Warning: The bash commands detailed here are for demonstration only and needs to be adapted to your
specific environment. It shows how to create a service for the XUC Server named HTTP/xuc, associated to the

example realm mydomain.

Only the following encryption types are supported by XiVOCC:
* aes256-cts-hmac-shal-96
e arcfour-hmac

¢ des3-cbc-shal

¢ des-cbc-cre

XiVOCC Configuration

* Copy the previously generated xuc . keytab keytab file to the server hosting the XUC docker container,
for example: /etc/docker/kerberos/xuc.keytab.
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* Create or edit the file /etc/krb5.conf on the server hosting the XUC docker container and change
settings according to your kerberos environment. For example, the file may contain (name and ip addresses
must match your kerberos environment):

[libdefaults]
default_realm = MYDOMAIN

[realms]
MYDOMAIN = {
kdec = 172.17.0.14
admin_server = 172.17.0.14

 Edit the docker compose file /etc/docker/compose/docker—-xivocc.yml to add the following
configuration in the xuc section (file name, service name, password may differ on your setup):

xXuc:
#
environment:

- JAVA_OPTS=-Dsecured.krb5.principal=HTTP/xuc.mydomain -Dsecured.krb5.
—password=xuc -Dsecured.krb5.keyTab=/etc/kerberos/xuc.keytab

#

volumes:
- /etc/docker/kerberos:/etc/kerberos
- /etc/krb5.conf:/etc/krb5.conf

e Enable Single Sign On on the Agent, Manager, Web and Desktop application interface. Change the
value of the following environment variables in the /etc/docker/compose/custom.env:

#

USE_SSO=true
XUC_HOST=xuc.mydomain
#

Browser configuration

The created domain name must be trusted by the user’s browser.

For Chrome (windows):

¢ Internet Option : Add domain with protocol to the list of trusted sites : http://xuc.mydomain (and/or https:
/Ixuc.mydomain ).

Warning: Kerberos authentication on Chrome is only available on Microsoft Windows.

For Firefox:
* Goto about:config

¢ add domain (without protocol) to the network.negotiate—auth.delegation—-uris entry (ie.
xuc.mydomain).

* add domain (without protocol) to the network.negotiate—auth.trusted-uris entry (ie. xuc.
mydomain).

170 Chapter 4. Administrator’s Guide



http://xuc.mydomain
https://xuc.mydomain
https://xuc.mydomain

XiVO Solutions Documentation

CAS SSO Authentication

To enable CAS authentication and single sign on feature, you need to have an existing CAS infrastructure. You
need to be able to create a service for the XiVOCC environment.

Warning: The CAS authentication server must be accessible from the user and the server hosting the
XiVOCC containers. CAS Server users’ username must match the XiVO username to allow login on the
XiVOCC applications. The CAS server must support at least CAS Protocol version 2.0.

XiVOCC Configuration

 Edit the docker compose file /etc/docker/compose/docker—-xivocc.yml to add the follow-
ing configuration in the xuc section (use your CAS server URL instead of https://cas-server.
example.org/cas and set CAS_LOGOUT_ENABLE to true if you want to logout from CAS when
logging out from the application):

xucmgt :
#
environment:
- CAS_SERVER_URL=https://cas-server.example.org/cas
#

¢ Recreate and start the XiVOCC environment:

xivocc—-dcomp up -d

Install trusted certificate for nginx
To install a trusted certificate for the nginx reverse proxy instead of the self signed certificate, follow the following
instructions:

* in directory /etc/docker/nginx/ssl replace content of files xivoxc.crt, xivoxc.csr and
xivoxc.key while keeping filenames unchanged

* restart nginx container by command xivocc—-dcomp restart nginx.

Warning: When configuring the certificate, please ensure the certificate chain is complete, especially for
the XiVO Mobile Assistant. You can check the server certificate chain by using the following web site https:
/lwww.ssllabs.com/ssltest/analyze.html which will warn you if there is an error with the certificate (Chain
issues - Incomplete)
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What is a complete certificate chain

When a client application (browser or mobile application) checks a certificate for a web site, it checks the received
certificate is issued by a known certificate authority and matches the web site domain name. But sometimes, the
certificate is not issued by a root certificate authority but by an intermediate authority.

Here is an example of a such a certificate chain:

GeoTrust Global CA
| -—> RapidSSL SHA256 - CA - G3
| -—> x.company.com

The possible problem here is that even if the browser knows the root authority, it is unaware of the intermediate
one. The solution is to create a bundle of the complete certificate chain by concatenating the certificates of all
parties (root, intermediate & site). Please see http://nginx.org/en/docs/http/configuring_https_servers.html#chains
for more information.

Mobile Assitant

If using an HTTPS connection for the XiVO Mobile Assistant, you must use a trusted certificate with a complete
certification chain, see Install trusted certificate for nginx.

4.2.2 XiVOcc Applications Configuration

This section covers specific configuration parameters for the different application of XiVO CC.

CC Agent configuration

Recording

Recording can be paused or started by an agent.

Recording On Recording Paused

v Appel en cours t. 1004 v Appel en cours L 1004

E'/ 00:00:00 E'/ 00:00:00 @ 00:00:00 > Q 00:00:00 E-/ 00:02:01 @ 00:02:01 >

p sup - 043749781 Supy o . B sup - 043749781( Supll ® -
0437497810 00:0f ™™ . 0437497810 00:0 R, 7 *

This feature can be disabled by changing showRecordingControls option in file application.conf.
You can also set the environnment variable SHOW_RECORDING_CONTROLS to false for your xucmgt container
in /etc/docker/compose/custom. env file. When disabled the recording status is not displayed any more

Activity (Queue) control

By using the showQueueControls option in application.conf, you may allow an agent to enter or leave an
activity. You can also use SHOW_QUEUE_CONTROLS environment variable in /etc/docker/compose/
custom.env file.
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big long queue name with _.
Outbound

sales

support

Switchboard

Switchboard_hold

On hold notification

You can configure not 1 fyOnHold (in seconds)) in application.conf, this option once set, will trigger a popup
and a system notification to user if he has a call on hold for a long time. You can also use NOTIFY_ON_HOLD
environment variable in /etc/docker/compose/custom.env file.

Pause Cause and Status

You can configure XiVO to have the following scenario:
* The agent person leaves temporarily his office (lunch, break, ...)
* He sets his presence in the CCAgent to the according state
* The agent will be automatically set in pause and his phone will not ring from queues
* He comes back to his office and set his presence to ‘Available’
* The pause will be automatically cancelled

By default the pause action from the agent cannot be specified with a specific cause such as Lunch Time, or Tea
Time. To be able to use a specific cause, you will have to define new Presences in the cti server configuration.

You define presences with action Activate pause to all queue to true, for not ready causes, and you must have
one presence defined with an action Disable pause to all queue to be able to go back to not ready. When this
presences are defined, you must restart the xuc server to be able to use them in ccagent, these presences will also
be automatically available in CCmanager and new real time counters will be calculated.

Presence from ready to pause Presence from pause to ready
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Agent One
» Ready . 1000

{ & @© Far Away 10:00 G'/ 00:00:00 >

v Parti Manu-=r
(© Logged Out , . o

History—mctvmnmes Agents  Callbacks  Customer

SEARCH OR CALL Q

Login:root  Type: Root

Presence Name Description Action
(=] | berigntback Bientét de retour @ %
(=] | erreursaisi e Erreur Saisie I
a | postappel Autre Travail I
(8] | away Sorti @ %
(8] | cuttolunch Parti Manger @) %

i (=] | donotdisturb Ne pas déranger @) %

o (=] | disconnect ted Déconnec té 7

iz iz @ | backoffice Back Off. @ @

Event
o | chat Chat @ ®
(8] | available Disponible ?
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Screen Popup

This section has been moved to configuration section.

Run executable

This section has been moved to configuration section.

Login and Pause management using function keys

You can configure Login or Pause keys on an agent phone. Their state will be synchronized with the state in XiVO
CC applications.

Behavior

* Login Key:
— change status of agent: login if it was logged out, and logout if it was logged in

— LED of phone key will be updated accordingly as well as the status in XiVO CC applications (CCA-
gent...)

— if you login/logout via XiVO CC applications (CCAgent...), status will be updated and phone key
LED will be updated.

* Pause key:
— change status of agent: pause if it was ready, ready if it was paused or in wrapup

— LED of phone key will be updated accordingly as well as the status in XiVO CC applications (CCA-
gent...)

— if you pause/unpause via XiVO CC applications (CCAgent...), status will be updated and phone key
LED will be updated

— Wrapup: if agent is on wrapup, the phone key will blink. If you press key while on wrapup, agent
status will be changed to ready

Note:
% The key blinks on Snom and Yealink phone sets. It doesn’t blink on Polycom phone sets.

+ To be able to terminate Wrapup via the key on Snom phones you must use correct version of
plugin (see devices releasenotes).

Configuration

There are two types of customizable function keys that can be used
* Login: it will toggle login/logout of agent. There are two configuration patterns (see also below):

— either »++x30<PHONE NUMBER>: in this case it will ask for agent number and will then login the
given agent on phone <PHONE NUMBER>

— or *x*30<PHONE NUMBER>*<AGENT NUMBER>: in this case it will log agent <AGENT
NUMBER> on phone <PHONE NUMBER>

* Pause: it will toggle pause/unpause of agent (and will blink if agent is on Wrapup). Configuration pattern
(see also below):
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— x*x34<PHONE NUMBER> : it will toggle pause/unpause of agent logged on phone <PHONE
NUMBER>

To use it you must:
1. On on XiVO PBX edit /etc/xivo-xuc.conf and change variables:
¢ XUC_SERVER_IP to IP address of XivoCC
* XUC_SERVER_PORT to port of XUC Server (default is 8090)
2. Configure function key on user (example with user 1000, 1001 and agent 8000 associated to user 1000):

* Open Services > IPBX > IPBX settings > Users

Edit the user, open Func Keys tab and add keys like:
* For Pause/Unpause agent logged on phone 1000 set:

— Type: Customized,

Destination: **+341000,

Label: Pause,

— Supervision: Enabled

For Login/Logout agent on phone 1000 set:
— Type: Customized,
— Destination: xx+*301000,
— Label: Login,
— Supervision: Enabled
* For Login/Logout agent 8000 on phone 1001 set:
— Type: Customized,
Destination: »x*301001+x8000,

Label: L.oginOn1001,

Supervision: Enabled

ers > Edit | acd05 acd05 - Provisioning: <119688>
seneral Line answe ervice icemail 5 rouf Func Keys

Key Type Destination Label Supervision

3 v Customized M ***341000 Pause Enabled ¥
4 M Customized M ***301000 Login Enabled ¥

5 v Customized v ***301001*8000 LoginOn1001 Enabled T

CC Manager

See CC Manager features.

Access authorizations in CCManager

Note: Behavior was changed in 2017.LTS1 (see 2017.LTS|1 release notes in Release Notes)
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By default, CCManager access is authorized only for users with Administrateur or Superviseur rigths (as defined
in the Configuration Management server). If required, you can authorize all users to connect to the CCMan-
ager interface by setting the ENFORCE_MANAGER_SECURITY environment variable to false in the /etc/
docker/compose/custom.env file:

ENFORCE_MANAGER_SECURITY=false

Then you need to recreate the xucmgt container with xivocc-dcomp up -d. Then each user will be able
to log in the CCManager. Otherwise, each user that wants to connect to the CCManager will need to have a
Administrateur or Superviseur profile in the Configuration Management server.

Recording

This page describes how to configure the recording feature on the XiVO PBX.

1

SIP—» XivVO PBX < SIP Provider

File sync

Recording Server

* Recording Configuration
— 1. Add link towards Recording Server
— 2. Enable recording
+ Enable recording in the Queue configuration
* Enable recording via subroutines
* Recording Features
— Automatic Stop/Start Recording On Queues

— Stop recording upon external transfer

— Recording filtering configuration

Important: Recording can also be activated on the XiVO Gateway. For this, you need to follow the Recording
on Gateway guide. Beware that you cannot use both.
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Recording Configuration

To configure recording there are two steps to follow on XiVO PBX:
1. Add link towards Recording Server,
2. and then enable recording, which can be done either:
¢ in the Queue configuration

e or via subroutines

1. Add link towards Recording Server

Note: Steps to be done on XiVO PBX

The first step is to configure the link towards the Recording Server by running the configuration script:

xivocc-recording-config

During the configuration, you will be asked for :
¢ the Recording Server IP (e.g. 192.168.0.2)

@ 9

¢ the XiVO PBX name (it must not contain any space or “-” character). If you configure more than one XiVO
PBX on the same Recording Server, you must give a different name to each of them.

After having configured the recording, you have to enable it in the Queue’s configuration or via sub-routines. See
below.

2. Enable recording

Enable recording in the Queue configuration

Note: Steps to be done on XiVO PBX

To enable recording on a queue, go to Services -> Contact Center -> Queues and edit the queue.

Recording

Activate: L4

Recording mode: Recorded v

Then, in the recording section:
* Recording mode set it to Recorded or Recorded on demand
— Recorded: call will be recorded

— Recorded on demand: recording starts in paused state and can be activated by the agent (see agent
recording configuration)

* Activate check it for the recording mode to be active

— You need to check the Activate parameter for the recording to be enabled. When Activate is checked,
the recording will be enabled according to the mode selected.
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Enable recording via subroutines

Note: Steps to be done on XiVO PBX

To enable the recording you have to configure one of the shipped subroutines.

The package xivocc-recording (see recording installation section) ships the following dialplan subroutines

Subroutine Description

xivocc-incall-recordilRecords incoming calls

xivocc-incall-recordiReepms smodming calls, but record starts in paused state and can be activated
by the agent (see agent recording configuration)
xivocc-outcall-recordRegords outgoing calls

xivocc-outcall-recordRegerdswatzding calls, but record starts in paused state and can be activated
by the agent (see agent recording configuration)

These subroutines are to be configured on the following XiVO PBX objects (either globally or per-object):

Warning: They MUST be configured only on the following objects. Other configuration are not supported.

e Incalls,
e and/or Users,

¢ and/or Outcall

Note: Here is an example if you want to enable recording for:
¢ All outbound calls but started in pause state,
* And only on incoming call 0123456789
Then you would have to:

1. Create a custom_global_subr.conf file in the /etc/asterisk/extensions_extra.d di-
rectory

2. If not already defined elsewhere define the global subroutine:

[xivo-subrgbl-outcall]

exten = s,1,NoOp (=== Recording outbound calls in pause ===
same = n,Gosub (xivocc-outcall-recording-paused,s, 1)
same = n,Return{()

3. Enable the call recording for incall 0123456789 by editing it via the XiVO PBX web interface and set the
field Pre-process subroutine to xivocc—incall-recording

Recording Features
Automatic Stop/Start Recording On Queues

By default recording is stopped when a call is transferred to a queues in Not Recorded mode (see the feature
description: Automatic Stop/Start Recording On Queues).

This can be deactivated by adding ENABLE_RECORDING_RULES environment variable to the xuc section of
your docker—xivocc.yml file:
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xuc:
image:

environment:

— SECURED_KRB5_PRINCIPAL
— ENABLE_RECORDING_RULES

and ENABLE_RECORDING_RULES=false value to your custom.env.

ENABLE_RECORDING_RULES=false

and then relaunch the xivocc services with xivocc—dcomp up —d command.

Stop recording upon external transfer

By default recording is stopped when both parties of the call are external (see the feature description: Automatic
Stop Recording Upon External Transfer).

This can be deactivated by adding STOP_RECORDING_UPON_EXTERNAL_XFER environment variable to the
xuc section of your docker—-xivocc.yml file:

xuc:
image:

environment:

— SECURED_KRB5_PRINCIPAL
— STOP_RECORDING_UPON_EXTERNAL_XFER

and STOP_RECORDING_UPON_EXTERNAL_XFER=false value to your custom.env.

STOP_RECORDING_UPON_EXTERNAL_XFER=false

and then relaunch the xivocc services with xivocc—dcomp up —d command.

Recording filtering configuration

Note: Steps to be done on XiVO CC

After having followed above paragraphs, you can also configure the recording filtering.
1. Add a user with Administrateur rights for Recording Server:

1. Connect to the Config Management interface :  http://<XIVO_CC_IP>:9100 (login aven-
call/superpass),

2. Add one of the XiVO PBX user giving him Administrateur rights,
2. Configure excluded numbers on Recording Server

1. Then, connect with this user to the Recording Server interface : http://<XIVO_CC_IP>:9400
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2. Navigate to the page Contréle d'enregistrement and add the numbers to be excluded from
the recording.

In list Destinataire de I’appel (Numéro entrant, File d’attente, Utilisateur) declare the:
¢ XiVO Incalls numbers,
¢ XiVO Queues numbers,
* or XiVO Users numbers

to be excluded from the recording on incoming or internal call. These numbers will be checked by the
xivocc—-incall-recording subroutines.

Note: numbers must be entered as they first appear in dialplan (check is made against XIVO_DSTNUM dialplan
variable).

In list Emetteur ou destinataire d’un appel sortant (Utilisateur ou numéro appelé externe) declare the:
* XiVO Users internal numbers

to be excluded from recording on outgoing calls. These numbers will be checked by the
xivocc-outcall-recording subroutines.

Note: check is made against XIVO_SRCNUM dialplan variable.

Recording on Gateway

Recording can be enabled on a gateway instead of the XiVO PBX where the users, queues and other objects are
configured. This architecture will allow to off-load the recording process to a gateway server. Note that in this
architecture not all the recording features are available - see Recording On Gateway Features section.

1

sir—»  XiVO PBX «——sip—>» XiVO Gateway «—Ss1p—>» Provider

171?'113 synl:—‘

Recording Server

* Activate Recording on Gateway
— 1. Add link towards Recording Server
— 2. Enable recording

* Activate Recording on XiVO PBX

* Recording On Gateway Features

— Available Features

— Unavailable Features
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x Activate the Recording Control on CC Agent I

Important: This page describes the case when recording is activated on the XiVO Gateway. If you want to
configure it on the XiVO PBX you MUST follow the Recording guide. Beware that you cannot use both.

Activate Recording on Gateway

To configure recording there are two steps to follow on XiVO Gateway:
1. Add link towards Recording Server,

2. and then enable recording via subroutines

1. Add link towards Recording Server

Note: Steps to be done on XiVO Gateway

The first step is to configure the link towards the Recording Server by running the configuration script:

xivocc-recording-config

During the configuration, you will be asked for :
* the Recording Server IP (e.g. 192.168.0.2)

T34

¢ the XiVO Gateway name (it must not contain any space or “-” character). If you configure more than one
XiVO PBX on the same Recording Server, you must give a different name to each of them.

After having configured the recording, you have to enable via sub-routines. See below.

2. Enable recording

Note: Steps to be done on XiVO Gateway

You must activate the recording by adding subroutines:

¢ Create the subroutines in the file /etc/asterisk/extensions_extra.d/
gateway-recording.conf:

[gateway-recording-outcall]

exten = s,1,NoOp (=== Recording calls from Gateway to XiVO PBX ===)
same = n, Set (gat /_name=xivogwl)
same = n, Set (recordingid=${gateway_name }-S{UNIQUEID })
e = n,SIPAddHeader (X-Xivo-Recordingid: recordingid})
= n,Set (MONITOR_EXEC=/usr/bin/xivocc-synchronize-file)
same = n,Monitor (, /var/spool/xivocc-recording/audio/S{recordingid}/,m)

e = n,Return ()

[gateway—-recording-incall]

exten = s,1,NoOp (=== Recording calls from Gateway to Provider ===)
same = n,Set (recordingid=5{SIP_HEADER (X-Xivo-Recordingid) /)

same = n,GotoIf($["S{recordingid}" = ""]?norecord:)

same = n,Set (MONITOR_EXEC=/usr/bin/xivocc—-synchronize-file)

(continues on next page)
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(continued from previous page)

= n,Monitor (, /var/spool/xivocc-recording/audio/s{recordingid},m)
>~ = n(norecord),Return ()

 Activate subroutines:
— Configure the gateway-recording-outcall on the Outgoing call rule towards the XiVO PBX

— Configure the gateway-recording—-incall on the Outgoing call rule towards the Provider

Activate Recording on XiVO PBX

Note: Step to be done on the XiVO PBX

On the XiVO PBX you need to use specific subroutines instead of the default ones.

¢ Create the subroutines in the file /etc/asterisk/extensions_extra.d/
xivo-gateway-recording.conf:

; This subroutine is to be used only when recording is set up on gateway
[xivocc—incall-recording-viagw]

exten = s,1,NoOp (=== Recording incoming calls (XiVO PBX) ===)

same = n,Set (XIVO_RECORDINGID=5{SIP_HEADER (X-Xivo—-Recordingid) })

same = n, Set (DO_RECORD=true)

same = n,System(test -f /usr/share/asterisk/agi-bin/xivocc-determinate-record—

—incall)

same = n,GotoIf ($["S{SYSTEMSTATUS}" = "SUCCESS"]?:noagi)

same = n,AGI (xivocc—determinate-record-incall)

same = n(noagi),GotoIf ($["5{DO_RECORD /" = "true"]?:norecord)

same = n,CelGenUserEvent (ATTACHED_DATA, recording=5{XIVO_RECORDINGID })
same = n(norecord),Return ()

[xivocc-outcall-recording-viagw]

exten = s,1,NoOp (=== Outgoing Call Recording (XiVO PBX) ===)

same = n, Set (DO_RECORD=true)

same = n,System(test -f /usr/share/asterisk/agi-bin/xivocc-determinate-record—
—outcall)

same = n,GotoIf (S[" SYSTEMSTATUS }" = "SUCCESS"]?:noagi)

same = n,AGI (xivocc—determinate-record-outcall)

same = n(noagi),GotoIf ($["5/DO_RECORD}" = "true"]?:norecord)

same = n,Set (ipbx_name=xivo)

same = n, Set (XIVO_RECORDINGID=S{ipbx_name }-S{UNIQUEID })

same = n, SIPAddHeader (X-Xivo-Recordingid: XIVO_RECORDINGID})

same = n,CelGenUserEvent (ATTACHED_DATA, recording=5{XIVO_RECORDINGID })
same = n(norecord),Return ()

¢ Activate the subroutines:

— Configure the xivocc—-incall-recording-viagw on the Incoming calls/Queues in your XiVO
PBX

— Configure the xivocc—outcall-recording-viagw on the Outgoing call rule towards the
Provider

Recording On Gateway Features
Available Features

When you activate the recording on a XiVO Gateway all features of the recording server are available:
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e Search, Download, Listen
* Disk Space
e Access logs

* Recording filtering

Unavailable Features

When you activate the recording on a XiVO Gateway these features are not available:
* Automatic Stop/Start Recording On Queues
* Automatic Stop Recording Upon External Transfer

* Recording Control on CC Agent except if you follow the Activate the Recording Control on CC Agent
procedure

Activate the Recording Control on CC Agent

When the recording is activated on the XiVO Gateway you can activate the Recording Control feature by following
this specific procedure :

Allow the xucserver to connect to your XiVO Gateways:

1. Copy the file /etc/asterisk/manager.d/02-xivocc.conf from the XiVO PBX to the same
folder on the gateway.

Configure the XiVO Gateway as a Media Server
1. On your XiVO PBX, add your XiVO Gateway as a Media Server in Configuration — Media servers

Important: After this step the xucserver will try to connect to the XiVO Gateway asterisk AMI

2. On your XiVO PBX, configure the provider trunks: you need to add on your XiVO PBX the same provider
trunk that is already created on your XiVO Gateway BUT with selecting, for the field Media Server the XiVO
Gateway you added.

Configure the xuc
1. Disable the feature Stop recording upon external transfer feature: see Stop recording upon external transfer

2. Disable the Automatic Stop/Start Recording On Queues feature : see Automatic Stop/Start Recording On
Queues

3. Restart the xuc:

xivocc—dcomp up -d

Reporting
Totem Panels

Data replication can take some time if there are a lot of data in xivo cel and queue log tables. You may check
xivo-db-replication log files (/var/log/xivocc/xivo-db-replication.log).

Preconfigured panels are available on http://@IP/kibana/#/dashboard/file/queues.json et http://@IP/kibana/#/
dashboard/file/agents.json to be able to save this panels in elasticsearch database you have to sign on on request
user admin/Kibana
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Defaut data persistance in totem panels is 7 days, you may change this default by defining ELASTICTTL envi-
ronment variables in xivo-replic section, see below for an example of how to keep 15 days.

xivo_replic:
image: xivoxc/xivo-db-replication:latest

links:
- pgxivocc:db
- elasticsearch:elasticsearch

environment:

— JAVA_OPTS=-Xms256m —-Xmx256m
- XIVO_HOST=192.168.250.11

- ELASTICTTL=15

Disable Totem Panels

If you do not use pannels and elasticsearch, it is possible to disable then.

You need to edit the docker-xivocc.yml file.
First, in xivo_replic section:
¢ remove or comment the elasticsearch link,
¢ add elasticsearch as en extra_host on 127.0.0.1

¢ and add the DISABLEELASTIC=true environment variable

xivo_replic:
image: xivoxc/xivo-db-replication:latest

links:
- pgxivocc:db
#—- elasticsearch:elasticsearch

extra_hosts:
- "elasticsearch:127.0.0.1"

environment:

— JAVA_OPTS=-Xms256m —-Xmx256m
- XIVO_HOST=192.168.250.11

— DISABLEELASTIC=true

Secondly, remove the elasticsearch and kibana_volumes sections,
Thirdly, in nginx section:

e remove or comment the elasticsearch link,

¢ add elasticsearch as en extra_host on 127.0.0.1

¢ remove or comment the kibana_volumes

nginx:
image: xivoxc/xivoxc_nginx:latest

ports:
- 80:80

links:
#- elasticsearch

(continues on next page)
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(continued from previous page)

- xXuc
— xucmgt

extra_hosts:
- "xivo_host:192.168.250.11"
- "elasticsearch:127.0.0.1"

volumes_from:
#- kibana_ volumes
- fingerboard

Web / Desktop Application

Contents

» Web / Desktop Application
— Common features
* Disabling WebRTC
* Screen Popup
- Screen popup on UC Assistant

— Desktop Assistant Specific Features

* Run executable

Common features
Disabling WebRTC

WebRTC can be disabled globally by setting the DISABLE_WEBRTC environment varibale to true in /etc/
docker/compose/custom.env file.

Screen Popup

It is possible to display customer information in an external web application using Xivo sheet mecanism.
* Go to Services > CTI Server > Sheets > Models to configure a sheet:
— Tab General Settings: Give a name
— Tab Sheet: You must define a sheet with at least folderNumber and popupUrl fields set:
% folderNumber (MANDATORY)
- field type = text
- It has to be defined. Can be calculated or use a default value not equal to “-”
- Note: You could leave “empty” using a whitespace (in hexadecimal: %20)

* popupUrl (MANDATORY)
- field type = text
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- The url to open when call arrives : i.e. http://mycrm.com/customerInfo?folder= the folder

number will be automatically appended at the end of the URL

- Additionally to the existing xivo variables, you can also use here the following variables(only

available in Web Agent and Desktop Agent):

- {xuc-token}: will be replaced by a token used for xuc websocket and rest api, for example

http://mycrm.com/customerInfo?token={xuc-token}&folder=

- {xuc-username}: will be replaced by the username of the logged on user, for example

http://mycrm.com/customerInfo?username={xuc—-username}&folder=

* multiTab (OPTIONAL)
- field type = text

- set to the text t rue to open each popup in a new window.

* Then go to Services > CTI Server > Sheets > Events and choose the right events for opening the URL (if

you choose two events, url will opened twice etc.)
Example : Using the caller number to open a customer info web page

* Define folderNumber with any default value i.e. 123456

* Define popupUrl with a display value of http://mycrm.com/customerInfo?nb={xivo-calleridnum } &fn=
when call arrives web page http://mycrm.com/customerInfo?nb=1050&fn=123456 will be displayed

Login:root  Type: Root

Disabled:

Quinterface:

Field title Field type Default value Display value
Sheets t2 popupUr text v {dp-url_crm}

BeE e folderNumber M 123456 %20

Screen popup on UC Assistant

By default the sheet:
* on CC Agent application the sheet is opened by default,
» on UC Assistant application the sheet is not opened by default.
You can change the behavior with the following sheet variables:
* popupUCActivated:
— if set to t rue the sheet will be opened on UC Assistant application
— if set to false (default) the sheet won’t be opened on UC Assistant application
* popupAgentActivated:
— if set to t rue (default) the sheet will be opened on CC Agent application

— if set to false the sheet won’t be opened on CC Agent application

For example, if you want the sheet to only open on UC Assistant application you should add in your sheet

configuration:
e in Services > CTI Server > Sheets > Models:

— Tab Sheet add the following definition:
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* popupAgentActivated
- field type = text
- display value = false
% popupUCActivated
- field type = text

- display value = true

Note: These variables can also be filled via a dialplan variable value with the UserEvent application and the
{dp—-. ..} syntax mechanism. See the XiVO PBX sheet description.

Desktop Assistant Specific Features
Run executable

It is also possible to run an executable using Xivo sheer mecanism. This is only available in the desktop agent and
desktop assistant.

Warning: For the executable to be run on a Desktop Assistant in UC mode, you need to activate the Screen
popup on UC Assistant (in CC Agent mode the screen popup doesn’t need to be activated and therefore the
executable will be run out-of-the-box).

* Go to Services > CTI Server > Sheets > Models:
— Tab General Settings: Give a name
— Tab Sheet: You must define a sheet with at least runAsExecutable and popupUrl fields set:
* popupUrl (MANDATORY)
- field type = text

- It should contain an executable name accessible by the client user (where the desktop ap-
plication is) or a full executable path.

* runAsExecutable (MANDATORY)
- field type = text
- Display value t rue
% executableArgs (OPTIONAL)
- field type = text
- set the argument for the executable.
* Then go to Services > CTI Server > Sheets > Events and choose the right events for starting the application.
Example : Run the notify-send command on linux:
* Define popupUrl with a display value of notify-send
* Define runAsExecutable with a display value of t rue

* Define executableArgs with a display value of caller: {xivo-calleridnum} where the vari-
able xivo-calleridnum will be replaced by the caller phone number.
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Modéles = Mise a jour d'un modéle

Options générales Fiche

Désactivé : =

Interface Gt :

nfo bulle

Titre du champ Type du champ
%l popupUrl url v
|+ runAsExecutable text ¥
T4} executableArgs text ¥

SAUVEGARDER

WebRTC configuration

See Web RTC feature description.

Signed SSL/TLS certificate for WebRTC

Valeur par défaut Valeur d'affichage
notify-send X
true b
caller:{xivo-calleridnum} X

XivoCC installation generates self-signed SSL/TLS into nginx server running as part of XivoCC. This limits

WebRtc usage:

» UC Assistant shows warning about unsecure page and exception must be confirmed by user.

* Desktop Applications must be started with ——ignore-certificate—errors parameter, which de-

grades security.

To avoid this, SSL/TLS certificate signed by authority recognized by Chrome in PEM format is required, see

Install trusted certificate for nginx.

Note: Do NOT forget to check that XUC_HOST in /etc/docker/compose/custom.env is also configured with the
same FQDN as in the certificate, not the IP address.

4.2.3 XiVOcc Administration

Start, stop or restart containers

Using the xivocc-dcomp script, you can control the run of the XiVO CC components:

xivocc—dcomp [command]

[container]

List of commands:
e up —d - run containers

* stop - stop containers
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e restart - restart containers

If you don’t enter container name, the command applies on all containers. Use container names without the
xivocc_ prefix and _1 suffix.

Warning: Restarting xuc server with active calls may result in some agent’s having incorrect state after the
restart. Hang-up of such call will return agent into correct state.

Show status

xivocc—-dcomp ps

Show containers and images versions

Note: Introduced in 2017.03.03 release.

Docker images are labelled with the exact version of the embedded application.
You can display the:

* Version of the running docker containers by typing:

’xivocc—dcomp version

* Version of all docker containers (including stopped ones) by typing:

’xivocc—dcomp version -a

* Version of docker images:

’xivocc—dcomp version -1i

For example :

# xivocc—-dcomp version

NAMES VERSION

xivocc_nginx_1 2019.02.00
xivocc_xuc_1 2019.02.00
xivocc_recording_server_1 2019.02.00
xivocc_xucmgt_1 2019.02.00
xivocc_config mgt_1 2019.02.00
xivocc_pack_reporting_ 1 2019.02.00
xivocc_spagobi_1 2019.02.00
xivocc_xivo_stats_1 2019.02.00
xivocc_xivo_replic_1 2019.02.00

xivocc_pgxivocc_1
xivocc_elasticsearch_1
xivocc_recording_rsync_1
xivocc_kibana_volumes_1

This only applies to the following images:
 config_mgt
* nginx
* pack_reporting

* recording
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* spagobi

* xivo_replic
* Xivo_stats
* Xuc

* xucmgt

Note: You can also use docker commands to display information about containers or images:

* List all running containers with the exact version of application

$ docker ps —-format 'table {{.Names}}\t{{.Image}}\t{{.Label "version"}}\t{{.
—Status}}'
NAMES IMAGE .
—VERSION STATUS
xivocc_spagobi_1 xivoxc/spagobi:2017.03.latest 2017.
—03.02 Up 14 hours
xivocc_nginx_1 xivoxc/xivoxc_nginx:latest o
— Up 32 hours
xivocc_xuc_1 xivoxc/xuc:2017.03.latest 2017.
—03.02 Up 13 hours
xivocc_recording_server_1 xivoxc/recording-server:2017.03.1latest 2017.
—03.02 Up 32 hours
xivocc_xivo_replic_1 xivoxc/xivo—db-replication:2017.03.latest 2017.
—03.02 Up 32 hours
xivocc_config _mgt_1 xivoxc/config-mgt:2017.03.1latest 2017.
—03.02 Up 32 hours
xivocc_pack_reporting_ 1 xivoxc/pack-reporting:2017.03.latest 2017.
—03.02 Up 32 hours
xivocc_xivo_stats_1 xivoxc/xivo-full-stats:2017.03.latest 2017.
—03.02 Up 32 hours
xivocc_pgxivocc_1 xivoxc/pgxivocc:latest o
— Up 32 hours
xivocc_xucmgt_1 xivoxc/xucmgt:2017.03.1latest 2017.
—03.02 Up 32 hours
xivocc_elasticsearch_1 elasticsearch:1.7.2 o
— Up 32 hours
xivocc_fingerboard_ 1 xivoxc/fingerboard:latest o
— Up 32 hours
xivocc_recording_rsync_1 xivoxc/recording-rsync:latest o
— Up 32 hours
xivocc_kibana_volumes_1 xivoxc/kibana_volume:latest o
— Up 32 hours

* You can also inspect an image or container to get it’s exact version:
# Inspect an image
$ docker inspect —--format '{{ (index .Config.Labels "version")}}' xivoxc/
—xuc:2017.03.1latest
2017.03.02
# Inspect a running container
$ docker inspect —--format '{{ (index .Config.Labels "version")}}' xivocc_xuc_1
2017.03.02

Log

The log of each container can be found in the /var/log/xivocc directory. Currently (it may change) the structure
looks like this :
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/var/log/xivocc:
— purge-reporting-database.log
— recording-server
downloads.log
recording-server.log

— spagobi
— Quartz.log
— SpagoBIBirtReportEngine.log
—— SpagoBIChartEngine.log
— SpagoBIJasperReports.log
— SpagoBI.log
— SpagoBIQbeEngineAudit.log
— SpagoBIQbeEngine.log
L— SpagoBITalendEngine.log
— specific-stats.log
— xivo-db-replication
L xivo-db-replication.log
— xivo-full-stats
L xivo-full-stats.log
— xuc
|: xuc_ami.log

xuc.log
-— xucmgt

L xucmgt . log

Backup

You may backup your databases by using a similar command as below, make sure you have enough space on disk.

cd /var/backups
mkdir xivocc
cd xivocc

docker run —-rm —--link xivocc_pgxivocc_1l:db -v $(pwd) :/backup —-e PGPASSWORD=#*x%*
—xivoxc/pgxivocc pg_dump -h db -U postgres —--format=c —-f /backup/xuc_rights_dump,,
—xuc_rights

docker run —--rm —--link xivocc_pgxivocc_1l:db -v $(pwd) :/backup —-e PGPASSWORD=#*x%*
—xivoxc/pgxivocc pg_dump -h db -U postgres —-format=c —-f /backup/spagobi_dump,,
—spagobi

docker run —--rm —--link xivocc_pgxivocc_1l:db -v $(pwd) :/backup —-e PGPASSWORD=#*x%*
—xivoxc/pgxivocc pg_dump -h db -U postgres —--format=c —-f /backup/recording_dump,,
—recording

docker run --rm --link xivocc_pgxivocc_l:db -v $(pwd) :/backup —e PGPASSWORD=**%
—xivoxc/pgxivocc pg_dump -h db -U postgres —-format=c —-f /backup/xivo_stats_dump,,
—xivo_stats

Restore

You may restore a backup using a similar command (to be adapted)

#Restore

cd /var/backups/xivocc

docker run —-rm -it --link xivocc_pgxivocc_1l:db -v $(pwd) :/backup xivoxc/pgxivocc,,

—pg_restore -j 10 -h db -c -U postgres —-d xivo_stats /backup/xivo_stats_dump

docker run —--rm —-it —--link xivocc_pgxivocc_1l:db -v $(pwd) :/backup xivoxc/pgxivocc,

—pg_restore -j 10 -h db -c -U postgres —-d spagobi /backup/spagobi_dump

docker run —--rm —-it —--link xivocc_pgxivocc_1l:db -v $(pwd) :/backup xivoxc/pgxivocc,,
+ 3 10 e T + =i 3 Ind= I 1 = SN A
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docker run —--rm —-it —--link xivocc_pgxivocc_1l:db -v $(pwd) :/backup xivoxc/pgxivocc,
—pg_restore -j 10 -h db -c -U postgres —-d recording /backup/recording_dump

4.3 Troubleshooting

Important:
* When reading this section, keep in mind the Architecture & Flows diagram.
* If you want to troubleshoot your installation see XiVOcc Installation Troubleshooting

* For desktop application see Troubleshoot Application

4.3.1 Troubleshooting

Transfers using DTMF

When transfering a call using DTMF (*1) you get an invalid extension error when dialing the extension.

The workaround to this problem is to create a preprocess subroutine and assign it to the destinations where you
have the problem.

Under Services — IPBX — IPBX configuration — Configuration files add a new file containing the following
dialplan:

[allow-transfer]

exten = s,1,NoOp (## Setting transfer context ##)
same = n, Set (_ _TRANSFER_CONTEXT=<internal-context>)
same = n,Return ()

Do not forget to substitute <internal-context> with your internal context.

Some places where you might want to add this preprocess subroutine is on queues and outgoing calls to be able to
transfer the called person to another extension.

Fax detection

XiVO does not currently support Fax detection. The following describe a workaround to use this feature. The
behavior is to answer all incoming (external) call, wait for a number of seconds (4 in this example) : if a fax is
detected, receive it otherwise route the call normally.

Note: This workaround works only :
* on incoming calls towards an User (and an User only),
* if the incoming trunk is a DAHDI or a SIP trunk,
« if the user has a voicemail which is activated and with the email field filled
¢ XiVO >= 13.08 (needs asterisk 11)

Be aware that this workaround will probably not survive any upgrade.

1. In the Web Interface and under Services — IPBX — IPBX configuration — Configuration files add a new
file named fax-detection.conf containing the following dialplan:
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;; Fax Detection

[pre-user—global-faxdetection]

exten = s,1,NoOp (Answer call to be able to detect fax if call is external AND
—user has an email configured)

same = n,GotoIf (S["${XIVO_CALLORIGIN}" = "extern"]?:return)

same = n, GotoIf (${XIVO_USEREMAIL}?:return)

same = n, Set (FAXOPT (faxdetect)=yes) ; Activate dynamically fax detection
same = n,Answer ()

same = n,Wait (4) ; You can change the number of seconds it will wait for
—~fax (4 to 6 is good)

same = n, Set (FAXOPT (faxdetect)=no) ; If no fax was detected deactivate_
—dyamically fax detection (needed if you want directmedia to work)

same = n(return), Return ()

exten = fax,1,NoOp(Fax detected from ${CALLERID (num)} towards ${XIVO_DSTNUM} -,
—will be sent upon reception to ${XIVO_USEREMAIL})

same = n,GotoIf ($["${CHANNEL (channeltype) }" = "DAHDI"]?
—changeechocan:continue)

same = n (changeechocan), Set (CHANNEL (echocan_mode)=fax) ; if chan type is
—dahdi set echo canceller in fax mode

same = n(continue), Gosub (faxtomail,s, 1 (${XIVO_USEREMAIL}))

2. In the file /etc/xivo/asterisk/xivo_globals.conf set the global user subroutine to
pre—-user—global-faxdetection : this subroutine will be executed each time a user is called:

’XIVO_PRESUBR_GLOBAL_USER = pre-user—global-faxdetection

3. Reload asterisk configuration (both for dialplan and dahdi):

’asterisk -rx 'core reload' ‘

Berofos Integration with PBX

You can use a Berofos failover switch to secure the ISDN provider lines when installing a XiVO in front of an
existing PBX. The goal of this configuration is to mitigate the consequences of an outage of the XiVO : with this
equipment the ISDN provider links could be switched to the PBX directly if the XiVO goes down.

XiVO does not offer natively the possibility to configure Berofos in this failover mode. This section describes a
workaround.

Logical view:

e + f————= +
—— Provider ———-| XiVO | —— ISDN Interconnection —-—-| PBX | —— Phones
fo———— + fo———— +
Connection:
t——————————— Beroxfos——---————— +
| A B C D \
| oo o0 O0OO0OO0OO O0OO0OOO ©OO0O0 O |
et e fefm———— fofm——— +
[ [ [ [
/ / [ [ ||
/ / - + / / - +
2 T2 | xivo | / / | PBX |
+—————— + / / o +
[ //
N \__/ /
N/
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The following describes how to configure your XiVO and your Berofos.

1.

Follow the Berofos general configuration (firmware, IP, login/password) described in the the Berofos Instal-
lation and Configuration page.
When done, apply these specific parameters to the berofos:
bnfos —--set scenario=1 -h 10.105.2.26 —-u admin:berofos
bnfos ——-set mode=1 -h 10.105.2.26 —u admin:berofos
bnfos —-set modedef=1 -h 10.105.2.26 —u admin:berofos
bnfos —--set wdog=1 -h 10.105.2.26 —-u admin:berofos
bnfos —--set wdogdef=1 -h 10.105.2.26 —-u admin:berofos
bnfos —--set wdogitime=60 -h 10.105.2.26 —-u admin:berofos
. Add the following script /usr/local/sbin/berofos-workaround:
#!/bin/bash
# Script workaround for berofos integration with a XiVO in front of PABX
res=$ (/usr/sbin/service asterisk status)
does_ast_run=$?
if [ $does_ast_run -eq 0 ]; then
/usr/bin/logger "$0 - Asterisk is running"
# If asterisk is running, we (re)enable wdog and (re)set the mode
/usr/bin/bnfos —--set mode=1 -f fosl -s
/usr/bin/bnfos —--set modedef=1 -f fosl -s
/usr/bin/bnfos —--set wdog=1 -f fosl -s
# Now 'kick' berofos ten times each 5 seconds
for ((i == 1; i <= 10; 1 += 1)); do
/usr/bin/bnfos —--kick —-f fosl -s
/bin/sleep 5
done
else
/usr/bin/logger "$0 - Asterisk is not running"
fi
Add execution rights to script:
chmod +x /usr/local/sbin/berofos-workaround
. Create a cron to launch the script every minutes /etc/cron.d/berofos-cron-workaround:
# Workaround to berofos integration
MAILTO=""

«/1 % % x % root /usr/local/sbin/berofos-workaround

Upgrading from XiVO 1.2.3

1.

2.

There is an issue with xivo—-libsccp and pf-xivo-base-config during an upgrade from 1.2.3:

dpkg: error processing /var/cache/apt/archives/pf-xivo-base-config 13%3al.2.4-
—~1_all.deb (——unpack):

trying to overwrite '/etc/asterisk/sccp.conf', which is also in package xivo-
—~libsccp 1.2.3.1-1

Errors were encountered while processing:
/var/cache/apt/archives/pf-xivo-base-config_13%3al.2.4-1_all.deb
E: Sub-process /usr/bin/dpkg returned an error code (1)

You have to remove /var/lib/dpkg/info/xivo-libsccp.conffiles:
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’rm /var/lib/dpkg/info/xivo-libsccp.conffiles

3. You have to edit /var/lib/dpkg/info/xivo-libsccp.list and remove the following line:

’/etc/asterisk/sccp.conf

4. and remove /etc/asterisk/sccp.conf:

’rm /etc/asterisk/sccp.conf

5. Now, you can launch xivo-upgrade to finish the upgrade process

CTI server is unexpectedly terminating

If you observes that your CTI server is sometimes unexpectedly terminating with the following message in /var/
log/xivo-ctid.log:

(WARNING) (main): AMI: CLOSING

Then you might be in the case where asterisk generates lots of data in a short period of time on the AMI while
the CTI server is busy processing other thing and is not actively reading from its AMI connection. If the CTI
server takes too much time before consuming some data from the AMI connection, asterisk will close the AMI
connection. The CTI server will terminate itself once it detects the connection to the AMI has been lost.

There’s a workaround to this problem called the ami-proxy, which is a process which buffers the AMI connection
between the CTI server and asterisk. This should only be used as a last resort solution, since this increases the
latency between the processes and does not fix the root issue.

To enable the ami-proxy, you must:

1. Addafile /etc/systemd/system/xivo-ctid.service.d/ami-proxy.conf:

mkdir -p /etc/systemd/system/xivo-ctid.service.d

cat >/etc/systemd/system/xivo-ctid.service.d/ami-proxy.conf <<EOF
[Service]

Environment=XIVO_CTID_AMI_PROXY=1

EOF

systemctl daemon-reload

2. Restart the CTI server:

systemctl restart xivo-ctid.service

If you are on a XiVO cluster, you must do the same procedure on the slave if you want the ami-proxy to also be
enabled on the slave.

To disable the ami-proxy:

rm /etc/systemd/system/xivo-ctid.service.d/ami-proxy.conf
systemctl daemon-reload
systemctl restart xivo-ctid.service

Agents receiving two ACD calls

Warning: Procedure was removed since bug was fixed in asterisk version shipped in 2017.LTS1 (2017.03)
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PostgreSQL localization errors

The database and the underlying database cluster used by XiVO is sensitive to the system locale configuration.
The locale used by the database and the database cluster is set when XiVO is installed. If you change your system
locale without particular attention to PostgreSQL, you might make the database and database cluster temporarily
unusable.

When working with locale and PostgreSQL, there’s a few useful commands and things to know:
* locale -a to see the list of currently available locales on your system
e locale to display information about the current locale of your shell

e grep "lc_ /etc/postgresql/9.4/main/postgresqgl.conf to see the locale configuration
of your database cluster

* sudo -u postgres psqgl -1 to see the locale of your databases

e the /etc/locale.gen file and the associated 1Locale—-gen command to configure the available system
locales

* systemctl restart postgresqgl.service torestart your database cluster

¢ the PostgreSQL log file located at /var/log/postgresgl/postgresgl-9.4-main.log

Note: You can use any locale with XiVO as long as it uses an UTF-8 encoding.

Database cluster is not starting

If the database cluster doesn’t start and you have the following errors in your log file:

LOG: invalid value for parameter "lc_messages": "en US.UTE-8"
LOG: invalid value for parameter "lc_monetary": "en_ US.UTF-8"
LOG: invalid value for parameter "lc_numeric": "en US.UTF-8"
LOG: invalid value for parameter "lc time": "en US.UTE-8"

FATAL: configuration file "/etc/postgresgl/9.4/main/postgresqgl.conf" contains,
—errors

Then this usually means that the locale that is configured in postgresqgl.conf (here en_US.UTF-8) is not
currently available on your system, i.e. does not show up the output of 1locale —a. You have two choices to fix
this issue:

* either make the locale available by uncommenting it in the /etc/locale.gen file and running
locale—gen

* or modify the /etc/postgresql/9.4/main/postgresqgl.conf file to set the various 1c_* op-
tions to a locale that is available on your system

Once this is done, restart your database cluster.

Can’t connect to the database

If the database cluster is up but you get the following error when trying to connect to the asterisk database:

FATAL: database locale is incompatible with operating system

DETAIL: The database was initialized with LC_COLLATE "en US.UTF-8", which is not
—recognized by setlocale().

HINT: Recreate the database with another locale or install the missing locale.

Then this usually means that the database locale is not currently available on your system. You have two choices
to fix this issue:

4.3. Troubleshooting 197



http://www.postgresql.org/docs/9.4/interactive/creating-cluster.html

XiVO Solutions Documentation

* either make the locale available by uncommenting it in the /etc/locale.gen file, running
locale—gen and restarting your database cluster

e or recreate the database using a different locale

Error during the upgrade

Then you are mostly in one of the cases described above. Check your log file.

Error while restoring a database backup

If during a database restore, you get the following error:

pg_restore: [archiver (db)] Error while PROCESSING TOC:
pg_restore: [archiver (db)] Error from TOC entry 4203; 1262 24745 DATABASE
—asterisk asterisk
pg_restore: [archiver (db)] could not execute query: ERROR: invalid locale name:
—~"en_US.UTF-8"

Command was: CREATE DATABASE asterisk WITH TEMPLATE = template0 ENCODING =
—'UTF8'" LC_COLLATE = 'en_US.UTF-8' LC_CTYPE 'en_US.UTF-8"';

Then this usually means that your database backup has a locale that is not currently available on your system. You
have two choices to fix this issue:

* either make the locale available by uncommenting it in the /etc/locale.gen file, running
locale—gen and restarting your database cluster

* or if you want to restore your backup using a different locale (for example fr_FR.UTF-8), then restore
your backup using the following commands instead:

sudo —u postgres dropdb asterisk
sudo -u postgres createdb -1 fr_ FR.UTF-8 -O asterisk -T template(O asterisk
sudo —u postgres pg_restore -d asterisk asterisk-x.dump

Error during master-slave replication

Then the slave database is most likely not using an UTF-8 encoding. You’ll need to recreate the database using a
different locale

Changing the locale (LC_COLLATE and LC_CTYPE) of the database

If you have decided to change the locale of your database, you must:

* make sure that you have enough space on your hard drive, more precisely in the file system holding the
/var/lib/postgresql directory. You’ll have, for a moment, two copies of the asterisk database.

* prepare for a service interruption. The procedure requires the services to be restarted twice, and the system
performance will be degraded while the database with the new locale is being created, which can take a few
hours if you have a really large database.

* make sure the new locale is available on your system, i.e. shows up in the output of locale -a

Then use the following commands (replacing fr_FR.UTF-8 by your locale):

xivo-service restart all

sudo —u postgres createdb -1 fr FR.UTF-8 -0 asterisk -T templateO asterisk_
—newlocale

sudo -u postgres pg_dump asterisk | sudo -u postgres psgl -d asterisk_newlocale

(continues on next page)
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xivo-service stop

sudo —u postgres psgl <<'EOF'

DROP DATABASE asterisk;

ALTER DATABASE asterisk_newlocale RENAME TO asterisk;
EOF

xivo-service start

You should also modify the /etc/postgresqgl/9.4/main/postgresqgl.conft file to set the various
lc_* options to the new locale value.

For more information, consult the official documentation on PostgreSQL localization support.
Originate a call from the Asterisk console

It is sometimes useful to ring a phone from the asterisk console. For example, if you want to call the 1234
extension in context default:

channel originate Local/l234@default extension 42@xivo-callme

WebRTC

* http.conf - asterisk’s webserver must accept connection from outside, the listen address must be updated,
for the sake of simplicity let’s use 0.0.0.0, you can also pick an address of one of the network interfaces:

[general]

enabled=yes

bindaddr=0.0.0.0

bindport=5039

prefix=

tlsenable=yes

tlsbindaddr=127.0.0.1:5040
tlscertfile=/usr/share/xivo-certs/server.crt
tlsprivatekey=/usr/share/xivo-certs/server.key
servername=XivO PBX

Do not forget to reload the configuration by the module reload http command on the Asterisk CLI.

* ritp.conf - the ICE support must be activated:

;

; RTP Configuration

’

[general]

’

; RTP start and RTP end configure start and end addresses
;

; Defaults are rtpstart=5000 and rtpend=31000
rtpstart=10000

rtpend=20000

; Whether to enable or disable UDP checksums on RTP traffic
’

; rtpchecksums=no

; The amount of time a DTMF digit with no 'end' marker should be
; allowed to continue (in 'samples', 1/8000 of a second)
;

;dtmftimeout=3000

(continues on next page)
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icesupport=yes
stunaddr=stun.l.google.com:19302

The configuration is reloaded by module reload res_rtp_asterisk.so.

* WebRTC requires DTLS keys to be generated in /etc/asterisk/keys. If you need to manually generate
the DTLS certificates following instructions on the Asterisk Wiki: https://wiki.asterisk.org/wiki/display/
AST/Secure+Calling+Tutorial. You just need to generate the TLS certificates (first call of ast_tls_cert),
other steps are not necessary. Make sure asterisk can read files by executing: chown -R asterisk.
asterisk /etc/asterisk/keys

4.3.2 Xuc & Xucmgt (CC & UC applications)

XUC overview page

XUC overview page available at @ XUC_IP:PORT, usually @ SERVER_IP:8090. You have to check if the “Inter-
nal configuration cache database” contains agents, queues etc.

XUC sample page
XUC sample page available at @ XUC_IP:PORT/sample, usually @ SERVER_IP:8090/sample. You can use this

page to check user login and other API functions. CCManager, agent and assistant web use functions available on
the sample page.

XUC Internal Metrics

Internal metrics are also available - see XUC Internal Metrics page.

XUC Internal Metrics

Contents

* XUC Internal Metrics
— Introduction
— Configuration
* Enable JMX
* Explore JMX
* Expose JMX through REST
— Metrics description
+ Historical metrics

* New metrics

x Other JVM metrics

Introduction

The XUC process exposes some metrics to troubleshoot or monitor the health of the process. Some of these
metrics were previously exposed in a sub-page of the XUC overview page. The metrics are not exposed using the
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JMX technology available in java.

Configuration

Enable JMX

JMX is enabled by default in java but only available on the local machine running the process. Moreover as we
are using docker, it’s only available inside the docker container itself. To make it available from the outside of the
container and host running the XUC process, you need to explicitely configure it to do so.

In the following configuration, replace
e JMX_PORT with the port number where you want to expose the IMX

e JMX_HOST by the docker host IP address (not the container one but the IP of the server running
docker)

Edit your docker compose file (/etc/docker/compose/docker-xivocc.yml) and change the configuration of the xuc
container:

Xuc:
[...]
ports:
— JMX_PORT:JMX_PORT
[...]

environment:

— JAVA_OPTS=-Xms512m -Xmx1024m -DtechMetrics.jmxReporter=true -Dcom.sun.
—management . jmxremote -Dcom.sun.management. jmxremote.port=JMX_PORT -Dcom.sun.
—management . jmxremote.local.only=false -Dcom.sun.management. jmxremote.
—authenticate=false -Dcom.sun.management. jmxremote.ssl=false -Djava.rmi.server.
—hostname=JMX_HOST -Dcom.sun.management. jmxremote.rmi.port=JMX_PORT

[...]

For example, if we have JMX_PORT=15701 and IMX_HOST=192.168.228.100, you should set

Xuc:
[...]
ports:
- 15701:15701
[...]

environment:

- JAVA_OPTS=-Xms512m -Xmx1024m -DtechMetrics.jmxReporter=true -Dcom.sun.
—management . jmxremote -Dcom.sun.management. jmxremote.port=15701 -Dcom.sun.
—management . jmxremote.local.only=false -Dcom.sun.management. jmxremote.
—authenticate=false -Dcom.sun.management. jmxremote.ssl=false -Djava.rmi.server.
—hostname=192.168.228.100 -Dcom.sun.management. jmxremote.rmi.port=15701

[...]

Then restart the XUC process with the new configuration by running the command xivocc-dcomp up -d
xuc

Explore JMX

Once restarted you can then use tools to explore the metrics: jconsole, visualvm with MBeans plugin, eclipse,. ..
For example, here are the steps to configure visualvm and explore the JMX metrics:

* Download and install visualvm https://visualvm.github.io/

* Enable MBeans plugin
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r N
Plugins x
[ Updates |"Available Plugins (23] | Downloaded | Installed (1) |  Settings |
Check for Newest Search:
Installl Name | Category | Source| 1 ;
[ VisualVM-Glassfish Application 5... i VisualVM-MBeans
[] wisualvM-Extensions Platform i - - -
[] startup Profiler Profiling G Community Contributed Plugin
[] BTrace Workbench Profiling i ersion: 1.8
E :?sua:\fg‘lc—Security iecrlrity % uthor: Luis-Miguel Alventosa
isua ools Date: 12/12/17
[] SAPlugin Tools ‘f;m‘ ource: VisualVM 1.4 Plugins Center
[] visualvM-BufferMonitor Tools i lomepage: https:/visualvm.github.io
[0 visualvM-Logfile-Madule Tools i
L] sysTray Tools i lugin Description
[]  visualvM-TDA-Module Tools [l
[] Threads Inspector Tools i he MBeans plugin integrates |Console's MBeans tab functionality into
[] WisualVM-JConsale Tools i isualv.
[v] |visualvM-MBeans Tools 5]
[] VisualVM-JymCapabilities Tools i
[] killapplication Tools i
[] Tracer-jvmstat Probes Tracer i
[[] Tracer-Monitor Probes Tracer lﬁﬁl
[] Tracer-Swing Probes Tracer lf,ml -
[] Tracer-I0 Probes Tracer (ﬁﬁl
[] Tracer-Collections Probes Tracer [ -
Install 1 plugin selected, 86kB

¢ Add remote host

Add JMX Connection x

Connection: |192.168.228.100:15?01 |
Usage: <hostname=:<port= OR service;jmx:<protocel=:<sag

[ | Display name:

[ | Use security credentials
Username:

Password:

Save security credentials

Do not require 550 connection

OK H Cancel

* Double click on process under the newly added host
* Click on the MBeans tab

» Explore tree

Expose JMX through REST

Alternatively you could integrate a JMX plugin to your running process which allows to gather JMX metrics over
HTTP. You need to download jolokia JVM agent from their website: https://jolokia.org/ and transfer the jar file
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MBeans

o= [CF JMimplementation
o= [ Xuc CtiLink
% [ Xuc CtiRouter
@ totalClients
¢ [ vmachin
1 nbofClients
¢ 7 Xuc.global
9 [ ami

W failures

o [ com.sun.management
o Jjava.lang
& [ java.nio
o= [ java.util.logging
¢ [ services
¢ [ CtiRouter
¢ [ services.calltracking
il AsteriskGraphTracker
4 ChannelTracker
4§l ConferenceTracker
o~ [ CustomDeviceTracker
#l DevicesTracker
o [ SipDeviceTracker
o [ TrunkDeviceTracker
o [ UnknownDeviceTracker

on the server hosting the XUC container (for example in /etc/docker/jolokia/jolokia-jvm-1.6.
2-agent. jar).

Then you should change your docker compose configuration for the xuc process in docker—-xivocc.yml:

Xuc:
[...]
ports:
— JMX_HTTP_PORT:JMX_HTTP_PORT
[...]

environment:

- JAVA_OPTS=-Xms512m -Xmx1024m -DtechMetrics. jmxReporter=true -javaagent:/opt/
—Jjolokia/Jjolokia—jvm-1.6.2-agent.jar=port=JMX_HTTP_PORT, host=JMX_HTTP_HOST

[...]

volumes:
- /etc/docker/jolokia:/opt/jolokia

Then restart the XUC process with the new configuration by running the command xivocc-dcomp up -d
xuc. The JIMX metrics are now available over HTTP, see jolokia website for help on available endpoints: https:
/fjolokia.org/documentation.html

Here are some example url to test: * List all jmx metrics available: curl http:/
/JIMX_HTTP_HOST:JMX_HTTP_PORT/jolokia/list * Get metrics of a specific ser-
vice: curl http://JIMX_HTTP_HOST:JMX_HTTP_PORT/jolokia/read/services.

calltracking:type=AsteriskGraphTracker

Metrics description
Historical metrics

These metrics were previously exposed in a sub-page of the XUC overview page.
e Xuc.CtiLink.*: Information on the link per user between XUC and ctid on the XiVO PBX
* Xuc.CtiRouter.totalClients: Total number of client connected to the XUC

¢ Xuc.CtiRouter.<username>.nbOfClients: Number of client connected to the XUC with the given <user-
name>

* Xuc.global.ami.failures: Number of failure/lost connection to the asterisk AMI
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New metrics

services.CtiRouter.<username>CtiRouter: Information on the currently connected <username>

services.calltracking. AsteriskGraphTracker * GraphSize: Size of the call graph * LoopDetected: Number
of call loop detected * Notifications: Number of Notifications published internally * Watchers: Number of
object monitoring the graph

services.calltracking.ChannelTracker * HangupEvents: Number of Hangup received since the process
started * NewChannelEvents: Number of channel created since the process started * Notifications: Number
of Notifications published internally * Watchers: Number of object monitoring the channels

services.calltracking.ConferenceTracker * Conferences: Number of conferences * Participants: Number of
participants

services.calltracking.DevicesTracker.Devices: Number of monitored device

services.calltracking.SipDeviceTracker.<SIP_PEER_NAME>: Information about the SIP peer (Phone de-
vice) * Calls: Number of active calls * ChannelEvent: Number of channel event received * PartyInforma-
tion: Number of event received from remote party * PathsFromChannel: Number of event received from
the AsteriskGraphTracker

services.calltracking. TrunkDeviceTracker.<TRUNK_NAME>: Information about the trunk, same informa-
tion as in SipDeviceTracker

services.calltracking.CustomDeviceTracker.<CUSTOM_NAME>: Information about the custom device,
same information as in SipDeviceTracker

services.calltracking.UnknownDeviceTracker.<CUSTOM_NAME>: Information about other asterisk de-
vice, same information as in SipDeviceTracker

Other JVM metrics

You

may also find these metrics interesting when troubleshooting the process: *

java.lang.Memory.HeapMemoryUsage: Information about the java heap memory * java.lang.GarbageCollector:
Information about the java garbage collector process

Agent states after XUC restart

Please see the note in restarting XUC server with active calls.

4.3.3 NGINX - proxy web

Basic check

On the standard HTTP port of the machine (80) you have the fingerboard page.

Docker says nginx is restarting

» Check logs for missing files or links, nginx refuses to start if one of servers is not accessible, e.g. xuc is

down.

4.3.4 PostgreSQL
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Container keeps on restarting after upgrade

After upgrading Docker it can sometimes happen that the container xivocc_pgxivocc_1 gets stuck in restarting
mode. Logs show the following error

FATAL: data directory "/var/lib/postgresqgl/data"™ has group or world access
DETAIL: Permissions should be u=rwx (0700) .

Error is caused by wrong permissions on the PostgreSQL data directory. Follow the below steps in order to fix the
issue:

1. Find the location of the directory inside the container information:

grep volumes

docker inspect xivocc_pgxivocc_1

2. Command output should give something like this:

"Source": "/var/lib/docker/volumes/
<+82898d65ae41174865211£f£f709c12blf5e7b3clb7d26e73500b6e6c7cffb3f10/_data",

3. Use the result above to change the permissions:

chmod -R 700 /var/lib/docker/volumes/
<582898d65ae41174865211££709c12blf5e7b3clb7d26e73500b6eb6c7cffb3£f10/_data

4. Restart the container:

xivocc-dcomp restart pgxivocc

4.3.5 Reporting
xivo_replic does not replicate call data

After experiencing a ‘no space left on device’ and restarting containers, it can sometimes happen that the data
from XiVO is not replicated anymore. Container xivocc_replic_I logs show the following error:

xivo_replic_1 | liquibase.exception.LockException: Could not acquire change
—~log lock. Currently locked by fe80:0:0:0:42:acff:fell:8%eth0_
5 (fe80:0:0:0:42:acff:fell:8%eth0) since 4/10/17 3:28 PM

Error is caused by a lock in liquibase db. Follow the below steps in order to fix the issue:

Warning: This problem should not happen, so you should know what you are doing and not
follow this procedure blindly.

1. With xivo_stats, xivo_replic and pack_reporting containers stopped find if there still is an active lock:

xivo_stats=# select * from databasechangeloglock;
id | locked | lockgranted | lockedby

1 ]t | 2017-04-10 15:28:10.684 | fe80:0:0:0:42:acff:fell:8%eth0
— (fe80:0:0:0:42:acff:fell:8%eth0)

2. If so, delete the lock:

xivo_stats=# truncate databasechangeloglock;
xivo_stats=# select * from databasechangeloglock;

(continues on next page)
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(continued from previous page)

id | locked | lockgranted | lockedby
—_—— o o

3. Restart the containers:

xivocc—-dcomp start xivo_replic
xivocc-dcomp start pack_reporting
xivocc-dcomp start xivo_stats

Now, if xivo_stats is stuck in exit (126), try a docker rm -v {xivo_stats contener id} followed by a xivocc-dcomp
up -d.
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CHAPTER B

IPBX Configuration Guide

5.1 Advanced Configuration

This section describes the advanced system configuration.

5.1.1 XiVO General Settings

XiVO offers the possibility to configure the general settings via the Configuration — Management — General
page.

General Settings

Live reload configuration: L

Fig. 1: Configure XiVO General Settings
Live reload configuration permit to reload its configuration on command received from WEBI (this option is
enabled by default).

If you deactivate Live reload, apart from commands to xivo-ctid service, no config update command will be sent
to udpate the services configuration. You must then reload the configuration accordingly.

The table below lists the parameters that will need a manual reload:
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Services —> IPBX —> IPBX Settings

Menu Section Parameter Reload command
Users General On-Hold Music, Caller | sip reload
ID
Lines all sip reload
dialplan reload
Services Enable supervision dialplan reload
Voicemail all voicemail reload
sip reload
Func Keys Type Customized with | dialplan reload +
Supervision activated phone reboot
Groups General queue reload all
* Name, Ring strat-
egy,
e User reachability
timeout,
» Time before retry-
ing a call to a user,
e Call a member al-
ready in line,
e On-Hold Music
Number dialplan reload
Users all queue reload
members
Application N.A. N.A.
Call permissions N.A. N.A.
No answer N.A. N.A.
Schedules N.A. N.A.
Voicemails all all voicemail reload
Conference rooms General Number, PIN code, Or- | dialplan reload
ganizer PIN code
Services —> IPBX —> Call management
Menu Section Parameter Reload command
Incoming calls all N.A. N.A.
Outgoing calls Exten all dialplan reload
Call permissions all N.A. N.A.
Call filters all N.A. N.A.
Call pickups Interceptors all sip reload
Intercepted all sip reload
Schedule all N.A. N.A.
Services —> Call center —> Call management
Menu Section Parameter Reload command
Agents all all queue reload all
Queues General Name, Ring strategy, On- | queue reload all
Hold Music
Number dialplan reload
Announces all queue reload all
Members all queue reload
members
Application N.A. N.A.
No answer N.A. N.A.
Advanced all queue reload all
Schedules N.A. N.A.
Continued on next page
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Table 1 — continued from previous page

Diversions N.A. N.A.

Qualifications N.A. N.A.
Agents all all queue reload all
Queues penalties all all queue reload all
Skills all all queue reload all
Skill rules all all queue reload all
Qualifications all N.A. N.A.

5.1.2 Activate Directmedia with SIP Provider & DTMF RFC 2833

Important: This page describes how to enable Directmedia on your XiVO PBX in the specific following
context:

 with a SIP Provider authorizing directmedia (or requiring it),
* and with this SIP Provider using DTMF according to RFC 2833

Other use cases are not covered here.

Introduction

Directmedia is an Asterisk feature to optimize network streams. By default, when asterisk establishes a call
between two phones, it establishes the media stream (voice or video RTP stream) via itself. Then, if A calls B, the
media stream goes from A to asterisk and then from asterisk to B:

Without directmedia:

A <———- SIP & RTP ———-> | XivO | <--——— SIP & RTP -———> B

Enabling Directmedia make media streams to flow directly between A and B:

With directmedia activated:

» RTP ~

This is particularly useful when your XiVO PBX and phones are not located on the same site. In this case,
activating Directmedia could dramatically save network bandwidth.

Prerequisites
e As written in the note above we only cover the case where your SIP Provider will accept media stream
directly between your endpoints and its media gateways.
 Also it describes how to configure your system if your SIP Provider accepts DTMF in RFC 2833.

* And you must ensure that network routing is working between your different endpoints - as enabling di-
rectmedia means that media stream will flow directly between endpoints (phones, gateways, operators etc.).

* Note also that in this context network QoS should be taken into account with great care, but is outside the
scope of this page.
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Configuration

Directmedia activation

First of all, enable directmedia on your XiVO PBX:
1. Go to Services -> IPBX -> General settings -> SIP Protocol -> Default
2. Set Redirect media stream to Not behind NAT
3. Set DTMF to RFC2833

Device configuration

Device configuration must be changed to activate the RFC 2833 DTMF mode:
1. Go to Configuration -> Provisioning -> Template device
2. Edit the Default template device
3. and set DTMF to RTP-out-of-band
4

. This requires a synchronization of all Devices (see Synchronize a device)

SIP Provider Trunk Configuration

Verify that your SIP Provider trunk configuration has also directmedia activated:
1. Edit your SIP Provider trunk,
2. In tab Advanced set Redirect media streams to Not behind NAT
3. In tab Signalling set DTMF to RFC2833

Other SIP Trunks

If you have other SIP trunks on your installation, you should verify that the DTMF mode is according to what the
endpoint support. And, as it is not covered in this guide, we recommend that you deactivate directmedia:

1. Edit the SIP trunk,
2. In tab Advanced set Redirect media streams to No

3. In tab Signalling set DTMF to the one supported by the endpoint.

User configuration

For directmedia to work with DTMF set in RFC 2833 mode you must deactivate the following options for users:
1. Go to Services -> IPBX -> IPBX Settings -> Users,
2. edit each user - except Switchboard user,
3. go to tab Services
4. and un-check all following options:
» Enable call transfer

e Enable online call recording
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Groups configuration

For directmedia to work with DTMF set in RFC 2833 mode you must deactivate the following options for groups:
1. Go to Services -> IPBX -> IPBX Settings -> Groups,
2. edit each group,
3. go to tab Application
4. and un-check all following options:
e Allow called one to transfer the caller
* Allow caller to transfer the call
* Allow called on to record the call

e Allow caller to record the call

Queues configuration

For directmedia to work with DTMF set in RFC 2833 mode you must deactivate the following options for queues:
1. Go to Services -> Call Center -> Configuration -> Queues,
2. edit each queue - except the Switchboard queue,
3. go to menu Application
4. and un-check all following options:
* Allow callee to hang up the call
* Allow caller to hang up the call
e Allow callee to transfer the call

* Allow caller to transfer the call

Allow callee to record the call

Allow caller to record the call

Conclusion

After having followed the above configuration steps, your XiVO will be configured for directmedia with a SIP
Provider using DTMF in RFC 2833 mode.

Limitations

This configuration is not compatible with:

¢ XiVO Client transfer method:

— after having un-checked the option Enable call transfer transfer won’t be possible from legacy XiVO
Client.

¢ Switchboard: calls towards Switchboard will be without directmedia. Directmedia will be activated on

the call after having been transfered (as the legacy transfer method must be used for Switchboard CTI
application)

» Jitterbuffer: jitterbuffer must be disabled on your XiVO PBX.

* Recording: if the call recording is activated for calls, it will disable Directmedia on these calls.
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* ChanSpy: listening to an agent (see CCManager application documentation) will disable temporarily the
directmedia. When listening is stopped, media flow will be re-established directly between agent and caller.

5.1.3 Telephony certificates

XiVO offers the possibility to create and manage X.509 certificates via the the Configuration — Management —
Certificates page.

These certificates can be used for:

* enabling SIP TLS

* enabling encryption between the CTI server and the XiVO clients
For the certificate used for HTTPS, see HTTPS certificate.

Creating certificates

You can add a certificate by clicking on the add button at the top right of the page. You’ll then be shown this page:
You should look at the examples if you don’t know which attributes to set when creating your certificates.
Removing certificates

When removing a certificate, you should remove all the files related to that certificates.

Warning: If you remove a certificate that is used somewhere in XiVO, then you need to manually reconfigure
that portion of XiVO.

For example, if you remove the certificate files used for SIP TLS, then you need to manually disable SIP TLS
or asterisk will look for certificate file but it won’t be able to find them.

Examples

In the following examples, if a field is not specified than you should leave it at its default value.

Creating certificates for SIP TLS

You need to create both a CA certificate and a server certificate.
CA certificate:
* Name : phones-CA
e Certification authority (checkbox) : checked
* Autosigned : checked
* Valid end date : at least one month in the future
e Common name : the FQDN (Fully Qualified Domain Name) of your XiVO
* Organization : your organization’s name, or blank
* Email : your email or organization’s email
Server certificate:
* Name : phones

e Certification authority (select) : phones-CA
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Certificates = Add

General

Name:

Certification authority: O

Autosigned: o

Certification authority: aastra-CA 7
CA password:
Password:
Cipher: v
Key length: 1024 ¥

Validity end date:

Common name: (2]
Email :
Unit:
Organization:
City:
State:

Country:

SAVE

Fig. 2: Adding a certificate
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Valid end date : at least one month in the future
* Common name : the FQDN of your XiVO
* Organization : your organization’s name, or blank

e Email : your email or organization’s email

Creating certificate for CTI server

e Name : xivo-ctid

* Autosigned : checked

Valid end date : at least one month in the future
e Common name : the FQDN of your XiVO
* Organization : your organization’s name, or blank

* Email : your email or organization’s email

Warning: You must not set a password for the certificate. If the certificate is password protected, the CTI
server will not be able to use it.

5.2 Boss Secretary Filter

The boss secretary filter allow to set a secretary or a boss role to a user. Filters can then be created to filter calls
directed to a boss using different strategies.

5.2.1 Quick Summary

In order to be able to use the boss secretary filter you have to :
¢ Select a boss role for one the users
 Select a secretary role for one ot the users
* Create a filter to set a strategy for this boss secretary filter

* Add a function key for the user boss and the user secretary

5.2.2 Defining a Role

The secretary or boss role can be set in the user’s configuration page under the service tab. To use this feature, at
least one boss and one secretary must be defined.

5.2.3 Creating a Filter
The filter is used to associate a boss to one or many secretaries and to set a ring strategy. The call filter is added in
the Services — IPBX — Call management — Call filters page.
Different ringing strategies can be applied :
* Boss rings first then all secretaries one by one
* Boss rings first then secretaries are all ringing simultaneously

* Secretaries ring one by one
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Users > Edit | Linda - Provisioning:
General Lines Mo answer
Services

Enable supervision: s
Enable call transfer: (]
Enable online eall recording: O
Call recording: O
Incoming call filtering: O
Do not disturb: ]
Filter Boss - Secretary:

<333356>

Services Voicemail Groups Func Keys

Boss v

/ Agent:

Entity:

Mame:

Call from:
Mode:
Ringing time:

CallerlD mode :

showroom ¥

fernando
All ¥
Secretaries simultansously ¥

Boss first then secretaries in serial

Boss first then secretaries simultaneously
Secretaries in serial

Secretaries simultaneocusly

Boss and secretaries simultaneously

Identity:

Ringing time:

tary

Fermando L'lgiane ¥

Lnlimited ¥
2 items selected Remove all
T Linda ( *37Fi0) =

5.2. Boss Secretary Filter
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* Secretaries are all ringing simultaneously
* Boss and secretaries are ringing simultaneously
» Change the caller id if the secretary wants to know which boss was initialy called

When one of serial strategies is used, the first secretary called is the last in the list. The order can be modified by
drag and drop in the list.

5.2.4 Usage

The call filter function can be activated and deactivated by the boss or the secretary using the *37 extension. The
extension is defined in IPBX services > Extensions.

The call filter has to be activated for each secretary if more than one is defined for a given boss.
The extension to use is x37<callfilter member id>.

In this example, you would set 2 Func Keys 373 and 374 on the Boss.

On the secretary Jina LaPlante you would set x373.

On the secretary Pt it Nouveau you would set »374.

Secretary

5.2.5 Function Keys

A more convenient way to active the boss secretary filter is to assign a function key on the boss’ phone or the
secretary’s phone. In the user’s configuration under Func Keys. A function key can be added for each secretaries
of a boss.

If supervision is activated, the key will light up when filter is activated for this secretary. If a secretary also has a
function key on the same boss/secretary combination the function key’s BLF will be in sync between each phones.

Warning: With SCCP phones, you must configure a custom Func Keys.

5.3 Call Completion

The call completion feature (or CCSS, for Call Completion Supplementary Services) in XiVO allows for a caller
to be automatically called back when a called party has become available.

1. To illustrate, let’s say Alice attempts to call Bob.
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2. Bob is currently on a phone call with Carol, though, so Bob rejects the call from Alice

3. Alice then dials *40 to request call completion.

4. Once Bob has finished his phone call, Alice will be automatically called back by the system.
5. When she answers, Bob will be called on her behalf.

This feature has been introduced in XiVO in version 14.17.

5.3.1 Description

Call completion can be used in two scenarios:
* when the called party is busy (Call Completion on Busy Subscriber)
* when the called party doesn’t answer (Call Completion on No Response)
We have already discussed the busy scenario in the introduction section.
Let’s now illustrate the no answer scenario:
1. Alice attempts to call Bob.
2. Bob doesn’t answer the phone. Alternatively, Alice hangs up before Bob has the time to answer the call.
3. Alice then dial *40 to request call completion.
4. When Bob’s phone becomes busy and then is no longer busy, Alice is automatically called back.
5. When she answers, Bob will be called on her behalf.

The important thing to note here is step #4. Bob’s phone needs to become busy and then no longer busy for Alice
to be called back. This means that if Bob was away when Alice called him, but when he came back he did not
received nor placed any call, then Alice will not be called back.

In fact, in all scenarios, after call completion has been requested by the caller, the called phone needs to transition
from busy to no longer busy for the caller to be called back. This means that in the following scenario:

1. Alice attempts to call Bob.

2. Bob is currently on a phone call, so he doesn’t answer the call from Alice.

3. Bob finish his call a few seconds later.

4. Alice then dials *40 to request call completion (Bob is not busy anymore).
Then, for Alice to be called back, Bob needs to become busy and then not busy.

If Alice is busy when Bob becomes not busy, then the call completion callback will only happen after both Alice
and Bob are not busy.

When call completion is active, it can be cancelled by dialing the *40 extension.
Some timers governs the use of call completion. These are:
* offer timer: the time the caller has to request call completion. Defaults to 30 (seconds).

* busy available timer: when call completion on busy subscriber is requested, if this timer expires before
the called party becomes available, then the call completion attempt will be cancelled. Defaults to 900
(seconds).

* no response available timer: similar to the “busy available timer”, but when call completion on no response
is requested. Defaults to 900 (seconds).

* recall timer: when the caller who requested call completion is called back, how long the original caller’s
phone rings before giving up. Defaults to 30 (seconds).

It’s currently impossible to modify the value of these timers in XiVO.
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Special Scenarios

There are four special scenarios:
¢ the call completion will not activate
* the call completion will activate and call back for the original called party
* the call completion will activate and call back for the rerouted called party

* the call completion will activate and call back for the original called party but fail to join him

Call completion will not activate

It is not possible to activate call completion in the following two scenarios.

First scenario: Alice tries to call Bob, but Bob has currently reached its “simultaneous calls” limit. When activating
call completion, Alice hears that the call completion can not be activated.

Note: The “simultaneous calls” option is configured per user via the XiVO web interface.

Second scenario: Alice tries to call Bob, but the call is redirected to Charlie.
This occurs when Bob redirects/rejects the call with any of the following:

* Unconditional call forwarding towards Charlie

¢ Closed schedule towards Charlie

* Call permission forbidding Alice to call Bob

* Preprocess subroutine forwarding the call towards Charlie

Call completion will activate and call back for the original called party

Scenario: Alice tries to call Bob, but the call is redirected to Charlie. When activating call completion, Alice hears
that the call completion is activated and eventually Alice is called back to speak with Bob.

This occurs when Bob redirects/rejects the call with any of the following:
* No-answer call forwarding towards Charlie

* Busy call forwarding towards Charlie

Call completion will activate and call back for the rerouted called party

Scenario: Alice tries to call Bob, but the call is redirected to Charlie. When activating call completion, Alice hears
that the call completion is activated and eventually Alice is called back to speak with Charlie.

This occurs when Bob redirects the call with any of the following:

* Boss-Secretary filter to the secretary Charlie

Call completion will activate and call back for the original called party but fail to join him

Scenario: Alice tries to call Bob, but the call is redirected to Charlie. When activating call completion, Alice
hears that the call completion is activated and eventually Alice is called back to speak with Bob. But when Alice
answers, Bob is not called. If Alice activates call completion again, she will hear that the call completion was
cancelled.

This occurs when Bob redirects/rejects the call with any of the following:
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* Do Not Disturb mode
* anew call forwarding rule that was applied after Alice activated call completion:
— Unconditional call forwarding towards Charlie

Closed schedule towards Charlie

Call permission forbidding Alice to call Bob

Preprocess subroutine forwarding the call towards Charlie

Limitations

 Call completion can only be used with SIP lines. It can’t be used with SCCP lines.

* Jtcan’t be used with outgoing calls and incoming calls, except if these calls are passing through a customized
trunk of type Local.

¢ It can’t be used with groups or queues.

* The call completion feature can’t be enabled only for a few users; either all users have access to it, or none.

5.3.2 Configuration

The call completion extension is enabled via the Services — IPBX — IPBX services — Extensions page, in the
General tab.

Enablel/disable call com pletion: ¢

Extension : *40

Fig. 3: Call Completion Extension

If your XiVO has been installed in version 14.16 or earlier, then this extension is by default disabled. Otherwise,
this extension is by default enabled.

5.4 Call Permissions

You can manage call permissions via the Services — IPBX — Call management — Call permissions page.
Call permissions can be used for:

* denying a user from calling a specific extension

* denying a user of a group from calling a specific extension

* denying a specific extension on a specific outgoing call from being called

* denying an incoming call coming from a specific extension from calling you

More than one extension can match a given call permission, either by specifying more than one extension for that
permission or by using extension patterns.

You can also create permissions that allow a specific extension to be called instead of being denied. This make it
possible to create a general “deny all” permission and then an “allow for some” one.

Finally, instead of unconditionally denying calling a specific extension, call permissions can instead challenge the
user for a password to be able to call that extension.
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As you can see, you can do a lot of things with XiVO’s call permissions. They can be used to create fairly complex
rules. That said, it is probably not a good idea to so because it’s pretty sure you’ll get it somehow wrong.

5.4.1 Notes

Internal Calls

Note: You can only deny internal calls towards users’ extensions.

If you apply a Deny rule towards an extension to a User, it will only work if it is the extension of a user (or
an extension that go through an outgoing call). It won’t work if the extension is the number of a Queue or a
Conference room.

Forwarded Calls

Note: Forwarded calls will be checked against the forwarder call permissions (if forwarder is a user).

When a call is forwarded, the call permissions will be checked against the forwarder permissions (not the caller
permissions).

This applies only to a call:

 forwarded by
— auser

* thanks to
— XiVO forward extensions (like unconditional forward (*21), forward on no answer (¥22) ...),
— or his phone SIP forward feature

* towards either:
— another user

— or a number which will go through an outgoing call

5.4.2 Examples

Note that when creating or editing a call permission, you must at least:
* fill the Name field

* have one extension / extension pattern in the Extensions field

Denying a user from calling a specific extension

¢ Add the extension in the extensions list

¢ In the Users tab, select the user

Note: User’s Rightcall Code (Services -> IPBX -> IPBX Settings -> Users under Services tab) overwrite all
password call permissions for the user.
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Warning: The extension can be anything but it will only work if it’s the extension of a user or an extension
that pass through an outgoing call. It does not work, for example, if the extension is the number of a conference
room.

Denying a user of a group from calling a specific extension

First, you must create a group and add the user to this group. Note that groups aren’t required to have a number.
Then,
¢ Add the extension in the extensions list

* In the Groups tab, select the group

Denying users from calling a specific extension on a specific outgoing call

¢ Add the extension in the extensions list
* In the Outgoing calls tab, select the outgoing call

Note that selecting both a user and an outgoing call for the same call permission doesn’t mean the call permission
applies only to that user. In fact, it means that the user can’t call that extension and that the extension can’t be
called on the specific outgoing call. This in redundant and you will get the same result by not selecting the user.

Denying an incoming call coming from a specific extension from calling you

Call permissions on incoming calls are semantically different from the other scenarios since the extension that you
add to the permission will match the extension of the caller (i.e. the caller number) and not the extension that the
caller dialed (i.e. the callee number).

¢ Add the extension in the extensions list.

* In the Incoming calls tab, select the incoming call

5.5 Call Logs

Call logs are pre-generated from CEL entries. The generation is done automatically by xivo-call-logd. xivo-call-
logs is also run nightly to generate call logs from CEL that were missed by xivo-call-logd.

Note: The oldest call logs are periodically removed. See Purge Logs for more details.

5.5.1 Search Dashboard

Call logs can be accessed using the menu Services — IPBX — Call management — Call Logs page.

Specifying no start date returns all available call logs. Specifying a start date and no end date returns all call logs
from start date until now.

Call logs are presented in a CSV format. Here’s an example:

Call Date,Caller,Called,Period,user Field
2015-01-02T00:00:00,Alice (1001),1002,2,userfield

The CSV format has the following specifications:

e field names are listed on the first line
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Call Logs

Start date: 2018-03-29

End date:

Fig. 4: Calls Records Dashboard

* fields are separated by commas: ,
* if there is a comma in a field value, the value is surrounded by double quotes: "

¢ the UTF-8 character encoding is used

5.5.2 REST API

Call logs are also available from xivo-confd REST API.

5.5.3 Manual generation

Call logs can also be generated manually. To do so, log on to the target XiVO server and run:

xivo-call-logs

To avoid running for too long in one time, the call logs generation is limited to the N last unprocessed CEL entries
(default 20,000). This means that successive calls to xivo—-call-logs will process N more CELs, making
about N/10 more calls available in call logs, going further back in history, while processing new calls as well.

You can specify the number of CEL entries to consider. For example, to generate calls using the 100,000 last
unprocessed CEL entries:

’xivofcallflogs -c 100000

5.6 Conference Room

5.6.1 Adding a conference room

In this example, we’ll add a conference room with number 4010.

First, you need to define a conference room number range for the “’default” context via the Services -> IPBX ->
IPBX Configuration -> Contexts page.

You can then create a conference room via the Services -> IPBX -> IPBX Settings -> Conference rooms page.

In this example, we have only filled the “Name” and “’Number” fields, the others have been left to their default
value.
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-

Contexts > Edit

General Users Groups Queues Conference rooms Incoming calls
Number range start Number range end +
4000 4993 #

Fig. 5: Adding a conference room number range to the default context

Conference rooms > Add

General Advanced
Name: room-4010
Number: 4010
Context: Default (default) ¥
On-Hold Music: default ¥
PIN code:
Organizer

Organizer PIN code:

Waiting Room:

Description :

Fig. 6: Creating conference room 4010
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As you can see, there’s quite a few options when adding / editing a conference room. Here’s a description of the
most common one:

General Tab
* Pin code: Protects your conference room with a PIN number. People trying to join the room will be asked
for the PIN code.

* Organizer Pin Code: This pin code is used to define an organizer for the conference, organizer will have the
right to mute or kick participants with the Conferences monitoring in uc assistant application.

* Waiting room: Once this option is checked the users are not able to speak in the room and have to wait the
organizer to join the conference.

Note: You must define a general pin code if you want to be able to organize conferences and use the organizers
features.

Advanced Tab

Conference rooms > Edit

Geners Advanced

Don't play announce for first participant:
No inceming notification:

Announce number of participants:

Record name and announce when joining and leaving: Mo ¥
Recording:
Max participants : 0

Preprocess subroutine :

Fig. 7: Conference room configuration advanced tab

* Don’t play announce for first participant: First user joining will not get any announce.

* No incoming notification: Users will not hear incoming announces. Deactivates the sound when user enters
/ leaves conference. It also deactivates the name recording feature, but not the announce of number of
participants.

* Announce number of participants: Announce user(s) count on joining a conference.

* Record name and announce when joining and leaving: The user is allowed to record his name that will be
heard by the other conference attendees. Can be reviewed afert record (yes) or not (No Review).
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* Recording: This conference room is recorded.
* Max participants: Define the maximum number of participants, default to 0.

* Preprocess subroutine: See Subroutine.

5.7 CTI Server

The CTI server configuration options can be found in the web-interface under the services tab.

5.7.1 General Options

The general options allow the administrator to manage network connections between the CTI server and the
clients.

The section named STARTTLS options allows the administrator to enable encrypted communications between
the clients and xivo-ctid and specify the certificate and private keys to use.

If no certificate and private key is configured, xivo-ctid will use the ones located in /usr/share/xivo-certs.

STARTTLS options

STARTTLS: v

Certificate: aastra ¥

Private Key: aastra v 9

Parting options are used to isolate XiVO users from each other. These options should be used when using the
same XiVO for different enterprises.

Context separation is based on the user’s line context. A user with no line is not the member of any context and
will not be able to do anything with the CTI client.

Note: xivo-dird must be restarted to take into account this parameter.

Contexts Separation:

5.7.2 Authentication

xivo-ctid uses xivo-auth to authenticate users. The default authentication backend is xivo_user. To change the
authentication backend, add a configuration file in /etc/xivo-ctid/conf.d with the following content:

auth:
backend: backend_name

where backend name is the name of an enabled xivo-auth Backends Plugins.
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Presence Name Description Action
| berigntback Bientot de retour LS
| erreursaisie Erreur Saisie &) %
| postappe Autre Travail &) %
| away Sorti &) %
| outtolunch Parti Manger &) %
| donotdisturb Ne pas déranger #) %
| disconnected Déconnecté @

| backofiice Back Off. #) %
| chat Chat &%
| available Disponible &

5.7.3 Presence Option

In the Status menu, under Presences, you can edit presences group. The default presence group is francais. When
editing a group, you will see a list of presences and their descriptions.

To use another presence group, you can edit the CTI profile you are using and select the appropriate presence
group for that profile.

Profiles > Edit CTI profile

General et Prefere
Name: Switchboard
Status
custom ¥ Presence
‘ xivo '| Phonehints
Services

0 items selected Remove a Add al

Enable voicemail

Call record

Incall record

Call filter

Enable DND

Unconditional transfer to a number

Transfer on busy

Available configuration

* Presence name is the name of the presence

* Display name is the human readable representation of this presence

* Color status is the color associated to this presence

* Other reachable statuses is the list of presence that can be switched from this presence state

* Actions are post selection actions that are triggered by selecting this presence

Presence > Edit presence

Presence name : berightback
Display name : Bientot de retour The human readable name to be displayed
Color status : #FFB545 Color of icon status

Other reachable statuses from this mode

Erreur Saisie  ~(> Disponible
Autre Travail (< Sori
Déconnects Parti Manger
Back Off, Ne pas déranger
Chat
Action Params +
Activate DND mode v false x
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Actions

action param
Enable DND { ‘true’, false’}
Pause agent in all queues
Unpause agent in all queues
Agent logoff

5.7.4 Enable encryption
To enable encryption of CTI communications between server and clients, you have to enable STARTTLS in CTI
Server — General settings — General

Custom certificates can be added in Configuration — Certificates and used in CTI Server — General settings —
General

In your XiVO Client, in the menu XiVO Client — Configure — Connection, click on the lock icon.

Note: A client which chooses to use encryption will not be able to connect to a server that does not have
STARTTLS enabled.

Warning: For now, there is no mechanism for strong authentication of the server. The connection is en-
crypted, but the identity of the server is not verified.

5.7.5 CTI profiles
The CTI profiles define which features are made available to a user. You can configure which profile will be used
by a user in the menu /PBX — PBX Settings — Users:

You can also customize the default profiles or add new profiles in the menu CTI Server — Profiles:

Xlets

To choose which features are available to users using a profile, you have to select which Xlets will be available.
The Position attribute determines how the Xlets will be laid out:
* dock will display a Xlet in its own frame. This frame can have some options:
— Floating means that the frame can be detached from the main window of the CTI Client.
— Closable means that the Xlet can be hidden
— Movable means that the Xlet can be moved (either inside the main window or outside)
— Scroll means that the Xlet will display a scroll bar if the Xlet is too large.

* grid will display a Xlet inside the main window, and it will not be movable. Multiple grid Xlets will be laid
out vertically (the second below the first).

* tab will display a Xlet inside a tab of the Xlet Tabber. Thus the Xlet Tabber is required and can’t be in a tab
position.

The Number attribute gives the order of the Xlets, beginning with 0. The order applies only to Xlets having the
same Position attribute.
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Users > Edit | Accueil Limonest - Provisioning: <138657>

General Lines No answer Services

First name:

Last name:

Mobile phone number:
E-mail:

Schedules:

Ringing time:
Simultaneous calls:
On-Hold Music:
Language:

Timezone:

Caller ID:

Outgoing Caller ID:
Preprocess subroutine:

User field :

XiVO Client

Enable XiVO Client:
Login:

Password:

+ <«————— Add profile

Profile
(] | standard
(] | profill
(W] | Client
o | Switchboard
a | Agent

a | Supervisor

Voicemail

Groups Func Keys

Accueil

Limonest

30seconds ¥
5 v

default ¥

"Accueil Limonest”

Default ¥

[«

accueill

Switchboard ¥

Edit profile

\Actloﬂ
7

(%

)

228
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5.8 Display customer informations

5.8.1 Sheet Configuration

Sheets can be defined under Services — CTI Server — Models in the web interface. Once a sheet is defined, it has
to be assigned to an event in the Services — CTI Server — Events menu.

Model The model contains the content of the displayed sheet.

Event Events are actions that trigger the defined sheet. A sheet can be assigned to many events. In that case, the
sheet will be raised for each event.

CTI Server +
General settings
Model Description Action
| Xivo Modéle de fiche de base.
Status
| basic
| customer
Directories | demoweb Montée d'url
Sheets
General settings
= Update model
General settings
Name : XVO
Focus:
Description

Modéle de fiche de base.

You must give a name to your sheet to be able to select it later.

The Focus checkbox is deprecated and will be remove in next version.

Sheets

Sheets allows to list different fields and associated content to be displayed in XivoCC application such as CC
Agent. The information will be automatically laid out in a linear fashion and will be read-only.

List of fields

Default XiVO sheet example :

Each field is represented by the following parameters :
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= Update model

Sheet
Disabled:
Qtinterface:
Field title Field type Default value Display value +

v Nom title v {xivo-callendname}
£ MNuméro text v {xivo-calleridnum}
r Origine text v {xivo-origin}
| lien url v https://192.168.3.252
£ dp-numapp text v {dp-numerc-appelant

* Field title : name of your line used as label on the sheet.
* Field type : define the type of field displayed on the sheet. Supported field types :
— title: to create a title on your sheet
— text : show a text
— url : asimple url link, open your default browser.
— urlx: an url button not implemented
— phone : create a tel: link, you can click to call on your sheet. not implemented
— form: show the form from an ui predefined. not implemented
¢ Default value : if given, this value will be used when all substitutions in the display value field fail.

* Display value : you can define text, variables or both. See the variable list for more information.

Variables

Three kinds of variables are available :
* xivo- prefix is reserved and set inside the CTI server:
— xivo-where for sheet events, event triggering the sheet
— xivo-origin place from where the lookup is requested (did, internal, forcelookup)
— Xxivo-direction incoming or internal
— xivo-did DID number
— xivo-calleridnum
— xivo-calleridname
— Xxivo-calleridrdnis contains information whether there was a transfer
— xivo-calleridton Type Of Network (national, international)
— xivo-calledidnum
— xivo-calledidname
— xivo-ipbxid (xivo-astid in 1.1)

— xivo-directory : for directory requests, it is the directory database the item has been found
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— xivo-queuename queue called
— xivo-agentnumber agent number called
— xivo-date formatted date string
— xivo-time formatted time string, when the sheet was triggered
— xivo-channel asterisk channel value (for advanced users)
— xivo-uniqueid asterisk uniqueid value (for advanced users)
* db- prefixed variables are defined when the reverse lookup returns a result.

For example if you want to access to the reverse lookup full name, you need to define a field
fullname in the directory definition, mapping to the full name field in your directory. The
{db-fullname} will be replaced by the caller full name. Every field of the directory is acces-
sible this way.

* dp- prefixed ones are the variables set through the dialplan (through UserEvent application)

For example if you want to access from the dialplan to a variable dp-test you need to add in your
dialplan this line (in a subroutine):

UserEvent (dialplan2cti, UNIQUEID: ${UNIQUEID},CHANNEL: ${CHANNEL},
«—VARIABLE: test,VALUE: "Salut")

The {dp-test} displays Salut.

Event configuration
You can configure a sheet when a specific event is called. For example if you want to receive a sheet when an
agent answers to a call, you can choose a sheet model for the Link event.
The following events are available :
 Dial: When the member’s phone starts ringing for calls on a group or queue or when the user receives a call
» Link: When a user or agent answers a call
e Unlink: When a user or agent hangup a call received from a queue
¢ Incoming DID: Received a call in a DID
* Hangup: Hangup the call

Sheet Events

Dial: v

Link: Xivo ¥

Unlink: v
Incoming DID: ¥
Hangup: ¥

The informations about a call are displayed via the XiVO Client on forms called sheets.
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5.8.2 Example: Display a Web page when an agent answers a call

The first step is to assign the URL to a dialplan variable. Go in the Services — IPBX — Configuration files and
create a new file called set sheeturl.conf. In this file, put the following:

[setsheeturl]
exten = s,1,NoOp (Starting Set Sheet URL)

same = n,Set (SHEET_URL_CTI=http://documentation.xivo.solutions)

same = n,UserEvent (dialplan2cti,UNIQUEID: ${UNIQUEID},CHANNEL: ${CHANNEL},
VARIABLE: mysheeturl,VALUE: ${SHEET_ URIL_CTI})

same = n,Return/()

You can replace documentation.xivo.solutions by the URL you want.

The second step is to set the URL when the call is queued. To do that, we will use a preprocessing subroutine.
This is configured in the queue configuration : go to Services — Call center — Queues and edit the queue. Set
the field Preprocessing subroutine to setsheeturl (the same as above).

The third step is to configure the sheet to open the wanted URL. Go to Services — CTI Server — Sheets —
Models and create a new sheet. Keep the default for everything except the Action tab, add a field and set it to
{dp-mysheeturl} (the same as above).

The fourth and final step is to trigger the sheet when the agent answers the queued call. Go to Services — CTI
Server — Sheets — Events and link the event Agent 1linked to the sheet you just created.

That’s it, you can assign agents to your queue, log the agents and make them answer calls with the XiVO Client
opened, and your browser should open the specified URL.

5.9 Devices

5.9.1 Synchronize a device

First you have to display the list of devices.

i
L

Fig. 8: Click on the synchronize button for a device.

MAC $ P g Phone number Entity Vendor § Model § Plugin Action

@ 00:04:13:70:31:46 10.70.0.100 101 xivo Snom 720 xivo-snom-8.7.5.35 =) (D)) %K
00:08:5d:34:6a:17 10.70.0.101 - = Aastra 6757 xivo-aastra-3.3.1-5P4 =) (D) () (XK

@ 00:15:65:b2:e2:4e 10.70.0.104 102 xivo Yealink T23G xivo-yealink-v81 =) (D)) %K

@ 00:15:65:c4:c2:73 10.70.0.105 | 103 xivo Yealink T465 Xivo-yealink-v8l =) (D) (#) (X

Fig. 9: List devices

You will see a pop-up to confirm synchronization Click on the <ok> button.

You must wait until the full synchronization process has completed to determine the state returned back from the
device. This can take several seconds. It is important to wait and do nothing during this time.

If synchronization is successful, a blue information balloon notifies you of success.

If synchronization fails, a red information balloon warns you of failure.
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IPBX

General settings
SIP Protocol

IAX Protocol
SCCP Protocol
Voicemails
Phonebook
Advanced

IPBX settings
Devices

Lines

Users

Groups
Voicemails
Conference rooms

Call management
Incoming calls
Outgoing calls

About

nfiguration

Confirm Synchronize?

Login: root

, T . T :
MAC & P& Phone number  Entity Vendor § Model §
(] . 00:04:13:70:31:46 10.70.0.100 1010 xivo Snom 720
@ 00:08:5d:34:6a:17 10.70.0.101 - = Aastra 6757i
O . 00:15:65:b2:e2:4e 10.70.0.104 1020 xivo Yealink T23G
(] . 00:15:65:c4:¢2:73 10.70.0.105 | 1030 Xivo Yealink T46S

‘ SEARCH Q
Plugin Action
xive-snom-8.7.5.35 @@@@

xivo-aastra-3.3.1-5P4
xivo-yealink-v81

xivo-yealink-v81

@O @
EISIGIC
@@

Legend

@ Device properly configured
Device configured in autoprov mode

. Device not configured (check if a plugin is installed for this device)

Fig. 10: Alert confirm synchronize

Fig. 11: Request synchronization processing

IPBX

General settings
SIP Protocol

IAX Protocol
SCCP Protocol
Voicemails
Phonebook
Advanced

IPBX settings
Devices

Lines

Users

Groups
Voicemails

* Device successfully synchronized

RS
MAC § P 3 Phone number
@ . 00:04:13:70:31:46 10.70.0.100 | 1010
(] 00:08:5d:34:6a:17 10.70.0.101 -
@ . 00:15:65:b2:e2:4e 10.70.0.104 | 1020
@ . 00:15:65:c4:c2:73 10.70.0.105 | 1030

Al fields except number " | SEARCH

Entity Vendor

xivo

xivo

Xivo

Snom

Aastra

Yealink

Yealink

a
Model §

720
6757i
T23G

T46S

Fig. 12: Device successfully synchronized

Q

Plugin

xivo-snom-8.7.5.35
xivo-aastra-3.3.1-5P4
xivo-yealink-v81

Xivo-yealink-v81

Action

©O@®
©O@®
©O@®
@@
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Services = Configuration About Login: root Type: Root

IPBX
« Emror during device synchronization
General settings
SIP P ol

> ol Y - All fields except number 7 SEARCH Q
> Protocol
mails

Ph MAC % P& Phone number  Entity Vendor & Model £ Plugin Action

Aovar O @ 00:04:13:70:31:46  10.70.0.100 1010 xivo  Snom 720 xivo-snom-8.7.5.35 50 @ ®

g’:i’i::“ings o 00:08:5d:34:6a:17  10.70.0.101 - . Aastra 6757i xivo-aastra-3.3.1-SP4 50 () (%
o . 00:15:65:b2:e2:de 10.70.0.104 1020 xivo Yealink T23G xivo-yealink-v81 =0 () (R
@ . 00:15:65:c4:¢2:73 10.70.0.105 | 1030 xivo Yealink T465 xivo-yealink-v81 =) (D) (#) (%

Voicemails

Fig. 13: Error during device synchronization

5.9.2 Synchronize multiple devices

Warning: When using multiple synchronization, the individual return states will not be displayed.

Select the devices you want to synchronize by checking the boxes.

Services = Configuration About Login: root Type: Root

IPBX + v All fields except number ¥ SEARCH Q

General settings Synchronize

] P g Phone number  Entity Vendor £ Model $ Plugin Action
Select all

I | Delete 10.70.0.100 1010 xivo Snom 720 xivo-snom-8.7.5.35 o) (D) () (%
@ 00:08:5d:34:6a:17 10.70.0.101 - ® Aastra 6757i xivo-aastra-3.3.1-5P4 =) (D) () (¢
174 . 00:15:65:b2:e2:4e 10.70.0.104 1020 xivo Yealink T23G xivo-yealink-v81 o) D) () (K
';5:2::‘““95 @ @ 00:15:65:c4:c2:73  10.70.0.105 1030 xivo  Yealink T465 xivo-yealink-val 5O (@) %

Fig. 14: Synchronize selected devices

A pop-up will appear requesting confirmation.

Services = Configuration About Lagin: root Type: Root
IPBX Y - All fields except number 7 SEARCH Q
General settings
sip P ol MAC & P g Phone number  Entity Vendor § Model § Plugin Action
ol
) pr ol ] @ o00:04 xivo-snom-8.7.5.35 = (D) (%
Lzl Are you sure you want to synchronise devices?
@ 00:08 i xivo-aastra-3.3.1-SP4 o) D) () (K
73} @ o00:15 i xivo-yealink-v81 2@ ) %
CANCEL
00:15 | xivo-yealink-v81 = 7
Devices v ® Y <) (D) () (%
Legend
Voicemails . Device properly configured

Fig. 15: Synchronize selected devices confirmation

If mass synchronization was successfully sent to the devices, a blue information balloon notifies you of success.

5.10 Directories

This page documents how to add and configure directories from custom sources. Directories added from custom
sources can be used for lookup via the directory feature of phones or for reverse lookup on incoming calls.
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Services = Configuration About Login: root Type: Root
IPBX
« Mass synchronized send to devices
General settings
SIP Protocol
5 o+ v All fields except number 7 SEARCH Q
ok MAC % P& Phone number  Entity Vendor & Model £ Plugin Action
Advanced
. (] . 00:04:13:70:31:46 10.70.0.100 1010 xivo Snom 720 xivo-snom-8.7.5.35 =) (D) (o) (%
g’B?( =middhee 2 00:08:5d:34:6a:17  10.70.0.101 - B Aastra 6757i xivo-aastra-3.3.1-S5P4  (2)(D) (@) (%
evices
(] . 00:15:65:b2:e2:4e 10.70.0.104 1020 xivo Yealink T23G xivo-yealink-v81 o0 () (R
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Fig. 16: Mass synchronization request sent successfully

An example of adding a source and configuring source access is made for each type of source:

5.10.1 XiVO directories
This type of directory is used to query the users of a XiVO. On a fresh install, the local XiVO is already configured.
The URI field for this type of directory should be the base URL of a xivo-confd server.

This directory type matches the xivo backend in xivo-dird.

Available fields
e id
* agent_id
e line_id
e firstname
* lastname
* email
* exten
* context
* mobile_phone_number
* userfield
* description

¢ voicemail _number
Example
Adding a source
Configuring source access

Here is an example of a configuration where the userfield was used as a free field to store the DID number of the
user and the description to store it’s location.

5.10. Directories 235



XiVO Solutions Documentation

Directories Servers > Edit

Directory name: xiva
Type: XiVio v
URI: hittp:flocalhost: 9487

XiVO directory

Username: 9
Password: @
Verify certificate: No r

Custom CA certificate:

2]
Description

XiVO internal users

Fig. 17: Configuration — Management — Directories

5.10.2 LDAP

XiVO offers the possibility to integrate LDAP servers. Once configured properly, you’ll be able to search your
LDAP servers from your XiVO client and from your phones (if they support this feature).

Note: This page describes how to add LDAP servers as sources of contacts. For other sources of contacts, see
Directories.

Add a LDAP Server
You can add a LDAP server by clicking on the add button at the top right corner of the Configuration — Manage-
ment — LDAP Servers page. You’ll then be shown this page:
Enter the following information:

* Name: the server’s display name

* Host: the hostname or IP address

¢ Port: the port number (default: 389)

 Security layer: select SSL if it is activated on your server and you want to use it (default: disabled)

— SSL means TLS/SSL (doesn’t mean StartTLS) and port 636 should then be used

¢ Protocol version: the LDAP protocol version (default: 3)

Warning: When editing an LDAP server, you’ll have to restart the CTI server for the changes to be taken
into account.
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Definitions > Update directories

Mame: internal
URI: http:fflocalhost: 9487 ¥
Delimiter:
Direct match: firstname lastname
Matech reverse exten

directories:

Mapped fields:

Fieldname Value -+
directory Répertoire XiVO Interne x
firstname: {firstname} x
phone {exten} x
lastname {lastname} x
nom {firstname} {lastname} x
display_name {firstname} {lastname} X
email {email} *
did {userfield} x
location {description} x

Description

Répertoire XiVO Externe

You need to restart the Dird server to apply changes.

SAVE

Fig. 18: Services — CTI Server — Directories — Definitions
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LDAP Servers > Add

Name: debian-idap
Host: 192.168.32.194
Port: 389

Security layer:

Protocol version: 3 T

Description:

Fig. 19: Adding a LDAP server

Notes on SSL/TLS usage

If you are using SSL with an LDAP server that is using a CA certificate from an unknown certificate au-
thority, you’ll have to put the certificate file as a single file ending with .crt into /usr/local/share/
ca-certificates and run update-ca-certificates.

You also need to make sure that the /etc/1ldap/ldap.conf file contains a line TLS_CACERT /etc/ssl/
certs/ca-certificates.crt.

After that, restart spawn-fcgi with service spawn-fcgi restart.

Also, make sure to use the FQDN of the server in the host field when using SSL. The host field must match
exactly what’s in the CN attribute of the server certificate.

Add a LDAP Filter
Next thing to do after adding a LDAP server is to create a LDAP filter via the Services — IPBX configuration —
LDAP Filters page.
You can add a LDAP filter by clicking on the add button at the top right of the page. You’ll then be shown this
page:
Enter the following information:

e Name: the filter’s display name

e LDAP server: the LDAP server this filter applies to

e User: the dn of the user used to do search requests

» Password: the password of the given user

* Base DN: the base dn of search requests

* Filter: if specified, it replace the default filter
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LDAP filters > Add

Name: test
LDAP Server: debian-ldap (192.168.32.194) bt
User: uid=alice ou=peoph
Password: foobar
Base DN: ou=people,dc=example,dc=org

Filter:
3]

Description:

Fig. 20: Adding a LDAP Filter

Use a Custom Filter

In some cases, you might have to use a custom filter for your search requests instead of the default filter.
In custom filters, occurrence of the pattern %Q is replaced by what the user entered on its phone.
Here’s some examples of custom filters:

* cn=*%Qx*

¢ & (cn=+%Q%) (mail=+@example.orqg)

* | (cn=+%Qx%) (displayName=+%$Qx)

Add a Directory Definition

The next step is to add a directory defintion for the LDAP filter you just created. See the directories section for
more information.

Here’s an example of an LDAP directory definition:

If a custom filter is defined in the LDAP filter configuration, the fields in direct match will be added to that filter
using an &. To only use the filter field of your LDAP filter configuration, do not add any direct match fields in
your directory definition.

Example:
¢ Given an LDAP filter with filter st=Canada
* Given a directory definition with a direct match cn, o

* Then the resulting filter when doing a search will be & (st=Canada) (| (cn=+%Q%*) (0=*%Q%*))
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Definitions > Update directories

Name: test
URI: Idapfilter:fftest ¥
Delimiter:
Direct match: cn telephoneMumber

Match reverse
directories:

Mapped fields:

Fieldname Value +
dizplay_name {cn} X
phone {telephoneNumber} x
firstname {givenMName} x
lastname {zn} x

Description

You need to restart the Dird server to apply changes.

Fig. 21: Services — IPBX — IPBX configuration — LDAP filters
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5.10.3 CSV File directories

The source file of the directory must be in CSV format. You will be able to choose the headers and the separator
in the next steps. For example, the file will look like:

title|firstname|lastname|displayname|society|mobilenumber|email
mr |Emmett |[Brown |Brown Emmett |DMC|5555551234 |emmet .brown@dmec.example.com

This directory type matches the csv backend in xivo-dird.

For file directories, the Direct match and the Match reverse directories must be filled with the name of the column
used to match entries.

Available fields

Available fields are the one’s contained in the CSV file.

Example

csv-phonebook.csv:

title|firstname|lastname|displayname|society|phone|email

mr | Emmett | Brown |Brown Emmett |[DMC|5555551234 |emmet .brown@dmec.example.com

ms|Alice|Wonderland|Wonderland Alice|DMC|5555551235]alice.wonderland@dmec.example.
—Ccom

Adding a source

Directories Servers > Add

Directory name: csv-phonebook
Type: C3V file ¥
URI: (data’csv-phonebook

Description

Contacts of the society DMC

Fig. 22: Configuration — Management — Directories

Configuring source access

5.10.4 CSV Web service directories

The data returned by the Web service must have the same format than the file directory. In the same way, you will
be able to choose the headers and the separator in the next step.
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Definitions > Update directories

Name: dmc
URI: file-/ffile:/idata/csv-phonebook. csv b
Delimiter: |
Direct match: displayname
Match reverse phone

directories:

Mapped fields:

Fieldname Value +
directory DMC directory X
display_name {title} {displayname} X
email {email} X
firstname {firstname} X
lastname {lastname} X
phone {phone} xX
society {society} a
title {title} x

Description

You need to restart the Dird server to apply changes.

Fig. 23: Services — CTI Server — Directories — Definitions
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This directory type matches the CSV web service backend in xivo-dird.

For web service directories, the Direct match and the Match reverse directories must be filled with the name of
the HTTP query parameter that will be used when doing the HTTP requests.

Note that the CSV returned by the Web service is not further processed.

Manual configuration needs to be done to use a secure (SSL) connection. See CSV web service for more details.

Available fields

Available fields are the ones contained in the CSV result.

Example

http://example.org:8000/ws-phonebook return csv:

title|firstname|lastname|displayname|society|phone|email

mr |Emmett |Brown |Brown Emmett |DMC|5555551234 |emmet .brown@dmec.example.com

ms |Alice|Wonderland|Wonderland Alice|DMC|5555551235|alice.wonderland@dmec.example.
—com

Adding a source

Directories Servers > Add
Directory name: ws-phonebook
Type: CSV Web service ¥
URI: hitp:/fexample.org: 8000/ws-phong

Description

Example CSV Web Service

Fig. 24: Configuration — Management — Directories

Configuring source access

Given you have the following directory definition:
* Direct match : search
e Match reverse directories : phone

When a direct lookup for “Alice” is performed, then the following HTTP request:

GET /ws-phonebook?search=Alice HTTP/1.1

is emitted. When a reverse lookup for “5555551234” is performed, then the following HTTP request:
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GET /ws-phonebook?phone=5555551234 HTTP/1.1

is emitted. On the reverse lookup, a filtering is performed on the result. In this example, it should have phone as
column.

Definitions > Add directory

Name: wsphonebook
URI: http-fexample_org:8000/ws-phonebook ¥
Delimiter: |
Direct match: search
Match reverse phone

directories:

Mapped fields:

Fieldname Value +
directory C5V web service example x
firstname {firstname} X
lastname {lastname} by
display_name {title} {displayname} x
phone {phone} X
email {email} x
society {society} X

Description

You need to restart the Dird server to apply changes.

Fig. 25: Services — CTI Server — Directories — Definitions

5.10.5 Phonebook directories

This type of directory source is the internal phonebook of a XiVO. The URI field is the one used to query the
phonebook.

This directory type matches the phonebook backend in xivo-dird.
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Available fields

General phone book section

These fields are set in the General tab of the phone book.
* phonebook.description
 phonebook.displayname
* phonebook.email
* phonebook.firstname

* phonebook.fullname (this value is automatically generated as “<firstname> <lastname>", e.g. “John
Doe”)

* phonebook.lastname
» phonebook.society
¢ phonebook.title

* phonebook.url

Phone numbers

These are the different phone numbers that are available
* phonebooknumber.fax.number
* phonebooknumber.home.number
¢ phonebooknumber.mobile.number
* phonebooknumber.office.number

* phonebooknumber.other.number

Addresses

Each configured address can be accessed

Address uses the following syntax phonebookaddress.[location].[field], e.g. phonebookaddress.office.zipcode.

Locations

¢ home
¢ office

e other

Fields

* addressl
* address2
* city

* country

* state
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* zipcode

Example

Adding a source

Directories Servers > Edit

Directory name: phonebook
Type: Phonebook T
URI: http:fflocalhost/service/ipbx/json.g
Description

XiVO phonebook

Fig. 26: Configuration — Management — Directories

URI : http://localhost/service/ipbx/json.php/private/pbx_services/phonebook

Configuring source access

Default phonebook is set in Directories -> Definitions -> xivodir.

Note: Phone IP should be in the authorized subnet to access the directories. See Remote directory.

5.10.6 Adding a source

Note: See LDAP for adding this source.

You can add new data sources via the Configuration — Management — Directories page.
* Directory name: the name of the directory
* Type: there are 4 types of directory:
- XiVO
CSV File
CSV Web service

Phonebook

e URI: the data source

* Description: (optional) a description of the directory
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Definitions > Update directories

Name: xivodir
URI: hitp:¥localhost/servicelipbx/ison.php/private/pbx  services/ohonebook
Delimiter:
Direct match: phonebook firstname phonebook.lastname
Match reverse phonebooknumber_office.number, phonebot

directories:

Mapped fields:

Fieldname Value
miail {phonebook.email}
lastname {phonebook.lastname}
fullname {phonebook. fullname}
phone {phonebooknumber.office. number
reverse {phonebook. fullname}
firstname: {phonebook firstname}
company {phonebook.society}
directory Répertoire XivO Externe
nom {phonebook firstname} {phoneboc
phone_mobile {phonebooknumber.mobile. numis
phone_home {phonebooknumber home numbe
phone_other {phonebooknumber.other.number
email {phonebook.email}

Description

Répertoire XivO Externe

You need to restart the Dird server to apply changes.

SAVE

Fig. 27: Services — CTI Server — Directories — Definitions
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5.10.7 Configuring source access

Go in Services — CTI Server — Directories — Definitions and add a new directory definition.

e Name: the name of the directory definition

URI: the data source
* Delimiter: (optional) the field delimiter in the data source
* Direct match: the list used to match entries for direct lookup (comma separated)

* Match reverse directories: (optional) the list used to match entries for reverse lookup (comma separated)

Mapped fields: used to add or modify columns in this directory source
— Fieldname: the identifier for this new field

— Value: a python format string that can be used to modify the data returned from a data source

Reverse lookup
It’s possible to do reverse lookups on incoming calls to show a better caller ID name when the caller is in one of
our directories.
Reverse lookup will only be tried if at least one of the following conditions is true:
* The caller ID name is the same as the caller ID number
* The caller ID name is “unknown”
Also, reverse lookup is performed after caller ID number normalization (since XiVO 13.11).
To enable reverse lookup, you need to add an entry in Mapped fields:
 Fieldname: reverse

* Value: the header of your data source that you want to see as the caller ID on your phone on incoming calls

Example

* Match reverse directories: phonebooknumber.office.number, phonebooknumber.mobile.
number, phonebooknumber.home.number

* Fieldname: reverse
e Value: phonebook.society

This configuration will show the contact’s company name on the caller ID name, when the incoming call will
match office, mobile or home number.

Phone directory

Phone directory takes 2 Fieldname by default:
* display_name: the displayed name on the phone
¢ phone: the number to call

Examples:

You will find below some useful configurations of Mapped fields.
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Definitions > Update directories

MName: xivodir
URI: http:/flocalhost'service/ipbwison. phpiprivate/pbx  services/phonebook ¥
Delimiter:
Direct match: phonebeook firstname phonebook lastname
Match reverse directories: phonebooknumber.office.number,phonebo T
Mapped fields:

Fieldname Value +
mail {phonebook.email} X
lastname {phonebook lastname} X
fullname {phonebook fullname} X
phone {phonebooknumber. office.numbe: X
reverse AM—— {phonebook.society} M—— X
firstname {phonebook firstname} X
company {phonebock.society} X
directory Répertoire XiVO Externe X
nom {phonebock firstname} {phonebo« X
name {phonebock firstname} {phonebo« X

Fig. 28: Services — CTI Server — Directories — Definitions
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Adding a name field from firstname and lasthame

Given a configuration where the directory source returns results with fields firstname and lastname . To add a
name column to a directory, the administrator would add the following Mapped fields:

e Fieldname: name

e Value: {firstname} {lastname}

Prefixing a field

Given a directory source that need a prefix to be called, a new field can be created from an exising one. To add a
prefix 9 to the numbers returned from a source, the administrator would add the following Mapped fields:

e Fieldname: number

e Value: 9 {number}

Adding a static field

Sometimes, it can be useful to add a field to the search results. A string can be added without any formatting. To
add a directory field to the xivodir directory, the administrator would add the following Mapped fields:

* Fieldname: directory

e Value: XiVvO internal directory

5.10.8 Configuring source display

XiVO Client

Edit the default display filter or create your own in Services — CTI Server — Directories — Display filters.
Each line in the display filter will result in a header in your XiVO Client.

e Field title: text displayed in the header.

o Field type: type of the column, this information is used by the XiVO Client. (see type description)

* Default value: value that will be used if this field is empty for one of the configured sources.

e Field name: name of the field in the directory definitions. The specified names should be available in the
configured sources. To add new column name to a directory definition see above.

Phone

The only way to configure display phone directory is through XiVO dird configuration.

5.10.9 Adding a directory

To include a directory in direct directory definition:
1. Go to Services — CTI Server — Directories — Direct directories.
2. Edit your context.
3. Select your display filter.
4. Add the directories in the Directories section.

To include a directory in reverse directory definition:
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Filters = Update displays

Name: default
Field title Field type Default value Field name

Name name name *
Number number number b8
Favaorite favorite favorite B
Personal personal *
Source directory b8
Mobile callable mobile B
SDA callable sda x
Location location X

Description

4
You need to restart the Dird server to apply changes.
Fig. 29: Services — CTI Server — Directories — Display filters
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1. Go to Services — CTI Server — Directories — Reverse directories.

2. Add the directories to include to reverse lookups in the Related directories section.

5.10.10 Applying changes
To reload the directory configuration for XiVO Client, phone lookups and reverse lookups, use one of these
methods:

* Services — IPBX — Control — Restart Dird server

e console service xivo-dird restart

5.11 Directed Pickup

Directed pickup allows a user to intercept calls made to another user.

For example, if a user with number 1001 is ringing, you can dial *§1001 from your phone and it will intercept
(i.e. pickup) the call to this user.

The extension prefix used to pickup calls can be changed via the Services — IPBX — IPBX services — Extensions
page.

5.11.1 Custom Line Limitation

There is a case where directed pickup does not work, which is the following:

Given you have a user U with a line of type "customized"

Given this custom line is using DAHDI technology

Given this user is a member of group G

When a call is made to group G

Then you won't be able to intercept the call made to U by pressing x8<line number,
—of U>

If you find yourself in this situation, you’ll need to write a bit of dialplan.
For example, if you have the following:

* auser with a custom line with number 1001 in context default

* acustom line with interface DAHDI /gl1/5551234

Then add the following, or similar:

[custom_lines]
exten = 1inel001, 1, NoOp ()

same = n,Set (__ _PICKUPMARK=1001%default)
same = n,Dial (DAHDI/gl/5551234)
same = n,Hangup ()

Anddoadialplan reload in the asterisk CLI.
Then, edit the line of the user and change the interface value to Local/linel001@custom_lines

Note that you’ll need to update your dialplan if you update the number of the line or the context.
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5.12 Entities

5.12.1 Purpose
In some cases, as the telephony provider, you want different independent organisations to have their telephony

served by your XiVO, e.g. different departments using the same telephony infrastructure, but you do not want
each organisation to see or edit the configuration of other organisations.

5.12.2 Configuration

In Configuration — Entities, you can create entities, one for each independant organisation.

In Configuration — Users, you can select an entity for each administrator.

Note: Once an entity is linked with an administrator, it can not be deleted. You have to unlink the entity from all
administrator to be able to delete it.

For the new entity to be useful, you need to create contexts in this entity. You may need:
¢ an Internal context for users, groups, queues, etc.
¢ an Incall context for incoming calls

* an Outcall context for outgoing calls, which should be included in the Internal context for the users to be
able to call external numbers

5.12.3 Limitations

Global Fields

Some fields are globally unique and will collide when the same value is used in different entities:
* User CTI login
* Agent number
¢ Queue name
» Context name

An error message will appear when creating resources with colliding parameters, saying the resource already
exists, even if the entity-linked administrator can not see them.

Affected Lists

Only the following lists may be filtered by entity:
* Lines
» Users
* Devices
* Groups
* Voicemails
* Conference Rooms
¢ Incoming calls

e Call filters
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* Call pickups
* Schedules
* Agents
* Queues
For the devices:
* The filtering only applies to the devices associated with a line.

* The devices in autoprov mode or not configured mode are visible by every administrator.

REST API

The REST API does not have the notion of entity. When creating a resource without context via REST API, the
resource will be associated to an arbitrary entity. Affected resources are:

* Contexts

* Call filters

* Group pickups
* Schedules

¢ Users

5.13 Fax

5.13.1 Fax transmission

It’s possible to send faxes from XiVO using the fax Xlet in the XiVO client.

The file to send must be in PDF format.

5.13.2 Fax reception

Note: Only works for Fax in A4 paper format.

Adding a fax reception DID
If you want to receive faxes from XiVO, you need to add incoming calls definition with the Application destination
and the FaxToMail application for every DID you want to receive faxes from.

This applies even if you want the action to be different from sending an email, like putting it on a FTP server.
You’ll still need to enter an email address in these cases even though it won’t be used.

Note that, as usual when adding incoming call definitions, you must first define the incoming call range in the
used context.

Changing the email body

You can change the body of the email sent upon fax reception by editing /etc/xivo/mail.txt.
The following variable can be included in the mail body:

¢ % (dstnum) s: the DID that received the fax

254 Chapter 5. IPBX Configuration Guide



XiVO Solutions Documentation

XivO Client 15.10.2-12-gef3F9fé (Client profile)

XivO Client Help

Alice Wonderland

Send fax

Choose file to send

file BROWSE...

Choose destination number

fax number

Connected

Fig. 30: The fax Xlet in the XiVO Client
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IPBX +

General settings
SIP F Incoming calls > Add

General Call permissions es

DID: 5551234567
IPBX settings Context: Incalls (from-externy ¥
Devices
Lines Destination : Application r
Users -
Groups Application: | FaxToMail v
' E-mail: foo@example.org

nierent il
CallerlD mode : r
Call management
Ineeming calls Preprocess
subroutine :
Description :

sIP P =
Ay P .
Customized m

¢ % (srcnum) s: the sender number (as we received it)

If you want to include a regular percent character, i.e. %, you must write it as $% in mail.txt or an error will
occur when trying to do the variables substitution.

The agid service must be restarted to apply changes:

service xivo-agid restart

Changing the email subject

You can change the subject of the email sent upon fax reception by editing /etc/xivo/asterisk/
xivo_fax.conf.

Look for the [mail] section, and in this section, modify the value of the subject option.

The available variable substitution are the same as for the email body.

The agid service must be restarted to apply changes:

service xivo-agid restart

Changing the email from

You can change the from of the email sent upon fax reception by editing /etc/xivo/asterisk/xivo_fax.
conf.

Look for the [mail] section, and in this section, modify the value of the email_from option.

The agid service must be restarted to apply changes:
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service xivo-agid restart

Changing the email realname

You can change the realname of the email sent upon fax reception by editing /etc/xivo/asterisk/
xivo_fax.conf.

Look for the [mail] section, and in this section, modify the value of the email_realname option.

The agid service must be restarted to apply changes:

service xivo-agid restart

Using the advanced features

The following features are only available via the /etc/xivo/asterisk/xivo_fax.conf configuration
file. They are not available from the web-interface.

The way it works is the following:

* you first declare some backends, i.e. actions to be taken when a fax is received. A backend name looks like
mail, ftp_example_orgorprinter_office

* once your backends are defined, you can use them in your destination numbers. For example, when someone
calls the DID 100, you might want the ftp_example_org and mail backend to be run, but otherwise,
you only want the mail backend to be run.

Here’s an example of a valid /etc/xivo/asterisk/xivo_fax.conf configuration file:

[general]

tiff2pdf = /usr/bin/tiff2pdf
mutt = /usr/bin/mutt

lp = /usr/bin/lp

[maill]

subject = FAX reception to % (dstnum)s
content_file = /etc/xivo/mail.txt
email_from = no-reply+fax@xivo.solutions
email_realname = Service Fax

[ftp_example_org]
host = example.org
username = foo
password = bar
directory = /foobar

[dstnum_default]
dest = mail

[dstnum_100]
dest = mail, ftp_example_org

The section named dstnum_default will be used only if no DID-specific actions are defined.

After editing /etc/xivo/asterisk/xivo_fax.conf, you need to restart the agid server for the changes
to be applied:

service xivo-agid restart
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Using the FTP backend

The FTP backend is used to send a PDF version of the received fax to an FTP server.

An FTP backend is always defined in a section beginning with the ftp prefix. Here’s an example for a backend
named ftp_example_org:

[ftp_example_org]
host = example.org
port = 2121
username = foo
password = bar
directory = /foobar
convert_to_pdf = 0

The port option is optional and defaults to 21.
The directory option is optional and if not specified, the document will be put in the user’s root directory.

The convert_to_pdf option is optional and defaults to 1. If it is set to 0, the TIFF file will not be converted
to PDF before being sent to the FTP server.

The uploaded file are named like $ {XIVO_SRCNUM}-${EPOCH} . pdf.

Using the printer backend

To use the printer backend, you must have the cups—-client package installed on your XiVO:

$ apt-get install cups-client

The printer backend uses the 1p command to print faxes.

A printer backend is always defined in a section beginning with the printer prefix. Here’s an example for a
backend named printer_office:

[printer_office]
name = office
convert_to_pdf = 1

When a fax will be received, the system command 1p -d office <faxfile> will be executed.

The convert_to_pdf option is optional and defaults to 1. If it is set to 0, the TIFF file will not be converted
to PDF before being printed.

Warning: You need a CUPS server set up somewhere on your network.

Using the mail backend

By default, a mail backend named mail is defined. You can define more mail backends if you want. Just look
what the default mail backend looks like.

5.13.3 Fax detection

XiVO does not currently support Fax Detection. A workaround is described in the Fax detection section.
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5.13.4 Using analog gateways

XiVO is able to provision Cisco SPA122 and Linksys SPA2102, SPA3102 and SPA8000 analog gateways which
can be used to connect fax equipments. This section describes the creation of custom template for SPA3102 which
modifies several parameters.

Note:

With SPA ATA plugins >= v(.8, you should not need to follow this section anymore since all of these

parameters are now set in the base templates of all, except for Echo_Canc_Adapt_Enable, Echo_Supp_Enable,
Echo_Canc_Enable.

Note:

Be aware that most of the parameters are or could be country specific, i.e. :
Preferred Codec,
FAX Passthru Codec,
RTP Packet Size,
RTP-Start-Loopback Codec,
Ring Waveform,
Ring Frequency,
Ring Voltage,
FXS Port Impedance

. Create a custom template for the SPA3102 base template:

cd /var/lib/xivo-provd/plugins/xivo-cisco-spa3102-5.1.10/var/templates/
cp ../../templates/base.tpl

. Add the following content before the </flat-profile> tag:

<!-— CUSTOM TPL - for faxes — START —-->

{% for line_no, line in sip_lines.iteritems() %}

<!-- Dial Plan: L{{ line_no }} ——>

<Dial Plan_{{ line_no }}_ ua="na">([x*#].)</Dial_Plan_{{ line_no }}_>

<Call_Waiting_Serv_{{ line_no }}_ ua="na">No</Call _Waiting_Serv_{{ line_no }}_>
<Three_Way_Call_Serv_{{ line_no }}_ ua="na">No</Three_Way_Call_Serv_{{ line_no_
—}}_>

<Preferred_Codec_{{ line_no }}_ ua="na">G7l1la</Preferred_Codec_{{ line_no }}_>
<Silence_Supp_Enable_{{ line_no }}_ ua="na">No</Silence_Supp_Enable_{{ line_no_
—}r_>

<Echo_Canc_Adapt_Enable_{{ line_no }}_ ua="na">No</Echo_Canc_Adapt_Enable_{{,
—line_no }}_>

<Echo_Supp_Enable_{{ line_no }}_ ua="na">No</Echo_Supp_Enable_{{ line_no }}_>
<Echo_Canc_Enable_{{ line_no }}_ ua="na">No</Echo_Canc_Enable_{{ line_no }}_>
<Use_Pref_Codec_Only_{{ line_no }}_ ua="na">yes</Use_Pref_ Codec_Only_ {{ line_
—no }}_>

<DTMF_Tx_Mode_{{ line_no }}_ ua="na">Normal</DTMF_Tx_Mode_{{ line_no }}_>

<FAX_Enable_T38_{{ line_no }}_ ua="na">Yes</FAX_Enable_T38_{{ line_no }}_>
<FAX_T38_Redundancy_{{ line_no }}_ ua="na">1</FAX_T38_Redundancy_{{ line_no }}_
>

<FAX_Passthru_Method_{{ line_no }}_ ua="na">ReINVITE</FAX_Passthru_Method_{{,
—~line_no }}_>

<FAX_Passthru_Codec_{{ line_no }}_ ua="na">G71la</FAX_ Passthru_Codec_{{ line_

—no }}_> (continues on next page)
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(continued from previous page)

<FAX_Disable_ECAN_{{ line_no }}_ ua="na">yes</FAX Disable_ECAN_{{ line_no }}_>
<FAX_Tone_Detect_Mode_{{ line_no }}_ ua="na">caller or callee</FAX_Tone_Detect_
—Mode_{{ line_no }}_>

<Network_Jitter_Level_{{ line_no }}_ ua="na">very high</Network_ Jitter_Level_{
—~{ line_no }}_>

<Jitter_Buffer_Adjustment_{{ line_no }}_ ua="na">disable</Jitter_ Buffer_
—Adjustment_{{ line_no }}_>

{% endfor %}

<!-- SIP Parameters —->
<RTP_Packet_Size ua="na">0.020</RTP_Packet_Size>
<RTP-Start-Loopback_Codec ua="na">G711a</RTP-Start-Loopback_Codec>

<!-- Regional parameters —-->

<Ring_Waveform ua="rw">Sinusoid</Ring_Waveform> <!-- options: Sinusoid/
—Trapezoid —-—>

<Ring_Frequency ua="rw">50</Ring_Frequency>

<Ring_Voltage ua="rw">85</Ring_Voltage>

<FXS_Port_Impedance ua="na">600+2.16uF</FXS_Port_Impedance>
<Caller_ID_Method ua="na">Bellcore (N.Amer,China)</Caller_ID_Method>
<Caller_ ID_FSK_Standard ua="na">bell 202</Caller_ID_FSK_Standard>

<!-- CUSTOM TPL - for faxes - END ——>

3. Reconfigure the devices with:

xivo-provd-cli -c¢ 'devices.using_plugin("xivo-cisco-spa3102-5.1.10").

—reconfigure ()

4. Then reboot the devices:

xivo-provd-cli -c¢ 'devices.using_plugin("xivo-cisco-spa3102-5.1.10").
—synchronize ()"

Most of this template can be copy/pasted for a SPA2102 or SPAS000.

5.13.5 Using a SIP Trunk
Fax transmission, to be successful, MUST use G.711 codec. Fax streams cannot be encoded with lossy compres-
sion codecs (like G.729a).

That said, you may want to establish a SIP trunk using G.729a for all other communications to save bandwith.
Here’s a way to be able to receive a fax in this configuration.

Note: There are some prerequisites:
e your SIP Trunk must offer both G.729a and G.711 codecs

* your fax users must have a customized outgoing calleridnum (for the codec change is based on this variable)

1. We assume that outgoing call rules and fax users with their DID are created

2. Create the file /etc/asterisk/extensions_extra.d/fax.conf with the following content:

;; For faxes
; The following subroutine forces inbound and outbound codec to alaw.
; For outbound codec selection we must set the variable with inheritance.

(continues on next page)
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(continued from previous page)

; Must be set on each Fax DID

[pre—-incall-fax]

exten = s,1,NoOp (### Force alaw codec on both inbound (operator side) and,
—outbound (analog gw side) when calling a Fax ###)

exten = s,n, Set (SIP_CODEC_INBOUND=alaw)

exten s,n,Set (__SIP_CODEC_OUTBOUND=alaw)

exten = s,n,Return()

; The following subroutine forces outbound codec to alaw based on outgoing,,
—callerid number

; For outbound codec selection we must set the variable with inheritance.

; Must be set on each outgoing call rule

[pre-outcall-fax]

exten = s,1,NoOp (### Force alaw codec if caller is a Fax ###)
exten = s,n,GotoIf ($["S${CALLERID (num)}" = "0112697845"]2alaw:)
exten = s,n,GotoIf ($S["S{CALLERID (num)}" = "0112697846"]?alaw:end)
exten = s,n(alaw),Set (__SIP_CODEC_OUTBOUND=alaw)

exten = s,n(end),Return ()

3. For each Fax users’ DID add the following string in the Preprocess subroutine field:

’prefincallffax

4. For each Outgoing call rule add the the following string in the Preprocess subroutine field:

’prefoutcallffax

5.14 Graphics

The Services/Graphics section gives a historical overview of a XiVO system’s activity based on snapshots recorded

every 5 minutes. Graphics are available for the following resources :
* CPU
e Entropy
* Interruptions
* TRQ Stats
* System Load
* Memory Usage
* Open Files
* Open Inodes
* Swap Usage

Each section is presented as a series of 4 graphics : daily, weekly, monthly and yearly history. Each graphic can

be clicked on to zoom. All information presented is read only.

5.15 Groups

Groups are used to be able to call a set or users.

Group name cannot be general reserved in asterisk configuration.

5.14. Graphics
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5.16 Group Pickup

Pickup groups allow users to intercept calls directed towards other users of the group. This is done either by
dialing a special extension or by pressing a function key.

5.16.1 Quick Summary

In order to be able to use group pickup you have to:
* Create a pickup group
* Enable an extension to intercept calls

* Add a function key to interceptors

5.16.2 Creating a Pickup Group

Pickup groups can be created in the Services — IPBX — Call management — Call pickups page.

In the general tab, you can define a name and a description for the pickup group. In the Interceptors tab, you can
define a list of users, groups or queues that can intercept calls. In the Intercepted tab, you can define a list of users,
groups or queues that can be intercepted.

5.16.3 Enabling an Interception Extension

The pickup extension can be defined in the Services — IPBX — IPBX services — Extensions page.

The extension used by group pickup is called Group interception it’s default value is *8.

Warning: The extension must be enabled even if a function key is used.

5.16.4 Adding a Function Key to an Interceptor

To assign a function to an interceptor, go to Services — IPBX — IPBX settings — Users, edit an interceptor and
go to the Func Keys tab.

Add a new function key of type Group Interception and save.

5.17 Incall

5.17.1 General Configuration

You can configure incoming calls settings in Services — IPBX — Call Management — Incoming calls.

DID (Direct Inward Dialing) Configuration

You can use special characters to match extensions. The most useful are:

(period) : will match one or more characters
X: will match only one character
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Pickup groups = Edit | test

General Interceptors Intercepted
Groups
0 items selected Remaove all Add all
groupecycle (10051 @default) +
groupegal (10050@default) +
sda-tournante (10052@default) +
Queues
0 items selected Remove all Add all
Account Dpt WR (3553 @loadtest) + =
Accueil Limonest (3002@default) +
Accueil Limonest hold (3003@default) +
blue (3500@loadtest) +
Car Rental RRM (3557 @loadtest) +
commerce (3200@default) I
Hotline FC (3556@|oadtest) + .
Users
3 items selected Remaove all Add all
I Pére Mokl (2702@default) — | Accueil Limonest (2300@default) + *
I Linda (2701@default) — | Accueil Rennes (2800@default) +
I Fernando L'lgliane (2700@default) = | Accueil Suresnes (2400@default) I
acd01 acd01 (2551@loadtest) I
acd02 acd02 (2552@loadtest) +
acd03 acd03 (2553@loadtest) +
acd04 acd04 (2554@loadtest) +
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==

Users > Edit | Linda - Provisioning: <333356>

General Lines Mo answer Services Voicemai Groups Func Keys
Key Type Destination Label Supervision [+
1 ¥ Filtering Boss - Secretary v Linda Enabled ¥ | %

fernandeo / Fernando L'lalane

v X

L

2 v Group Interception \ Interception Disabled

You can find more details about pattern matching in Asterisk (hence in XiVO) on the Asterisk wiki.

DID will not be validated against context ranges if pattern matching is used. Patterns are entered and displayed
without the “_” prefix in the web interface.

5.18 Interconnections

5.18.1 Interconnect two XiVO directly

XiVO » XiVO

Fig. 31: Situation diagram

Interconnecting two XiVO will allow you to send and receive calls between the users configured on both sides.
The steps to configure the interconnections are:
¢ Establish the trunk between the two XiVO, that is the SIP connection between the two servers
 Configure outgoing calls on the server(s) used to emit calls
 Configure incoming calls on the server(s) used to receive calls

For now, only SIP interconnections have been tested.

Establish the trunk

The settings below allow a trunk to be used in both directions, so it doesn’t matter which server is A and which is
B.

Consider XiVO A wants to establish a trunk with XiVO B.
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On XiVO B, go on page Services — IPBX — Trunk management — SIP Protocol, and create a SIP trunk:

Name : xivo-trunk

Username: xivo-trunk
Password: pass

Connection type: Friend

IP addressing type: Dynamic
Context: <see below>

Media server: MDS Main

Note: For the moment, Name and Username need to be the same string.

The Context field will determine which extensions will be reachable by the other side of the trunk:

» If Context is set to default, then every user, group, conf room, queue, etc. that have an extension
if the default context will be reachable directly by the other end of the trunk. This setting can ease
configuration if you manage both ends of the trunk.

« If you are establishing a trunk with a provider, you probably don’t want everything to be available to every-
one else, so you can set the Context field to Incalls. By default, there is no extension available in this
context, so we will be able to configure which extension are reachable by the other end. This is the role of
the incoming calls: making bridges from the Incalls context to other contexts.

On XiVO A, create the other end of the SIP trunk on the Services — IPBX — Trunk management — SIP Protocol:

Name: xivo-trunk

Username: xivo-trunk

Password: pass

Identified by: Friend

Connection type: Static

Address: <XiVO B IP address or hostname>
Context: Incalls

Media server: MDS Main

Register tab:

Register: checked

Transport: udp

Username: xivo-trunk

Password: pass

Remote server: <XiVO B IP address or hostname>

On both XiVO, activate some codecs, Services — IPBX — General Settings — SIP protocol, tab Signaling:

Enabled codecs: at least GSM (audio)

Warning: Without customizing the codecs, problems with sound quality or one-way sound may occur.

At that point, the Asterisk command sip show registry on XiVO B should print a line showing that XiVO
A is registered, meaning your trunk is established.

Set the outgoing calls

The outgoing calls configuration will allow XiVO to know which extensions will be called through the trunk.

On the call emitting server(s), go on the page Services — IPBX — Call management — Outgoing calls and add a
route.

Tab General:
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Trunks: xivo-trunk

Extension: *x99. (note the period at the end)
Target: \1

RegExp: .{4} (.x*)

This will tell XiVO: if any extension begins with »« 99, then try to dial it on the trunk xivo-trunk, after
removing the 4 first characters (the » x99 prefix).

The most useful special characters to match extensions are:

(period) : will match one or more characters
X: will match only one character

You can find more details about pattern matching in Asterisk (hence in XiVO) on the Asterisk wiki.

Set the incoming calls

Now that we have calls going out from a XiVO, we need to route incoming calls on the XiVO destination.

Note: This step is only necessary if the trunk is linked to an Incoming calls context.

To route an incoming call to the right destination in the right context, we will create an incoming call in Services
— IPBX — Call management — Incoming calls.

Tab General:

DID: 101

Context: Incalls
Destination: User
Redirect to: someone

This will tell XiVO: if you receive an incoming call to the extension 101 in the context Incalls, then route it
to the user someone. The destination context will be found automatically, depending on the context of the line
of the given user.

So, with the outgoing call set earlier on XiVO A, and with the incoming call above set on XiVO B, a user on XiVO
A will dial xx99101, and the user someone will ring on XiVO B.

5.18.2 Interconnect XiVO with a known SIP Provider

Connection to global telephony network can be configured automatically in this version of XiVO. For instructions
how to configure it manually, see Interconnect XiVO with any VoIP provider.

Requirements

This is a premium feature that is not included in XiVO and is not freely available. To enable it, please contact
XiVO.Solutions customer support.

Overview

The SIP provider configuration can be applied from the SIP provider page.
On this page, you will not see all the settings that will be applied, but only those that must be personalised.
These settings will apply when you save the form:

 SIP trunk with the settings required by the provider will be created
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Trunk management

SIP Provider properties

Provider: Orange BTIP ¥ i

Authentication
username:

Password:
IP Address 1

IP Address 2
m 9

¢ Data entered to the form will be included in the trunk

« If it is required by the provider, other XiVO settings will be changed. These settings can’t be reverted by
removing the trunk

Installation

Open SIP Provider page from menu Services — IPBX — Trunk management — SIP Provider

¢ Choose provider

Fill up the form
* Save

* Some manual steps may be required to complete the configuration

5.18.3 Interconnect XiVO with any VolP provider

When you want to send and receive calls to the global telephony network, one option is to subscribe to a VoIP
provider. To receive calls, your XiVO needs to tell your provider that it is ready and to which IP the calls must
be sent. To send calls, your XiVO needs to authenticate itself, so that the provider knows that your XiVO is
authorized to send calls and whose account must be credited with the call fare.

The steps to configure the interconnections are:
¢ Establish the trunk between the two XiVO, that is the SIP connection between the two servers
» Configure outgoing calls on the server(s) used to emit calls

» Configure incoming calls on the server(s) used to receive calls

Establish the trunk

You need the following information from your provider:
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* ausername

* apassword

¢ the name of the provider VoIP server
* a public phone number

On your XiVO, go on page Services — IPBX — Trunk management — SIP Protocol, and create a SIP trunk:

Name : provider_username

Username: provider_username

Password: provider_password

Connection type: Peer

IP addressing type: voip.provider.example.com
Context: Incalls (or another incoming call context)
Media server: MDS Main

Register tab:

Register: checked

Transport: udp

Name: provider_username

Username: provider_username

Password: provider_password

Remote server: voip.provider.example.com

Note: For the moment, Name and Username need to be the same value.

If your XiVO is behind a NAT device or a firewall, you should set the following:

Monitoring: Yes

This option will make Asterisk send a signal to the VoIP provider server every 60 seconds (default settings), so
that NATs and firewall know the connection is still alive. If you want to change the value of this cycle period, you
have to select the appropriate value of the following parameter:

Qualify Frequency:

At that point, the Asterisk command sip show registry should print a line showing that you are registered,
meaning your trunk is established.

Set the outgoing calls

The outgoing calls configuration will allow XiVO to know which extensions will be called through the trunk.
Go on the page Services — IPBX — Call management — Outgoing calls and add a route.

Tab General:

Trunks: provider_username
Extension: 418. (note the period at the end)

This will tell XiVO: if an internal user dials a number beginning with 418, then try to dial it on the trunk
provider_username.

The most useful special characters to match extensions are:

(period) : will match one or more characters
X: will match only one character

You can find more details about pattern matching in Asterisk (hence in XiVO) on the Asterisk wiki.
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Set the incoming calls

Now that we have calls going out, we need to route incoming calls.

To route an incoming call to the right destination in the right context, we will create an incoming call in Services
— IPBX — Call management — Incoming calls.

Tab General:

DID: your_public_phone_number

Context: Incalls (the same than configured in the trunk)
Destination: User

Redirect to: the_front_desk_guy

This will tell XiVO: if you receive an incoming call to the public phone number in the context Incalls, then
route it to the user the_front_desk_guy. The destination context will be found automatically, depending on
the context of the line of the given user.

5.18.4 Interconnect XiVO with a PBX via an ISDN link

The goal of this architecture can be one of:
e start a smooth migration between an old telephony system towards IP telephony with XiVO
* bring new features to the PBX like voicemail, conference, IVR etc.

First, XiVO is to be integrated transparently between the operator and the PBX. Then users or features are to be
migrated from the PBX to the XiVO.

Warning: It requires a special call routing configuration on both the XiVO and the PBX.

Hardware

General uses

You must have an ISDN card able to support both the provider and PBX ISDN links.

Example : If you have two provider links towards the PBX, XiVO should have a 4 spans card : two towards the
provider, and two towards the PBX.

If you use two cards

If you use two cards, you have to :
» Use a cable for clock synchronization between the cards
» Configure the wheel to define the cards order in the system.

Please refer to the section Sync cable

Configuration

You have now to configure two files :
1. /etc/dahdi/system.conf

2. /etc/asterisk/dahdi-channels.conf
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A

Fig. 32:

Interconnect XiVO with a PBX
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system.conf

You mainly need to configure the t iming parameter on each span. As a general rule :

* Provider span - XiVO will get the clock from the provider : the t iming value is to be different from 0 (see
/etc/dahdi/system.conf section)

* PBX span - XiVO will provide the clock to the PBX : the timing value is to be set to 0 (see
Jetc/dahdi/system.conf section)

Below is an example with two provider links and two PBX links:

# Span 1: TE4/0/1 "TE4XXP (PCI) Card 0 Span 1" (MASTER)
span=1,1,0,ccs,hdb3 # Span towards Provider
bchan=1-15,17-31

dchan=16

echocanceller=mg2,1-15,17-31

# Span 2: TE4/0/2 "TE4XXP (PCI) Card 0 Span 2"
span=2,2,0,ccs,hdb3 # Span towards Provider
bchan=32-46,48-62

dchan=47

echocanceller=mg2,32-46,48-62

# Span 3: TE4/0/3 "TE4XXP (PCI) Card 0 Span 3"
span=3,0,0,ccs,hdb3 # Span towards PBX
bchan=63-77,79-93

dchan=78

echocanceller=mg2, 63-77,79-93

# Span 4: TE4/0/4 "TE4XXP (PCI) Card 0 Span 4"
span=4,0,0,ccs,hdb3 # Span towards PBX
bchan=94-108,110-124

dchan=109

echocanceller=mg2, 94-108,110-124

dahdi-channels.conf

In the file /etc/asterisk/dahdi-channels.conf you need to adjust, for each span :
* group : the group number (e.g. 0 for provider links, 2 for PBX links),
* context : the context (e.g. from—extern for provider links, f rom-pabx for PBX links)

* signalling: pri_cpe for provider links, pri_net for PBX side

Warning: most of the PBX uses overlap dialing for some destination (digits are sent one by one instead of
by block). In this case, the overlapdial parameter has to be activated on the PBX spans:

overlapdial = incoming

Below an example of /etc/asterisk/dahdi-channels.conf:

; Span 1: TE4/0/1 "TE4XXP (PCI) Card 0 Span 1" (MASTER)

group=0,11
context=from-extern
switchtype = euroisdn

signalling = pri_cpe
channel => 1-15,17-31

(continues on next page)
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(continued from previous page)

; Span 2: TE4/0/2 "TE4XXP (PCI) Card O Span 2"

group=0,12
context=from-extern
switchtype = euroisdn

signalling = pri_cpe
channel => 32-46,48-62

; PBX link #1I

; Span 3: TE4/0/3 "TE2XXP (PCI) Card O Span 3"

group=2,13

context=from-pabx ; special context for PBX incoming calls
overlapdial=incoming ; overlapdial activation

switchtype = euroisdn

signalling = pri_net ; behave as the NET termination

channel => 63-77,79-93

; PBX link #2

; Span 4: TE4/0/4 "T4XXP (PCI) Card 0 Span 4"

group=2,14

context=from-pabx ; special context for PBX incoming calls
overlapdial=incoming ; overlapdial activation

switchtype = euroisdn

signalling = pri_net ; behave as the NET termination

channel => 94-108,110-124

Passthru function
Route PBX incoming calls

We first need to create a route for calls coming from the PBX

# Create a file named pbx.conf in the directory /etc/asterisk/extensions_extra.d/, # Add the
following lines in the file:

[from—pabx]
exten = _X.,1,NoOp (### Call from PBX S${CARLLERID (num)} towards ${EXTEN} ###)
exten = _X.,n,Goto(default, ${EXTEN},1)

This dialplan routes incoming calls from the PBX in the default context of XiVO. It enables call from the
PBX : * towards a SIP phone (in default context) * towards outgoing destniation (via the to—extern context
included in default context)

Create the to-pabx context

In the webi, create a context named t o—pabx:
* Name : to-pabx
* Display Name : TO PBX
* Context type : Outcall
* Include sub-contexts : No context inclusion

This context will permit to route incoming calls from the XiVO to the PBX.
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Contexts > Add

General Users Groups Queues Conference rooms Incoming calls
Name: fo-pabx
Displayed name: Wers PABX
Entity: showroom ¥
Context type: Qutcall ¥

Include sub-contexts
0 items selected Remove all Add all

Appels entrants (from-extern)
Appels internes (default)
Appels sortants (to-extern)
Keepcall (keepcall)

loadtest (loadtest)

Switchboard (__switchboard_directory)

+ + + + + + +

world {world)

Description:

ETAYS
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Route incoming calls to PBX

In our example, incoming calls on spans 1 and 2 (spans pluged to the provider) are routed by from-extern context.

We are going to create a default route to redirect incoming calls to the PBX.

Create an incoming call as below :

* DID : XXXX (according to the number of digits sent by the provider)

¢ Context : Incoming calls
* Destination : Customized

¢ Command : Goto(to-pabx,${XIVO_DSTNUM},1)

ncoming calls > Add
General Call permissions Schedules
DID: K
Context: Appels entrants (from-extern) ¥
Destination : Customized v
Command: Goto(to-pabx, ${XIVO_DS

CallerlD mode : ¥

Preprocess subroutine :

Description :

Create the interconnections

You have to create two interconnections :
* provider side : dahdi/g0
* PBX side : dahdi/g2
In the menu Services — IPBX — Trunk management — Customized page :
e Name : t2-operateur
e Interface : dahdi/g0
* Context : to-extern
The second interconnection :
e Name : t2-pabx
* Interface : dahdi/g2

» Context : to-pabx
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Customized trunk > Add

Name: t2-cperateur

Interface: dahdi/g0

Interface suffix:

Context: Appels sortants (to-extern) T

Description :

SAVE

Customized trunk > Add

Name: t2-pabx
Interface: dahdifg2

Interface suffix:

Context: \ers PABX (to-pabx) M

Description :
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Create outgoing calls

You must create two rules of outgoing calls in the menu Services — IPBX — Call management — Outgoing calls
page :
1. Redirect calls to the PBX :
* Name : fsc-pabx
» Extension : XXXX
* Context : to-pabx
* Trunks : choose the #2-pabx interconnection
2. Create a rule “fsc-operateur’:
e Name : fsc-operateur
» Extension = X.
* Context : to-extern

* Trunks : choose the “t2-operateur” interconnection

5.18.5 Create an interconnection

There are two types of interconnections :
e Customized

» SIP

Customized interconnections

Customized interconnections are mainly used for interconnections using DAHDI or Local channels:
* Name : it is the name which will appear in the outcall interconnections list,
e Interface : this is the channel name (for DAHDI see DAHDI interconnections)

o Interface suffix (optional) : a suffix added after the dialed number (in fact the Dial command will dial:

<Interface>/<EXTEN><Interface suffix>

» Context : currently not relevant

SIP interconnections

* General, Signaling and Advanced tabs create the SIP peer information

* Register tab creates the registration chain

Note: in XiVO PBX Web interface slash “/” character is not supported in the password field.

DAHDI interconnections

To use your DAHDI links you must create a customized interconnection.
Name : the name of the interconnection like el_spanl or bri_portl

Interface : must be of the form dahdi/ [group order] [group number] where :
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e group order isone of :

g : pick the first available channel in group, searching from lowest to highest,

G : pick the first available channel in group, searching from highest to lowest,

r : pick the first available channel in group, going in round-robin fashion (and remembering where it
last left off), searching from lowest to highest,

R : pick the first available channel in group, going in round-robin fashion (and remembering where it
last left off), searching from highest to lowest.

* group number is the group number to which belongs the span as defined in the /etc/asterisk/dahdi-
channels.conf .

Warning: if you use a BRI card you MUST use per-port dahdi groups. You should not use a group like g0
which spans over several spans.

For example, add an interconnection to the menu Services — IPBX — Trunk management — Customized

Name : interconnection name
Interface : dahdi/g0

> Add

Name: 2

Interface: dahdifgD

Interface suffix:

Context: Appels sortants (to-extern) v

Description :

5.18.6 Debug

Interesting Asterisk commands:

sip show peers
sip show registry
sip set debug on

5.18.7 Caller ID

When setting up an interconnection with the public network or another PBX, it is possible to set a caller ID in
different places. Each way to configure a caller ID has it’s own use case.
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The format for a caller ID is the following "My Name" <9999> If you don’t set the number part of the caller
ID, the dialplan’s number will be used instead. This might not be a good option in most cases. If you only need to
set a number as an outgoing caller ID, you just have to put the number in the caller ID field like 0123456789.

5.18.8 Outgoing call caller ID

There are several behavior for the outgoing caller ID.

Use outgoing caller ID

When the internal caller’s caller ID is not usable to the called party, the outgoing call’s caller id can be fixed to a
given value that is more useful to the outside world. Giving the public number here might be a good idea.

Extension Target © RegExp @ Caller ID

Call pattern X "KIVO' <5555 +

A user can also have a forced caller ID for outgoing calls. This can be useful for a user who has his own public
number (DID number). This option can be set in the user’s configuration page. For this, the Outgoing Caller ID
option must be set to Customize.

The user can also set his outgoing caller ID to Anonymous.

If you use a SIP provider trunk, and if your provider supports the RFC3325 for Anonymous calls, you have to set
the Send the Remote-Party-ID option of your SIP trunk to PAI:

1. Services — Trunk management — SIP Protocol — Edit — tab Advanced
2. set parameter Send the Remote-Party-ID to PAI

With this option anonymous calls will be sent to your SIP provider with the RFC 3325 standard. Note that in this
case, the P-Asserted-Identity SIP Header will contain the Outgoing caller ID number if set. Otherwise it will use
the user’s internal caller id, which not a good idea. So you should configure a default caller ID in the outgoing
call.

Order of precedence

The order of precedence when setting the caller ID in multiple places is the following.
1. Internal
2. User’s outgoing caller ID
3. Outgoing call caller ID
4. Default caller ID

5.19 Interactive Voice Response

5.19.1 Introduction

Interactive voice response (IVR) is a technology that allows a computer to interact with humans
through the use of voice and DTMF tones input via keypad. In telecommunications, IVR allows
customers to interact with a company’s host system via a telephone keypad or by speech recognition,
after which they can service their own inquiries by following the IVR dialogue.

—Wikipedia
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Users > Edit
General Lines
First name:
Last name:

Mobile phone number:
E-mail:

Schedules:

Ringing time:
Simultanecus calls:
On-Hold Music:
Language:

Timezone:

Caller ID:

Qutgeing Caller 1D:

Preprocess subroutine:

User field :

XiVO Client

Enable XiVO Client:
Legin:
Password:

Profile:

Mo answer Services

Useri

30 seconds ¥

2 v
default ¥
fr FR b
User1

Customize ¥

"Bob" <555555123

7]
bob

passss

Client r

Description:

Groups Func Keys
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The IVR can be easily added to XiVO using scripts. These scripts are written using the asterisk embeded language
also named dialplan .

5.19.2 Use Case: Minimal IVR

Flowchart

Playback: ivr-
example-welcome-

sound

Playback : ivr-

Invalid extension

. waitexten
or timeout

(during 5s)
and

Valid choice

1. Callto 8000

2. Callto 8833

3. Callto 8547 o g547

4. Repeatthe
menu

Configuration File and Dialplan

First step, you need to create a configuration file, that contain an asterisk context and your IVR dialpan. In our
example, both (file and context) are named dp-ivr-example.

General settings O
SIP Protocol f
1A% Protocol
SC.CF' P'lotoc:-.\l Add ,
Voicemails | :
Phonebook | Import a file le Action
Advanced
@ auto-answer-polycom.conf £
IPEX settings i i i >
_ g - autore CONfiguration files > Add 7
Devices -
Lines — .
Users = cac_hi Filename : dp-ivr-example.con [
SErs
Groups O callbat Content : [ 4
Voicemails
Conference rooms ] calime [dp-ivr-example] ¢
(] creatic £
0 enable ¢
] examg ¢
()] exapa [
Schedules _ it
Calls Logs a e p
e
Reload L4
dialplan:

Copy all these lines in the newly created configuration file (in our case, dp-ivr-example) :
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[dp—-ivr-example]

exten = s,1,NoOp (### dp-ivr-example.conf ###)

same = n,NoOp (Set the context containing your ivr destinations.)

same = n,Set (IVR_DESTINATION_CONTEXT=my-ivr-destination-context)

same = n,NoOp (Set the directory containing your ivr sounds.)

same = n, Set (GV_DIRECTORY_SOUNDS=/var/lib/xivo/sounds/ivr-sounds)

same = n,NoOp (the system answers the call and waits for 1 second before continuing)
same = n,Answer (1000)

same = n,NoOp (the system plays the first part of the audio file "welcome to ...")
same = n(first),Playback (${GV_DIRECTORY_SOUNDS}/ivr-example-welcome—-sound)

same = n,NoOp (variable "counter" is set to 0)

same = n(beginning), Set (counter=0)

same = n,NoOp(variable "counter" is incremented and the label "start" is defined)
same = n(start), Set (counter=S$[S${counter} + 1])

same = n,NoOp (counter variable is now = ${counter})

same = n,NoOp(waiting for 1 second before reading the message that indicate all
—~choices)

same = n,Wait (1)

same = n,NoOp(play the message ivr-example—-choices that contain all choices)

same = n,Background (${GV_DIRECTORY_SOUNDS}/ivr—-example-choices)

same = n,NoOp(waiting for DTMF during 5s)

same = n,Waitexten (5)

;#H#### CHOICE 1 ####+#

exten = 1,1,NoOp (pressed digit is 1, redirect to 8000 in ${IVR_DESTINATION_CONTEXT}
— context)
exten = 1,n,Goto (${IVR_DESTINATION_CONTEXT}, 8000,1)

;#H#### CHOICE 2 ####+#

exten = 2,1,NoOp (pressed digit is 2, redirect to 8833 in ${IVR_DESTINATION_CONTEXT}
— context)

exten =

2,n,Goto (${IVR_DESTINATION_CONTEXT},8833,1)

;H#### CHOICE 3 #####

exten = 3,1,NoOp (pressed digit is 3, redirect to 8547 in ${IVR_DESTINATION_CONTEXT}
— context)

exten = 3,n,Goto (${IVR_DESTINATION_ CONTEXT},8547,1)

;###4#4# CHOICE 4 #####

exten = 4,1,NoOp (pressed digit is 4, redirect to start label in this context)

exten

4,n,Goto (s, start)

;###HFE TIMEOUT ####+#
exten = t,1,NoOp (no digit pressed for 5s, process it like an error)

exten

t,n,Goto(i,1)

;##### INVALID CHOICE #####

exten
exten
exten

i,1,NoOp (if counter variable is 3 or more, then goto label "error")
i,n,GotoIf ($[${counter}>=3]?error)
i,n,NoOp (pressed digit is invalid and less than 3 errors: the guide ivr-—

—exemple—-invalid-choice is now played)

exten = 1i,n,Playback (${GV_DIRECTORY_SOUNDS}/ivr—-example-invalid-choice)

exten = i,n,Goto(s,start)

exten = 1i,n(error),Playback (${GV_DIRECTORY_SOUNDS}/ivr—example—error)

exten = i,n,Hangup ()
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IVR external dial

To call the script dp-ivr-example from an external phone, you must create an incoming call and redirect the call to
the script dp-ivr-example with the command :

Goto (dp-ivr-example, s, 1)

IPBX +

General settings
SIP Protocol Incoming calls > Edit | 0972521691 (from-extern)
IAX Protocol

SCCP Protocol
Voicemails General Call permissions Schedules

Phonebook @
N e
Advanced DID: 0972521691

IPBX settings Context: Incalls (from-extern) ¥
Devices
Lines Destination : Customized r

Users
G ,;_L, . Ccommand: Goto(dp-ivr-example,s, 1) | @

Voicemails
e CallerlD mode : v

(=]

Conference rooms
Preprocess subroutine : user_data_test
Call management

Incoming calls
Cutgoing

Description :

Call permi
Call filters
Call pickups
Schedules
Calls Logs P

Trunk management
SIP Protocol

SIP Provider

IVR internal dial
To call the script dp-ivr-example from an internal phone you must create an entry in the default context

(xivo-extrafeatures is included in default). The best way is to add the extension in the file
xivo-extrafeatures.conf.

Configuration files > Edit | xivo-extrafeatures.conf

File content

; put extra extensions here .
exten == 5899, 1,Goto{dp-ivr-example,s, 1)
&

Reload dialplan: Ed]
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exten => 8899,1,Goto(dp-ivr—-example,s, 1)

5.19.3 Use Case: IVR with a schedule

In many cases, you need to associate your IVR to a schedule to indicate when your company is closed.

Flowchart

v Closed Playback : ivr-
__Yfl exemple-schedule-
Lt closed

Playback : ivr-
example-welcome-
sound

Playback : ivr-
example-invalid-
choice

Background : ivr-
exemple-choices

Invalid extension

. waitexten
or timeout

(during 5s)
and

Counter < 3

Valid choice
Playback : ivr- . Callto 8000 w 8000
example-error 2. Callto 8833 LN Q 8833
3. Callto8547 > I 8547
. Repeatthe
menu

Create Schedule

First step, create your schedule (1) from the menu Call management — Schedules. In the General tab, give a name
(3) to your schedule and configure the open hours (4) and select the sound which is played when the company is
closed.

In the Closed hours tab (6), configure all special closed days (7) and select the sound that indicate to the caller that
the company is exceptionally closed.

The IVR script is now only available during workdays.
Assign Schedule to Incall

Return editing your Incall (Call management — Incoming calls) and assign the newly created schedule in the
“Schedules” tab
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IPBX

General settings
SIP Protocol

IAX Protocol
SCCP Protocol
Voicemails
Phenebook
Advanced

IPBX settings
Devices

Lines

Users

Groups
Voicemails

Conference rooms

+

Schedules > Add

Gener@c osed hours @

Opened holrs

'
|
|
|
|
|
|
|
|
|
|
|
|
| Schedule +
| EAl T 09h00 to 12h00, Mon togri ... »®
| Incoming calls
Outgoing calls \ o
| @ 12h00 to 18h00, Mon tor Fri)
| Callfilters General Closed hours
i Call pickups .
Schedules Out of schedule / Da§ault action
1 Schedule Action +
| caig
| Destination : Sound file M | 18h00 to 23h59, Mon to Fri, ... | Destination | Sound file M 6
| Trunk .
| management F |dDSF‘d'an [ J
| siP Protacal N R =) Months Hours Fi exceptional-closed.wav ¥
| SIP Provider E—— o o
| 1ax Protocol answered: Play &
~ file is
Customized Do not answer channel a
| N N {18:00, channel
before playing file: s is
| IPBX services . z
. () d:
i Audio files Use n+101 method: | [I][I][Z] answere
On-hold Music [ ) a Jee (o e ) Donot O
| Extensions Description: E]E]E] answer
| paging I e e arewer
| Phonebook before
| Days of week playing
I 1pBX CED DD ED | file:
| configuration [E=D)] | =
Use L
| Backup Files
| Configuration files n+101
_ - —

IPEX +

General settings
SIP Protocol

1AX Protocol
SCCP Protocol
Voicemails

Incoming calls > Edit | 0972521691 (from-extern)

General Call permissions Schedules
Phonebook

Advanced

Schedules: ivr-schedule ¥

IPBX settings
Devices

Lines

Users

Groups
Voicemails
Conference rooms

Call management

Incoming calls
Outgoing

PP R

Incoming calls
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5.19.4 Use Case: IVR with submenu
Flowchart
Configuration File and Dialplan

Copy all these lines (2 contexts) in a configuration file on your XiVO server :

[dp-ivr-example]

exten = s,1,NoOp (### dp-ivr-example.conf ###)

same = n,NoOp (Set the context containing your ivr destinations.)

same = n,Set (IVR_DESTINATION_CONTEXT=my-ivr-destination-context)

same = n,NoOp (Set the directory containing your ivr sounds.)

same = n, Set (GV_DIRECTORY_SOUNDS=/var/lib/xivo/sounds/ivr—-sounds)

same = n,NoOp (the system answers the call and waits for 1 second before continuing)
same = n,Answer (1000)

same = n,NoOp (the system plays the first part of the audio file "welcome to ...")
same = n(first),Playback (${GV_DIRECTORY_SOUNDS}/ivr—-example-welcome—-sound)

same = n,NoOp (variable "counter" is set to 0)
same = n(beginning), Set (counter=0)

same = n,NoOp(variable "counter" is incremented and the label "start" is defined)
same = n(start), Set (counter=$[${counter} + 11])

same = n,NoOp (counter variable is now = ${counter})

same = n,NoOp(waiting for 1 second before reading the message that indicate all
—~choices)

same = n,Wait (1)

same = n,NoOp(play the message ivr-example-choices that contain all choices)
same = n,Background (${GV_DIRECTORY_SOUNDS}/ivr—-example-choices)

same = n,NoOp(waiting for DTMF during 5s)

same = n,Waitexten (5)

;#4444 CHOICE 1 ####4

exten = 1,1,NoOp (pressed digit is 1, redirect to 8000 in ${IVR_DESTINATION_CONTEXT}
— context)

exten = 1,n,Goto (${IVR_DESTINATION_CONTEXT}, 8000, 1)

;##### CHOICE 2 #####

exten = 2,1,NoOp (pressed digit is 2, redirect to 8833 in ${IVR_DESTINATION_CONTEXT}
- context)

exten = 2,n,Goto (${IVR_DESTINATION_ CONTEXT},8833,1)

;###44 CHOICE 3 ####4#
exten = 3,1,NoOp (pressed digit is 3, redirect to the submenu dp-ivr-submenu)
exten = 3,n,Goto (dp-ivr-submenu, s, 1)

;##### CHOICE 4 ####4#
exten = 4,1,NoOp (pressed digit is 4, redirect to start label in this context)
exten = 4,n,Goto(s,start)

FH###E TIMEOUT #4444
exten = t,1,NoOp (no digit pressed for 5s, process it like an error)
exten = t,n,Goto(i,1)

;###44 INVALID CHOICE ####4#
exten = 1,1,NoOp (if counter variable is 3 or more, then goto label "error")
exten = 1,n,GotoIf ($[${counter}>=3]7error)

(continues on next page)
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Playback : ivr-
example-schedule-
closed

Playback : ivr-

example-welcome-
sound

Playback : ivr-
example-invalid-
choice

Background : ivr-
example-choices

Invalid extension
or timeout

waitexten
(during 5s)
and

Counter < 3

Valid choice

1. Callto 8000 QSOOO
ack: ivr- 2. Callto 8833
Playback: ivr o }Q8833

example-error

4. Repeatthe
menu

example-inv

choice

Invalid extension
Counter < or timeout

Y

waitexten
(during 5s)
and

Valid choice
1. Callto 8001
2. Callto 8002

3. Return to the
previous menu
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(continued from previous page)

exten = i,n,NoOp (pressed digit is invalid and less than 3 errors: the guide ivr-
—exemple—-invalid-choice is now played)

exten = 1i,n,Playback (${GV_DIRECTORY_SOUNDS}/ivr—example-invalid-choice)

exten = i,n,Goto(s,start)

exten = 1i,n(error),Playback (${GV_DIRECTORY_SOUNDS}/ivr—example—error)

exten = i,n,Hangup ()

[dp—-ivr-submenu]

exten = s,1,NoOp (### dp-ivr—-submenu ###)
same = n,NoOp (the system answers the call and waits for 1 second before continuing)
same = n,Answer (1000)

same = n,NoOp (variable "counter" is set to 0)
same = n(beginning), Set (counter=0)

same = n,NoOp (variable "counter" is incremented and the label "start" is defined)
same = n(start), Set (counter=$[${counter} + 11])

same = n,NoOp (counter variable is now = ${counter})

same = n,NoOp (waiting for 1 second before reading the message that indicate all_,
—choices)

same = n,Wait (1)

same = n,NoOp(play the message ivr-example-choices that contain all choices)
same = n,Background (${GV_DIRECTORY_SOUNDS}/ivr—-example-submenu-choices)

same = n,NoOp(waiting for DTMF during 5s)

same = n,Waitexten (5)

;##### CHOICE 1 #####

exten = 1,1,NoOp (pressed digit is 1, redirect to 8000 in ${IVR_DESTINATION_CONTEXT}
— context)

exten = 1,n,Goto (${IVR_DESTINATION_CONTEXT}, 8000, 1)

;##### CHOICE 2 #####

exten = 2,1,NoOp (pressed digit is 2, redirect to 8001 in ${IVR_DESTINATION_CONTEXT}
— context)

exten = 2,n,Goto (${IVR_DESTINATION_CONTEXT}, 8001,1)

;##### CHOICE 3 #####
exten = 3,1,NoOp (pressed digit is 3, redirect to the previous menu dp-ivr-example)
exten = 3,n,Goto (dp-ivr-example, s, beginning)

j##HHFHF TIMEOUT ####4#
exten = t,1,NoOp (no digit pressed for 5s, process it like an error)
exten = t,n,Goto (i, 1)

;###44 INVALID CHOICE ###4##4

exten = 1i,1,NoOp (if counter variable is 3 or more, then goto label "error")
exten = 1i,n,GotoIf ($[${counter}>=3]?error)
exten = 1i,n,NoOp (pressed digit is invalid and less than 3 errors: the guide ivr-

—exemple—-invalid-choice is now played)

exten = 1i,n,Playback (${GV_DIRECTORY_SOUNDS}/ivr—example—-invalid-choice)
exten = i,n,Goto(s,start)

exten i,n(error),Playback (${GV_DIRECTORY_SOUNDS}/ivr—-example-error)
exten = i,n,Hangup ()
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5.20 Monitoring

The Monitoring section gives an overview of a XiVO system’s status and of all monitored processes. It is divided
into 6 sections :

o System
e Device
* CPU

* Network
* Memory

e Other Services

5.20.1 System

Displays generic information about the operating system, network addresses, uptime and load average. Read only.

5.20.2 Device

Displays free/used space on physical storage partitions. Read only.

5.20.3 CPU

Monitors the CPU usage. Read only.

5.20.4 Network

Displays network interfaces and corresponding network traffic. Read only.

5.20.5 Memory

Displays Physical and swap memory usage. Read only.

5.20.6 Other Services

Lists XiVO related processes (most of which are daemons) with their corresponding status, uptime, resource usage
and controls to restart service, stop service and stop monitoring service.

5.21 Music on Hold

The menu Services — IPBX — IPBX services — On-hold Music leads to the list of available on-hold musics.
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About

Services -

Configuration

Login: root Type: Root

System information

CcPU System
Percent User System Wait Name xivo
[ | 6.70 % 5.10 % 1.60 % 0.00 % Operating system Linux

Kernel version 3.16.0-5-amd64
Network IP address 192.168.56.2
Interface Received Transmitted Error Drop DNS address 192.168.56.2
vetha958582 33.28 KiB 39.93 KiB 0 0 Uptime 0 day(s) 00:31:45
br-bd3ffab162c7 28.37 KiB 39.54 KiB 0 0 Load average 0.45 0.49 0.43
eth2 685.87 KiB 50.97 MiB 0 0
ethl 260.96 KiB 1.33 MiB 0 0
eth0 141.02 KiB 89.60 KiB 0 [
(] 117.79 MiB  117.79 MiB 0 0
docker0 0.00 byte 0.00 byte 0 0
Device
Partition Percent Free Used Total
data-system I 87.40% O 7793.9  9489.5
data-var | 87.40 9% 0 7793.9 9489.5
Memory
Type Percent Free Used Buffers Cached Total
Physical memory I 54.69 % 112.31 MiB 1.05 GiB 71.26 MiB 705.99 MiB 1.92 GiB
Swap partition 0.00 % 455.07 MIiB 0.00 byte - - 455.07 MiB
Other services
Process Status Uptime CPU Memory Action
asterisk Running 0 day(s) 00:30:45 0.00 % I 2.59 % 50.92 MiB C) (m) (@,
configmgt Accessible - - - - c e
consul Running 0 day(s) 00:31:05 0.00 % I 1.31% 25.70 MiB C)m®
data-syst A ible - - - - ()
data-var Accessible - - - - @
docker Running 0 day(s) 00:31:05 0.00 % [ | 11.80 % 231.65 MiB c e
isc-dhcp-server Running 0 day(s) 00:31:03 0.00 % I 0.58 % 11.41 MiB C)m®
nipd Running 0 day(s) 00:31:03 0.00% 0.20 % 4.02 MiB C)(m) (@
rabbitmg Running 0 day(s) 00:31:00 0.00 % (| 4.07 % 79.93 MiB C) (m) (@,
xivo-agentd Running 0 day(s) 00:30:31 0.00 % I 2.89 % 56.70 MiB c e
xivo-agid Running 0 day(s) 00:30:49 0.00 % I 2.52 % 48.57 MiB C)m®
xivo-amid Running 0 day(s) 00:30:32 0.00 % I 1.99% 39.10 MiB C)(m) (@
xivo-auth Running 0 day(s) 00:30:41 0.00 % I 3.42% 67.17 MiB C) (m) (@,
xivo-call-logd Running 0 day(s) 00:30:34 0.00 % I 1.59 % 31.28 MiB c e
xivo-confd Running 0 day(s) 00:30:49 0.00 % (| 3.69 % 72.45 MiB C)m®
xivo-confgend Running 0 day(s) 00:30:44 0.00 % I 3.41% 66.97 MiB C)(m) (@
Xivo-ctid Running 0 day(s) 00:30:27 0.00 % (| 3.66 % 71.86 MiB C) (m) (@,
xivo-dird Running 0 day(s) 00:30:36 0.00 % I 2.86 % 56.11 MiB c e
xivo-dird-phoned Running 0 day(s) 00:30:37 0.00 % I 2.15 % 42.11 MiB C)m®
xivo-provd Running 0 day(s) 00:39:05 0.00 % I 252 % 49.54 MiB C)(m) (@
xivo-sysconfd Running 0 day(s) 00:38:49 0.00 % I 1.08 % 21.27 MiB C) (m) (@,
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5.21.1 Categories

Available categories are:

« files: play sound files. Formats supported:

Format Name | Filename Extension

G.719 .g719

G.723 .g723 .g723sf

G.726 .g726-40 .g726-32 .g726-24 .g726-16
G.729 .g729

GSM .gsm

iLBC .ilbc

Ogg Vorbis .ogg (only mono files sampled at 8000 Hz)
G.711 A-law .alaw .al .alw

G.711 p-law .pcm .ulaw .ul .mu .ulw

G.722 .g722

Au .au

Siren7 .siren7

Siren14 .sirenl4

SLN raw .sln .sln12 .slnl16 .sIn24 .sIn32 .sIn44 .sIn48 .sIn96 .sIn192
VOX .VOX

WAV .wav .wav16

WAV GSM WAV .wav49

Only 1 audio channel must be present per file, i.e. files must be in mono.
If your music on hold files don’t seem to work, you should look for errors in the asterisk logs.
The on-hold music will always play from the start.
* mp3: play MP3 files.
The on-hold music will play from an arbitrary position on the track, it will not play from the start.

e custom: do not play sound files. Instead, run an external process. That process must send on stdout the
same binary format than WAV files.

Example  process: /usr/bin/mpgl23 -s --mono -y -f 8192 -r 8000 http://
streaming.example.com/stream.mp3

Note: Processes run by custom categories are started as soon as the category is created and will only stop when
the category is deleted. This means that on-hold music fed from online streaming will constantly be receiving
network traffic, even when there are no calls.

5.22 Outgoing Calls

You can configure outgoing calls settings in Services — IPBX — Call Management — Outgoing calls.

An outgoing call is composed with a definition of a outgoing route (the extension patterns that should match) and
a destination (a trunk owned by a media server).

5.22.1 Definition

A route can define

e Priority: A number that will prioritize a route compare to another one, if both routes are available for a
same matching extension.
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> Edit
General

Definition
Priority 1

Extension Target @ RegExp @ Caller ID
Call pattern X +

Internal

Destination

Trunk Selected Available

Description

 Call Pattern:
— Extension: The pattern that will match an extension. More details on the Asterisk wiki.

— (advanced) RegExp: A pattern that will match the dialed number - see Dialed Number Transformation
below.

— (advanced) Target: The transformation to apply to the dialed number - see Dialed Number Transfor-
mation below.

— (advanced) Caller ID: Override the presented number once call is performed.

* Internal: set the route to forward the internal caller’s caller ID to the trunk. This option is useful when the
other side of the trunk can reach the user with it’s caller ID number.

* Media server: define the route only for specific media server.

* Context: define the route only for specific context.

5.22.2 Dialed Number Transformation
The fields RegExp and Target can be used to change the dialed number before it is sent via the trunk defined in the
Route.
Basically one uses:
* the RegExp field to define a pattern that will match the dialed number
* and the Target field to define how to transform the dialed number

Below are some examples of how you can take advantage of RegExp and Target:
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Add or Remove Prefix

Reg- | Tar- | Result
exp get
0(.%) \1 Delete prefix 0 from dialed number and keep the rest (e.g. 00123456789 — 0123456789)
14(.*).. | M Delete prefix 14 and last two digits from dialed number and keep the rest (e.g. 1455660 —
556)

A1HCH) L Delete leading digit from dialed number and keep the rest (e.g. 03601 — 3601)

+33(.*%) | OM Replcae leading +33 with O from dialed number and keep the rest (e.g. +33123456789 —
0123456789)

0(.*) +33\1 | Replace leading 0 with +33 from dialed number with 33 (e.g. 0123456789 —
+33123456789)

14(.*).. | 33\18 | Delete prefix 14 and last two digits, and then prefix the dialed number with 33 and suffix it
with 8 (1455660 — 335568)

Change the Number

Regexp | Target | Result
(%) \1 Get whole called number (e.g. 0123456789 — 0123456789)
(%) 445 Replace called number with 445 number (e.g. 0123456789 — 445)

5.22.3 Destination
Once route is defined and therefore can be selected if an extension match the route, you need to set the wanted
destination. A route destination is materialized by:

¢ Trunk: SIP or Custom trunk that will be used to reach desired network.

* Subroutine: Subroutine to apply once route has been selected.

5.22.4 Rights and schedules

A route can define rights aka call permissions, it means that a call can be discarded if missing the right to use this
route. The same applies for schedules where you can define time slots of availability of the route.

5.23 Paging

With XiVO, you can define paging (i.e. intercom) extensions to page a group of users. When calling a paging
extension, the phones of the specified users will auto-answer, if they support it.

You can manage your paging extensions via the Services — IPBX — Paging page.

When adding a new paging extension, the number can be any numeric value; to call it, you just need to prefix the
paging number with x11.

5.24 Parking

With XiVO it is possible to park calls, the same way you may park your car in a car parking. If you define
supervised keys on a phone set for all the users of a system, when a call is parked, all the users are able to see that
some one is waiting for an answer, push the phone key and get the call back to the phone.

5.23. Paging 293



XiVO Solutions Documentation

> Edit
General

Number: 601
Full duplex audio:

lgnore attempts to forward
the call:

Record the page into a file:

Quiet, do not play beep to
caller:

Timeout: 30 v @

Do neot play simultaneous
announcement to caller:

Play simultaneous
announcement to called
USEers:

The announcement to v
playback in all devices:

Description:

There is a default parking number, 700, which is already configured when you install XiVO, but you may change

the default configuration by editing the parking extension in menu Service — IPBX — IPBX Services — Exten-
sions — Parking

Using this extension, you may define the parking number used to park call, the parking lots, wether the sytem is
rotating over the parking lots to park the calls, enable parking hint if you want to be able to supervise the parking
using phone keys and other system default parameters.

You have two options in case of parking timeout :
 Callback the peer that parked this call
In this case the call is sent back to the user who parked the call.

* Send park call to the dialplan

In case you don’t want to call back the user who parked the call, you have the option to send the call to
any other extension or application. If the parking times out, the call is sent back to the dialplan in context
[parkedcallstimeout]. You can define this context in a dialplan configuration file Service — IPBX
— Configuration Files where you may define this context with dialplan commands.

Example:

[parkedcallstimeout]

exten = s,1,Noop('park call time out')
same = n,Playback (hello-world)
same = n, Hangup ()

It is also usual to define supervised phone keys to be able to park and unpark calls as in the example below.
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Push to park calls
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Extensions configuration

General Calls Transfers

Extension:

Context:

Wait delay:

Extension to park calls:

Method for selecting parking
spaces:

Parkings hints:

Allow dynamically created
parkinglots:

©On parkedcall timeout:

Whe to play courtesy tone when
picking up parked call:

Allow DTMF based transfers
when picking up parked call:

Allow DTMF based parking
when picking up parked call:

Allow DTMF based hangups
when picking up parked call:

Allow DTMF based one-touch
recording when picking up
parked call:

MOH class to play to parked

calls:

Users > Edit | Fernando L'lgiane - Provisioning: <>

General Lines Mo ans
Key Type

1 v User

2 v Parking

3 v Parking position

4 v Parking position

5 v Parking position

6 v Parking position

Forwards Voicemail Agent Parking
900
parkedcalls
45 seconds v
901-850
Next ¥
Callback the peer that parked thiscall ¥
Caller T
MNone ¥
Mone ¥
MNone ¥
MNone ¥
default ¥
Services Voicemail Groups
Destination
r Linda
v 900
v 901
v a02
v 903
¥ 904

Func Keys

Paging

Label

Linda

Parking

701

702

703

704

Advanced

Supervision

Enabled ¥

Disabled ¥

Enabled ¥
Enabled ¥
Enabled ¥
Enabled ¥
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5.25 Phonebook

A global phone book can be defined in Services — IPBX — IPBX Services — Phonebook. The phone book can
be used from the XiVO Client, from the phones directory look key if the phone is compatible and are used to set
the Caller ID for incoming calls.

You can add entries one by one or you can mass-import from a CSV file.

Note: To configure phonebook, see Directories.

5.25.1 Mass-import contacts
Go in the Services — IPBX — IPBX Services — Phonebook section and move your mouse cursor on the + button
in the upper right corner. Select Import a file.

The file to be imported must be a CSV file, with a pipe character | as field delimiter. The file must be encoded in
UTF-8 (without an initial BOM).

Mandatory headers are :

* title (possible values : “mr”, “mrs”, “ms”)

¢ displayname
Optional headers are :

* firstname

* lastname

* society

* mobilenumber’
* email
e url
* description
* officenumber’
* faxnumber!
* officeaddress1
* officeaddress2
* officecity
* officestate
* officezipcode
* officecountry”
* homenumber!
* homeaddress1
* homeaddress2
* homecity

¢ homestate

! These fields must contain only numeric characters, no space, point, etc.
2 These fields must contain ISO country codes. The complete list is described here.
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* homezipcode
* homecountry?
* othernumber!
e otheraddress1
e otheraddress2
* othercity

e otherstate

* otherzipcode

* othercountry?

5.26 Provisioning

XiVO supports the auto-provisioning of a large number of telephony devices, including SIP phones, SIP ATAs,
and even softphones.

5.26.1 Introduction

The auto-provisioning feature found in XiVO make it possible to provision, i.e. configure, a lots of telephony
devices in an efficient and effortless way.

How it works

Here’s a simplified view of how auto-provisioning is supported on a typical SIP hardphone:
1. The phone is powered on
2. During its boot process, the phone sends a DHCP request to obtain its network configuration
3. A DHCP server replies with the phone network configuration + an HTTP URL

4. The phone use the provided URL to retrieve a common configuration file, a MAC-specific configuration
file, a firmware image and some language files.

Building on this, configuring one of the supported phone on XiVO is as simple as:
1. Configuring the DHCP Server
2. Installing the required provd plugin
3. Powering on the phone
4. Dialing the user’s provisioning code from the phone

And voila, once the phone has rebooted, your user is ready to make and receive calls. No manual editing of
configuration files nor fiddling in the phone’s web interface.

Limitations

* Device synchronisation does not work in the situation where multiple devices are connected from behind a
NAPT network equipment. The devices must be resynchronised manually.
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External links

¢ Introduction to provd plugin model
e HTTP/TFTP requests processing in provd - part 1
e HTTP/TFTP requests processing in provd - part 2

5.26.2 Basic Configuration

You have two options to get your phone to be provisioned:
* Set up a DHCP server
* Tell manually each phone where to get the provisioning informations

You may want to manually configure the phones if you are only trying XiVO or if your network configuration
does not allow the phones to access the XiVO DHCP server.

You may want to set up a DHCP server if you have a significant number of phones to connect, as no manual
intervention will be required on each phone.

Configuring the DHCP Server

XiVO includes a DHCP server that facilitate the auto-provisioning of telephony devices. It is not activated by
default.
There’s a few things to know about the peculiarities of the included DHCP server:

* it only answers to DHCP requests from supported devices.

* it only answers to DHCP requests coming from the VoIP subnet (see network configuration).

This means that if your phones are on the same broadcast domain than your computers, and you would like the
DHCEP server on your XiVO to handle both your phones and your computers, that won’t do it.

The DHCP server is configured via the Configuration — Network — DHCP page:

DHCP

Active:
Pool start:
Pool end:

Extra network interfaces: (2]

Active Activate/desactivate the DHCP server.

Fig. 33: Configuration — Network — DHCP

Pool start The lower IP address which will be assigned dynamically. This address should be in the VoIP subnet.
Example: 10.0.0.10.

Pool end The higher IP address which will be assigned dynamically. This address should be in the VoIP subnet.
Example: 10.0.0.99.
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Extra network interfaces A list of space-separated network interface name. Example: ethO.

Useful if you have done some custom configuration in the /etc/dhcp/dhcpd_extra.conf file. You
need to explicitly specify the additional interfaces the DHCP server should listen on.

After saving your modifications, you need to click on Apply system configuration for them to be applied.

Installing provd Plugins

The installation and management of provd plugins is done via the Configuration — Provisioning — Plugin page.

The page shows the list of both the installed and installable plugins. You can see if a plugin is installed or not by
looking at the Action column.

Services - Configuration About Login: root Type: Root
Configuration ls) 1 EA H Q

Management Previous page - 1, 2
Name Description Version Size Action
xivo-polycom-5.4.3 Plugin for Polycom VVX101, VWVX201, VWX300, VVX310, VVX400, VVX410 2.1 7.18 KiB &) (%
xivo-snom-8.7.5.35 Plugin for Snom 300, 320, 370, 710/D710, 715/D715, 720, D725, 760 21123(g 9.69 KiB &) (%
xivo-snom-8.9.3.60 Plugin for Snom D710/710, D712, 715/D715, 720, D725, D745, 760, D 25 8.89 KiB + 2
xivo-yealink-v70 Plugin for Yealink T32G, T38G and VP530P in version V70 21.2 7.76 KiB +
xivo-yealink-v72 Plugin for Yealink T19P and T21P in version V72 (Community suppor... 251! 7.76 KiB 3 #) (X
Xivo-yealink-v73 Plugin for Yealink T20P, T22P, T26P, T28P and W52P in version V73... Al 8.55 KiB +
xivo-yealink-v81 Plugin for Yealink T19P E2, T21P E2, T23G, T40P, T41P, T415, T42G. 211232 420.33 KB (#) (% 5

Support zero Plugin that offers no configuration service and serves TFTP/HTTP ... 10 1.02 KiB +

XiVo Pre s page -1, 2

Provisioning

Plugins

Fig. 34: Configuration — Provisioning — Plugin

Here’s the list of other things that can be done from this page:

 update the list of installable plugins, by clicking on the top left icon (1). On a fresh XiVO installation, this
is the first thing to do.

* install a new plugin (2)

* edit an installed plugin (3), i.e. install/uninstall optional files that are specific to each plugin, like firmware
or language files

 upgrade an installed plugin (4)
* uninstall an installed plugin (5)

After installing a new plugin, you are automatically redirected to its edit page. You can then download and install
optional files specific to the plugin. You are strongly advised to install firmware and language files for the phones
you’ll use although it’s often not a strict requirement for the phones to work correctly.

Warning: If you uninstall a plugin that is used by some of your devices, they will be left in an unconfigured
state and won’t be associated to another plugin automatically.

The search box at the top comes in handy when you want to find which plugin to install for your device. For exam-
ple, if you have a Cisco SPAS08G, enter “508” in the search box and you should see there’s 1 plugin compatible
with it.
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Note: If your device has a number in its model name, you should use only the number as the search keyword
since this is what usually gives the best results.

It’s possible there will be more than 1 plugin compatible with a given device. In these cases, the difference between
the two plugins is usually just the firmware version the plugins target. If you are unsure about which version you
should install, you should look for more information on the vendor website.

It’s good practice to only install the plugins you need and no more.

Alternative plugins repository

By default, the list of plugins available for installation are the stable plugins for the officially supported devices.

This can be changed in the Configuration — Provisioning — General page, by setting the URL field to one of the
following value:

e http://provd.xivo.solutions/plugins/1/stable/ — officially supported devices “stable”
repository (default)

* http://provd.xivo.solutions/plugins/1l/testing/ — officially supported devices “test-
ing” repository

e http://provd.xivo.solutions/plugins/1/archive/ - officially supported devices
“archive” repository

e http://provd.xivo.solutions/plugins/1l/addons/stable/ — community supported de-
vices “stable” repository

* http://provd.xivo.solutions/plugins/1l/addons/testing/ — community supported
devices “testing” repository

The difference between the stable and testing repositories is that the latter might contain plugins that are not
working properly or are still in developement.

The archive repository contains plugins that were once in the stable repository.

After setting a new URL, you must refresh the list of installable plugins by clicking the update icon of the Config-
uration — Provisioning — Plugin page.

How to manually tell the phones to get their configuration

If you have set up a DHCP server on XiVO and the phones can access it, you can skip this section.

The according provisioning plugins must be installed.

Aastra

On the web interface of your phone, go to Advanced settings — Configuration server, and enter the following
settings:

Polycom

On the phone, go to Menu — Settings — Advanced — Admin Settings — Network configuration — Server Menu
and enter the following settings:

 Server type: HTTP
e Server address: http://<XiVO IP address>:8667/000000000000.cfyg

Then save and reboot the phone.
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Download Protocol 'HTTP | & |

HTTP Server =XIVO IP address= |
HTTP Path |Aastra |
HTTP Port 8667 |
Snom

On the web interface of your phone, go to Setup — Advanced — Update and enter the following settings:

Metwork Eehawvior Audio SIE/RTE QoS Security Update

Update:
Update Policy: @

Setting URL: [FupI=XIVO P address=8667 | &)
Settings refresh timer: |.:. | @
PnP Config: on ' off @

Apply Reset Reboot

Yealink

On the web interface of your phone, go to Settings — Auto Provision, and enter the following settings:
e Server URL: http://<XivVO IP address>:8667

Save the changes by clicking on the Confirm button and then click on the Autoprovision Now button.

Autoprovisioning a Device

Once you have installed the proper provd plugins for your devices and setup correctly your DHCP server, you can
then connect your devices to your network.
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Yealink | 1asc

Status Account Networl DSSKey Features Settings

Auto Provision
Preference

PMP Active ® on O off @

DHCP Active ®@on Ooft @

Upgrade
P9 Custom Option(128~254) I e
Auto Provision DHCP Option Value [vealink ()

Configuration Server URL |http:.f.f<XiVO IP address= 8667 9

Time & Date

But first, go to Services — IPBX — Devices page. You will then see that no devices are currently known by your
XiVO:

Services = Configuration About Login: reot Type: Root

IPBX + - All fields except number 7 SEARCH Q

General settings
SIP P 0 MAC § [ Phone number Entity Vendor § Model § Plugin Action

No device found

Legend

. Device properly configured

IPBX settings Device configured in autoprov mode
Devices
s @ Device not configured (check if a plugin is installed for this device)

You can then power on your devices on your LAN. For example, after you power on an Aastra 67571 and give it
the time to boot and maybe upgrade its firmware, you should then see the phone having its first line configured as
‘autoprov’, and if you refresh the devices page, you should see that your XiVO now knows about your 6757i:

You can then dial from your Aastra 6757i the provisioning code associated to a line of one of your user. You will
hear a prompt thanking you and your device should then reboot in the next few seconds. Once the device has
rebooted, it will then be properly configured for your user to use it. And also, if you update the device page, you’ll
see that the icon next to your device has now passed to green:

Resetting a Device
From the Device List in the Webi

To remove a phone from XiVO or enable a device to be used for another user there are two different possibilities :
e click onthe reset to autoprov button on the web interface

The phone will restarts and display autoprov, ready to be used for another user.

From the User Form in the Webi
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Service